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Abstract. The continuous maturation and advancement of information technology and digital 
technology are compelling enterprises to embark on the journey of digital transformation. Numerous 
large enterprises have successfully undergone digital transformation. However, small and medium-
sized enterprises (SMEs), as the largest group in the business world, face challenges in their digital 
transformation due to constraints in capital, technology, talent, and other aspects. This paper aims 
to summarize the obstacles hindering SMEs by reviewing relevant literature. The challenges faced 
by SMEs during the process of digital transformation include limited product portfolios, high capital 
costs, environmental fluctuations, inadequate understanding of digital technologies, limited human 
resources availability, and a need for standardized practices. Technological challenges also exist 
within this context due to resource limitations and insufficient knowledge about information 
management among SMEs. Nevertheless, these companies can leverage their relatively small scale 
and flexibility to achieve successful digital transformation through improved management capabilities. 
The objective of this article is to overcome these challenges effectively with sustainability at its core 
focus on driving innovation compliance with regulations/guidelines employee upskilling is crucial for 
SMEs' success in achieving balanced growth while undergoing sustainable digital transformations. 
Lastly, this paper emphasizes the complexity and diversity involved in SMEs' journey towards 
digitization providing feasible strategy suggestions based on reflection discussion combined with 
case analysis. 

Keywords: Digital transformation; Small and Medium-sized Enterprises (SME); Organizational 
capacity; Sustainability. 

1. Introduction 

1.1. Background 

"Digital transformation" has been widely used in the past two decades, reputable enterprises and 

esteemed scholars have put forth a plethora of diverse interpretations and definitions thereof, which 

may be due to differences in perspective. Almost all enterprises actively or passively participate in 

the digital revolution. Among them, numerous large enterprises possess vast amounts of data and 

keen business acumen, enabling them to promptly respond and successfully establish a distinctive 

presence in the digital industry, such as Walmart, Disney, Apple, and others. Additionally, there are 

also proactive disruptors like TikTok that leverage the digital trend to rapidly emerge within a short 

period and become global social media giants.  

However, small and medium-sized traditional enterprises face significant challenges in embarking 

on their digitalization journey due to factors such as the lack of core technology, misalignment 

between technology development and strategic choices, and the inability to bear the costs associated 

with digital transformation. To effectively address these challenges, traditional enterprises lack a 

comprehensive system and methodology; therefore, they can only rely on continuous exploration and 

trial-and-error processes. This paper aims to comprehend the definition of digitalization from the 

perspective of traditional small and medium-sized enterprises (SMEs) by reviewing relevant literature 

on digital transformation. Additionally, it explores a viable path for digitalization within traditional 

enterprises by considering aspects such as technology adoption, strategic alignment, effective 

management practices, and cost optimization. The analysis is further complemented by an 

examination of successful enterprise cases.  



Highlights in Business, Economics and Management GAGBM 2024 

Volume 29 (2024)  

 

8 

1.2. Related research 

Margiono initially discusses the demand of businesses for digital transformation. Combining 

information, computer, communication, and connectivity technologies, digital transformation 

involves restructuring a company's strategy, organizational structure, processes, and culture. Enable 

the company to respond to market entrants and support new businesses. And highlight the opposite 

transformation path: Offensive and Defensive. In this regard, enterprises must evaluate and analyze 

to avoid organizational inertia led astray [1]. Akter et al. have researched numerous instances of 

businesses utilizing technologies to achieve digital business transformation. Artificial intelligence, 

cloud computing, and data analytics are emerging technologies that are revolutionizing digital 

business transformation. These technologies offer personalized benefits, enabling quick corporate 

expansion and increased efficiency. By automating operations, matching supply and demand, offering 

dynamic pricing, and enabling real-time decision-making, these technologies can propel disruptive 

business models [2]. Baiyere et al. said that the traditional BPM methodologies place a strong 

emphasis on modeling, IT architecture, and personnel permission for sustained process optimization. 

This paper explores the evolution of BPM in the turbulent age of digital transformation. Three novel 

BPM techniques are introduced: 1) adaptable "light touch" processes, 2) adaptable infrastructure for 

dynamic data flow, and 3) empowered actors that modify processes in response to context. This study 

clarifies BPM's function in the age of digital transformation [3]. 

Xia et al. discuss the competitive environment of the conventional manufacturing sector, 

emphasizing the growing reliance on supply chain networks as a result of the fast advancement of 

digital technology. They contend that sustained digital transformation may boost organizational 

capacity and productivity. The author examines case company investments in technology, perceptions 

of innovation, and knowledge exchange, highlighting key issues and outlining workable solutions [4]. 

The inability of organizations to successfully implement digital transformation is attributed, 

according to Ismail et al., to a mismatch between technology development and strategic choices. They 

discuss the causes of digital transformation as well as internal and external drivers. Ismail et al. offer 

insights into the positioning of digital transformation and its essential aspects compared to other 

technology-driven transformations by integrating digital transformation literature, tracing its roots, 

and synthesizing research findings [5]. Zhang et al. contend that the absence of core technology makes 

traditional Chinese businesses "big but not strong." To establish company core technology and 

improve competitiveness in the face of the global digital industrial revolution, it is important to 

analyze the internal mechanisms of digitalization and production efficiency, merging 5G, artificial 

intelligence, big data, the Internet of Things, and other technologies [6]. 

"Digital transformation" describes how the broad adoption of digital technology has affected 

organizational developments. Four viewpoints are taken into consideration: the influence of 

technology, partition adaptability, system change, and general coevolution. These viewpoints 

establish a connection between organizational development and the nature of digital technology, 

resulting in continuous change that enhances comprehension of digitalization. To help businesses 

travel the digital highway, the goal is to increase people's knowledge of digitalization. To aid in this 

process, it is necessary to increase people's comprehension of digitization [7]. Andriushchenko et al. 

outline key determinants promoting enterprise digital transformation in diverse industries 

encompassing developmental factors, speed of advancement, density of quality changes, and 

multiplication effects. Utilizing mathematical modeling enables a thorough examination and 

computation of the influence exerted by digital transformation on enterprises for acquiring risk 

predictions and identifying developmental trends while mitigating potential adverse effects like 

instability, and dynamism inherent in transformations, as well as directional forecasts for 

developments. Consequently, it can be inferred that there exists a positive correlation between 

production/operational efficiency and the caliber of digital transformations [8]. Using Sri Lanka as a 

case study, Rassool and Dissanayake examine the factors and challenges that hinder the growth of 

small and medium-sized enterprises (SMEs), which exert minimal influence on market prices and 

volumes. Simultaneously, they address the significant issues arising from a lack of personalized 
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differentiation and difficulties in cost reduction. Subsequently, this study delves into how SMEs with 

limited resources can strategically leverage digital transformation to their advantage, aims to 

summarize an effective methodology, and anticipates prospects while making necessary 

preparations" [9]. Ghobakhloo and Iranmanesh initially conducted a comprehensive literature review 

focusing on content and identified 11 crucial determinants for achieving success in digital 

transformation. The findings revealed that the first step towards ensuring successful digital 

transformation is to obtain external digital support while accessing technology readiness emerged as 

the most challenging determinant. In conclusion, SME manufacturers need to possess specific 

capabilities such as change management and strategic planning for digital transformation, along with 

a certain level of information, digital, operational, and network maturity. This will enable SMEs to 

acquire advanced manufacturing technologies and strategic planning skills required for the successful 

implementation of Industry 4.0 [10]. 

1.3. Objectives 

In the second chapter, this paper primarily focuses on the process of digitalization in small and 

medium-sized enterprises (SMEs) and examines their current situation to analyze their digital 

requirements from multiple perspectives. It also investigates the key technical challenges and 

comprehension obstacles faced by SMEs during their digital journey. The main manifestations 

include a lack of independent digital platforms, an inability to sustain continuous capital investment, 

and scarcity of talent and management capabilities resulting in deviations in the direction of digital 

transformation. Additionally, in the third chapter, this paper explores the advantages and 

characteristics of SMEs in terms of digital transformation while studying these pros and cons. The 

objective is to explore a methodology suitable for leveraging SMEs' strengths, mitigating weaknesses, 

and enhancing possibilities for digital innovation. 

2. Digital Demand and Progress of SMEs 

Small and medium-sized enterprises (SMEs) are the backbone of both developed and developing 

countries, making significant contributions to national economic development, employment 

generation, tax revenue generation, and import-export activities. In the present era, digitalization has 

become a crucial aspect not only for large corporations but also for accelerating the process of digital 

transformation among SMEs. Particularly, some innovative SMEs have successfully integrated 

digital technologies into their operations and extended them to related ecosystems. As a result, the 

digitized market for SMEs is gradually being unleashed. Taking China as an example, SMEs 

constitute the mainstay of its market and play a pivotal role in ensuring stable economic development, 

creating employment opportunities, and improving the livelihoods of people [11]. The Chinese 

government places great emphasis on fostering the growth of SMEs by implementing a series of 

policies that facilitate financing options while reducing fees and tax burden on businesses [11]. 

Additionally, efforts are made to optimize services provided to them along with establishing 

technology research platforms [11]. These measures collectively create a favorable environment 

conducive to the development of SMEs [11]. Small and medium-sized traditional enterprises also 

serve as the backbone of the US economy, accounting for 98% of all businesses in the United States 

and creating two-thirds of new job opportunities in recent decades [12]. These enterprises exhibit 

accelerated export growth, contribute to employment expansion at a faster pace, and offer higher 

wages. They directly and indirectly support nearly four million jobs across communities through 

exports [12]. Similarly, European countries, including the UK, present a comparable scenario where 

small and-sized enterprises constituted 99.9% of all private sector businesses in 2018 [13]. Moreover, 

they contribute to 60% of private sector employment and represent 52% of total turnover [13]. Micro-

enterprises alone account for 90% of global business entities, providing approximately 60%-70% of 

global employment opportunities while contributing to half of the world's GDP [14]. 
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The Fourth Industrial Revolution, characterized by the pervasive influence of information and 

communication technology (ICT) on the economy, society, businesses, and individual behavior, has 

catalyzed the advent of a digital economy and propelled companies toward digital transformation [15]. 

Industry 4.0, which aims to maximize output while minimizing resource usage, presents a unique 

viewpoint on the fusion of production and cutting-edge technology [16]. Continuous technological 

advancements have profoundly reshaped the operational landscape of businesses, necessitating 

changes in various decision-making domains and compelling enterprises to reassess their 

development strategies and business models. Given the progress and evolution of the information 

society, digital transformation has emerged as an imperative. The inception and progression of digital 

technologies, epitomized by communication technology, propel all enterprises towards a path of 

'digital revolution' [15]. Digital transformation is widely acknowledged as the multifaceted impact of 

digital technologies on organizations and processes, fundamentally reforming organizational 

structures and operations at a profound level to adapt to ever-evolving market demands, thereby 

achieving sustainable development for businesses. As the primary group in the commercial world, 

small and medium-sized enterprises face both challenges and opportunities in keeping up with the 

ongoing social transformation and technological innovation under the backdrop of Industry 4.0 [15]. 

The development of intricate economic systems necessitates a comprehensive understanding and 

mastery of the various components involved in dynamic interactions, thereby compelling companies 

to actively pursue innovative opportunities for maintaining a competitive advantage more than 

domestically [17]. In an increasingly interconnected global landscape, small and medium-sized 

enterprises (SMEs) face heightened vulnerability to emerging challenges and opportunities in foreign 

markets [17]. Nowadays, digital technology is not only a tool for improving organizational 

performance but also possesses the ability to drive organizational operational changes [15]. The rapid 

advancement of information and communication technology, coupled with the widespread 

proliferation of the Internet, has fundamentally revolutionized interpersonal communication and 

interaction, leading to a profound metamorphosis in data acquisition and processing [15]. In this 

context, small and medium-sized enterprises must identify appropriate technological tools tailored to 

their specific requirements, establish customer-centric data analysis capabilities, and prioritize them 

as a cornerstone for achieving sustainability [15]. 

2.1. Challenges and Contradictions of Digital Transformation 

Undoubtedly, as representatives of traditional enterprises, small and medium-sized businesses 

have significantly contributed to the advancement of the global economy. However, their digital 

during the Industry 0 phase has encountered several challenges [16]. These challenges primarily 

manifest in limited product portfolios that fail to fully exploit the efficiency of automation and 

autonomous production systems; high costs associated with acquiring funding; volatility in micro and 

macro environments; a lack of comprehension regarding Industry 4.0 with an emphasis on operational 

aspects at the expense of company growth; inadequate recognition of the strategic significance of 

Industry 4.0; restricted human resources; and a need for standardized practices [16]. 

2.1.1. Technical Challenges 

The dynamic nature of technology continuously reshapes various facets of organizations, including 

management, operations, and risk control. Enterprises are now actively seeking digital innovations 

that align with their specific requirements to drive project development, cater to a broader spectrum 

of customers and sustain competitiveness among peers. Companies have mere storage of data [18]. 

They possess a comprehensive understanding of the potential value and actively prioritize data-driven 

innovation. For small and medium-sized enterprises, the biggest obstacles to implementing digital 

transformation stem from resource constraints within the company and a lack of knowledge of 

information [18]. Based on a survey of 417 companies in Switzerland and Germany, we can infer the 

following: many companies have initiated a phased transformation with a moderate level of digital 

maturity; only a small fraction of large enterprises have embarked on the path of digital innovation, 

while the majority of small and medium-sized enterprises are grappling with challenges and lack clear 
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direction regarding digital innovation. This situation arises from inadequate capabilities of staff, 

technology, and funding within these SMEs. Data indicates that such SMEs have an annual turnover 

not exceeding 50 million euros and an average employee count below 250 [18]. However, it is 

difficult for small and medium-sized enterprises to find digital projects that truly meet their own needs. 

Even if they can achieve technological innovation, such arbitrary changes cannot align with the 

company itself and fail to create practical value and returns because technology itself does not possess 

inherent value [18]. To make matters worse, the special requirements of tools for small and medium-

sized enterprises and the inability to independently bear the cost of trial and error make it almost 

impossible for them to independently judge the successful path of implementing digital innovation 

[18]. 

2.1.2. Comprehension Obstacles 

In addition, small and medium-sized enterprises still question the benefits of digital transformation 

[16]. The high costs associated with technological investments and the unpredictable return on 

investment are impeding companies from implementing these initiatives [16]. For instance, in 

Romania, small and medium-sized enterprises face several obstacles including a lack of 

understanding about Industry 4.0, strategic as well as concepts related to operations and costs. The 

core technologies prevalent in this region encompass robotics, vertical and horizontal system 

integration, big data analytics, Internet of Things (IoT), and cybersecurity; however, small and 

medium-sized enterprises generally exhibit limited competitiveness in areas such as information 

technology updates due to deficiencies in advanced manufacturing techniques, strategic management 

gaps, and absence of standards [16]. 

To effectively support operational and management activities, as well as gain access to external 

resources and expertise, SMEs face several significant challenges: 1) Ensuring a comprehensive and 

realistic assessment of their IT needs while digital objectives with strategic goals; 2) Accurately 

evaluating the requisite resources and skills for enterprise digitalization; 3) Considering the intricate 

business environment and relationships, including establishing and managing connections with IT 

specialists and service providers, such as professionals specialized in socio-economic support (e.g., 

management experts in public organizations).  

SMEs currently employ turnkey IT applications to facilitate business operations, such as utilizing 

Google Analytics for marketing analysis, employing PayPal for e-commerce transactions, and 

leveraging Facebook as a platform for digital communication and information access [19]. However, 

effective collaboration between SMEs and in terms of strategic alignment and operational processes. 

These challenges primarily stem from the absence of shared terminology between enterprise 

managers or company operators and IT experts or digital service providers. Both parties possess 

distinct cognitive frameworks when assessing the relationship between technology and business, 

leading to communication barriers among all participants. The difficulty lies in aligning IT objectives 

with strategic goals due to the limited adaptability of digital technology tools in accommodating 

individual contingencies and specific characteristics unique to SMEs [19]. Furthermore, this 

challenge is compounded by the gradual commodification of IT that restricts management practices 

aimed at achieving strategic objectives [19]. Consequently, these difficulties result in underestimating 

technical capabilities exhibited by digital IT while also encountering fragmented information 

requirements; additionally, exhibit overly idealistic tendencies which impede the successful 

integration of technology with practical management thinking during digital transformation initiatives 

[19]. 

2.2. Characteristics and Advantages of SMEs 

When it comes to the advantages of digitalization for small and medium-sized enterprises, it is 

essential to introduce the concept of dynamic management capability (DMC), which pertains to "the 

managerial capacity to construct, integrate, and reconfigure organizational resources and capabilities" 

[20]. For small and medium-sized enterprises, the digital acumen of business managers plays a crucial 

role in achieving digital transformation across three key aspects: cognitive management, social capital 
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management and human capital management [20]. Small and medium-sized enterprises are 

characterized by their limited scale, relatively straightforward operational models, and consistent 

employee numbers. While these characteristics may be perceived as disadvantages compared to larger 

enterprises, they can also serve as advantages during the process of digital transformation. This is 

because managers of small and medium-sized enterprises possess the ability to swiftly analyze and 

comprehend the diverse information required by their companies through Digital Mindset Capability 

(DMC). Additionally, they can establish a diverse management team with complementary knowledge, 

experience, and skills through restructuring their managerial configurations. By fostering 

communication and collaboration with digital technology experts talent acquisition level and 

managerial level, they can maintain dynamic cognitive awareness while effectively identifying 

market opportunities and empowering them to achieve strategic transformation reliably while 

executing specific activities to a satisfactory extent [20]. The key to the success of SMEs' digital 

transformation lies in achieving sustainable development, which refers to the pursuit of development 

that satisfies current needs while safeguarding the ability of future generations to meet their own 

needs [21]. Currently, small and medium-sized enterprises generally possess a certain level of digital 

technology and employ individuals with digital awareness. However, they face challenges in 

sustaining operations innovation based on these foundations. In this context, small and medium-sized 

enterprises can consider temporarily setting aside the ultimate goal of digital innovation and instead 

allocate resources and expertise towards attaining sustainable development through partial 

digitization. This approach is crucial as it ensures the continuous operation of enterprise machinery, 

enabling the cost of digital transformation to be recouped by identifying innovative approaches that 

align with the company's unique culture through iterative experimentation. 

3. Solutions and Prospects  

3.1. Information-oriented OCTD 

To effectively tackle the intricate challenges posed by digital transformation initiatives, SMEs 

must initially enhance their organizational capabilities for digital transformation. Despite the 

simplicity of SMEs' organizational structure and the limited degree of job specialization, which may 

result in blurred departmental boundaries, discrepancies in OCTD development still exist [22]. 

Among these variances, information emerges as the most crucial digital factor within an enterprise 

due to its high liquidity, relevance, and quality. Information culture can be broadly categorized into 

four types based on different functions and values: results-oriented information cultivates a 

competitive advantage for enterprises; rule-following related information culture reinforces internal 

stability by guiding management in adjusting rules and policies; relationship management-focused 

information culture fosters a sense of belonging, strengthens internal communication and 

participation, and promotes team spirit; lastly, an adventurous culture is indispensable as it 

encourages creativity, supports the birth of new ideas, and serves as a continuous driver for digital 

innovation [22]. 

Small and medium-sized enterprises, can enhance their "information capabilities" by establishing 

a distinctive and rational information culture to achieve organizational effectiveness, encompassing 

practices in information technology, information management, as well as information behaviors and 

values [22]. SMEs can utilize the OCTD model tool to evaluate the level of digitalization within their 

operations, gain deeper insights into the digital processes involved in production and management, 

and conduct feasibility design for digital transformation initiatives that consider the interplay between 

enterprises and market dynamics, technological advancements, policy environment, cultural factors, 

and even employee engagement [22]. Multi-angle analysis facilitates systematic digital distribution, 

thereby addressing the competitive disadvantages faced by SMEs in technology acquisition, strategic 

management, and cognitive deficits related to digitalization. The establishment of an efficient system 

within the enterprise can be accomplished through meticulous analysis, comprehensive consideration 

of digital expenses, return cycles, and other pertinent information, facilitating open source capabilities 
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and streamlined resource allocation. In response to external environmental changes, enterprises can 

proactively adapt by taking into account relevant policies and market trends when making decisions, 

as shown in Fig.1. 

 

Fig 1. The Model of Organizational Competence for Digital Transformation. 

3.2. The Role of Individuals in SMEs 

The organizational structure of most small and medium-sized enterprises, consisting of a few 

dozen individuals, amplifies the significance of each individual's role in the digital realm. The 

competence demonstrated by organizers and managers serves as a reflection of the overall capability 

of the enterprise. Similar to an iceberg hidden beneath the sea surface, a company's performance 

merely represents its visible tip that emerges within the public market domain; meanwhile, its 

substantial foundation lies in the abilities possessed by its managers and employees. To enhance 

“above-water “effectiveness, concerted efforts for growth are indispensable and it requires a ninefold 

increase within the organization. In this regard, business managers and organizers should harness 

their creativity to develop activities aligned with their passions and talents, fostering an environment 

conducive to entrepreneurial dynamism [23]. Moreover, it is crucial to effectively utilize human 

resources by establishing a robust corporate structure and recruiting suitable talents for respective 

positions [23]. These factors exert a decisive influence on business performance through knowledge 

levels, skills proficiency, capabilities, and attitudes exhibited by individuals involved [23]. 

Consequently, it becomes imperative for managers to accurately define roles while communicating 

them; organize employees based on job requirements; create favorable working conditions; and 

implement reward systems that motivate employees toward achieving team objectives [23]. By 

linking personal employee performance with company development endeavors, small and medium-

sized enterprises can ensure stable growth akin to an 'iceberg' (Fig. 2). 
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Fig 2. The Iceberg Model of Enterprise Competitiveness. 

3.3. Balanced Development and Sustainability 

Thirdly, SMEs must carefully balance digital innovation with sustainable development. In addition 

to pursuing their own developmental objectives, all enterprises must prioritize environmental and 

social sustainability as an integral dimension. This necessitates the formulation of innovative 'green 

development strategies' by SMEs [24]. The challenge posed by technology digitization does not lie 

in impeding enterprise transformation; rather, the true difficulty lies in effectively leveraging 

technology to drive innovation and align value-creation strategies with customer engagement, 

supplier collaboration, and stakeholder involvement. Adhering to standard regulations and guidelines 

while comprehending intellectual property protection is crucial [24]. Prioritizing data sharing for 

optimal configuration should be accompanied by providing employees with essential skills and 

knowledge [24]. Based on this information, SMEs should strategically determine their short-term and 

long-term technological priorities while embracing planned implementation and phased progress as 

the universal path toward digital transformation. 

4. Conclusion 

After conducting a comprehensive discourse on the challenges, technological factors, advantages, 

and solutions encountered by small and medium-sized enterprises (SMEs) in their digital 

transformation journey, several key findings have emerged. Firstly, this paper identifies multiple 

obstacles faced by SMEs during their digital transformation process, including resource constraints, 

technology disparities, shifts in management paradigms, and limited awareness of emerging digital 

concepts. Collectively, these barriers significantly impact the pace and intricacy of the digital 

transformation journey for these enterprises. The paper further highlights the pivotal role of 

technology and its significance to small and medium-sized enterprises. Despite the transformative 

potential that technology offers, SMEs often struggle to fully capitalize on the opportunities presented 

by technology due to limited internal resources and restricted access to information. One notable 

finding from this research centers on the intrinsic benefits held by SMEs. Their demonstrated agility 

alongside their managers' adeptness in digital cognition have been recognized as crucial assets that 

propel innovation and adaptability amidst digital transformation. Regarding potential remedies, this 

study underscores the importance of nurturing a distinct information culture, fostering dynamic 

managerial competencies and organizational capacities, while also acknowledging individuals' 

pivotal roles within enterprises. Such strategic approaches effectively empower SMEs to address 

challenges arising from digital transformation. The study highlights the crucial importance for SMEs 

to achieve a delicate equilibrium between growth and sustainability in their digital transformation 

endeavors. It emphasizes that holistic digital transformation strategies should not only focus on 

technological innovation but also incorporate environmental and social sustainability as integral 

components. This balance significantly contributes to ensuring the long-term success of SMEs. 

Finally, it is hoped that these deliberations and discoveries shall serve as a wellspring of inspiration 

for small and medium-sized enterprises. 
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