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Abstract. Al face-swapping is an image processing method based on artificial intelligence
technology that can replace the facial features of one face photo with the facial features of another
face photo, thereby achieving the effect of changing the face. The emergence of this technology
quickly affected the film industry and sparked heated discussions in society. This article studies
facelift technology in the film industry, exploring it from ethical, legal, and social perspectives. Ethical
issues will become the primary issue in technology promotion, in addition to ethical challenges. This
technology has caused a series of legal issues, such as copyright, privacy, and data security, during
its application. Finally, this article believes that effective constraints on this technology are feasible
solutions that require legal constraints and regulation, as well as in-depth negotiations and
communication among stakeholders, in order for artificial intelligence technology to better promote
the development of the film industry.
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1. Introduction

The digital transformation in the film industry has brought forth an era of innovation and creative
possibilities. Surprisingly, the technology has spawned many interesting segmentation directions,
such as face-swapping technology, which is emerging as a pivotal focal point. This groundbreaking
technology, powered by advancements in deep learning and neural networks, has revolutionized film
production by enabling seamless integration of actors' facial features into diverse cinematic
landscapes [1].

1.1. Significance of the Research Theme

The digital revolution has not only reshaped the technical aspects of filmmaking but has also given
rise to critical ethical and legal questions. Face-swapping technology presents a significant shift in
the way films are made, providing new opportunities for creativity and storytelling. However, this
technology has brought about ethical dilemmas, privacy concerns, and the potential for
misinformation. As filmmakers gradually embrace face-swapping, it is essential to examine its
profound impact on the film industry and society at large. Therefore, this study aims to explore the
importance of understanding the ethical, legal, and societal dimensions of face-swapping technology
in film production.

1.2. Current Research Landscape

The film industry's use of face-swapping technology has gained momentum in recent years. As
filmmakers experiment with this technology, it has become increasingly vital to comprehend its
implications fully. While enabling incredible creativity, face-swapping has raised numerous ethical
concerns, particularly regarding misinformation and privacy violations. Current discussions revolve
around the responsible use of this technology and the development of guidelines and regulations. This
study seeks to build upon the existing discourse, offering an in-depth analysis of the current landscape
of face-swapping technology in film, while also addressing issues such as the potential for illegal use
of face-swapping resulting in fake videos.

In recent years, with the rise of social media and video-sharing platforms, the dissemination of
fake videos has become a significant issue. The unauthorized use of face-swapping technology to
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create fake videos can lead to the spread of misinformation, misleading the public, and potentially
having negative societal and political impacts, which has already occurred frequently social media.
Therefore, the research should also focus on how to address this challenge, including regulations,
legal measures, and technological solutions to reduce the spread of fake videos. Furthermore, data
privacy issues within the research should be considered to ensure that individuals' facial features are
not misused or used without consent. This issue involves multiple dimensions, including technology,
ethics, and legal aspects, and requires in-depth research and discussion [2].

In conclusion, while face-swapping technology in film brings innovation, the accompanying
ethical, legal, and societal challenges need to be seriously addressed. These issues will continue to
shape discussions in both academia and industry to ensure the sustainable and responsible application
of this technology.

1.3. Research Objectives

This research aims to investigate the ethical, legal, and societal implications of face-swapping
technology in the film industry. The primary objectives include assessing the ethical considerations
surrounding the use of face-swapping in film production, such as its impact on truthfulness and artistic
integrity, examining the potential legal issues, including copyright and privacy concerns, arising from
the use of face-swapping technology, and analyzing the societal implications of face-swapping,
including its influence on public perception, misinformation, and privacy rights. By achieving these
objectives, this study seeks to provide insights and recommendations for the responsible and ethical
utilization of face-swapping technology in the digital film industry.

2. Situation and Problems

2.1. Situation

In film and television productions, there have been instances of utilizing Al-based face-swapping
technology [3]. This technology is widely used for special effects and digital character creation,
allowing for alterations in actors' appearances, ages, or even enabling them to portray different roles
[4]. Major film studios in Hollywood and other industry leaders have extensively adopted these
technologies. A notable example is the use of CGI and deep learning techniques in the "Star Wars"
series to merge the facial features of the late actor Peter Cushing with a digital representation to
recreate a young Han Solo. Similarly, actress Carrie Fisher was digitally resurrected using Al in "Star
Wars: The Rise of Skywalker" to reprise her role as Princess Leia.

Furthermore, numerous other film and television projects, such as the "Avengers" series and
"Game of Thrones," have also employed similar technologies, using Al and face-swapping techniques
to achieve special effects and digitally transform characters. The continuous advancement of these
technologies allows the film and television industry to create visually impactful works while
simultaneously giving rise to ethical and legal discussions and challenges.

2.2. Problems and Risks

2.2.1. Ethical concerns

However, the adoption of face-swapping technology is accompanied by a series of challenges and
risks. Firstly, ethical concerns have come to the forefront. The creation of fabricated videos can
deceive audiences, infringing upon ethical and honest principles [5]. The professionalism and honor
of actors have also been challenged and questioned. This not only damages the reputation of the film
industry but also threatens the trust of viewers.

Recently, the film industry in Hollywood has witnessed a historic wave of strikes, marking the
first industry-wide shut down in 63 years. The Screen Actors Guild-American Federation of
Television and Radio Artists (SAG-AFTRA), representing approximately 160,000 performers,
announced a strike on the 13th, following the breakdown of negotiations with production companies.
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This strike not only revolves around salary disputes between actors, writers, and producers but, more
importantly, addresses the looming threat of artificial intelligence (Al) potentially replacing the roles
of actors and writers [6]. At present, Al has been recognized by some directors, Fan Guo stated that
during the filming of 'Wandering Earth 2', the maximum number of on-site staff exceeded 2200.
However, with the application of Al technology in the film industry, the number of on-site staff during
the filming of 'Wandering Earth 3' may decrease by half or even more. Compared to historical strikes
in Hollywood, this strike is driven by multifaceted and challenging factors, with Al technology being
a prominent element. Writers and actors argue that the strike aims to reverse the ongoing trend of
declining compensation. In contrast to traditional television and film, Al and streaming platforms
have resulted in deteriorating wages and working conditions. Hence, they demand that production
companies and streaming platforms commit to not replacing performers with Al-generated faces and
voices. This strike not only has far-reaching implications but has also garnered worldwide attention,
as it relates to issues of compensation and labor conditions within the film and television industry. It
also underscores the potential threat that Al technology poses to the entertainment industry. Therefore,
this strike is seen as a collective action by performers against the invasion of Al, demonstrating
Hollywood's firm stance on safeguarding industry interests and values [7]. Furthermore, many
renowned actors and writers have joined protest actions, gathering outside the headquarters of major
companies such as Netflix, Paramount, Warner Bros., and Disney to express their support for the
strike. Interestingly, to comply with strike regulations, the London premiere of the film
"Oppenheimer,” directed by Christopher Nolan and centered on the development of the atomic bomb,
began one hour earlier to allow performers to walk the red carpet before the strike was initiated.
Prominent celebrities, including Cillian Murphy, Emily Blunt, Matt Damon, and others, promptly left
the event after the strike was announced, demonstrating their unwavering support for the strike [8].

2.2.2. Privacy and legal problems

Face-swapping technology may pose a threat to the privacy of actors and the general public, as
their facial images can be used without consent, leading to breaches of personal privacy and potential
misuse. The spread of false information is another prominent issue, as fabricated videos can be easily
created using this technology, resulting in the dissemination of false information. This can lead to
confusion and deception, especially on social media platforms. For example, the readily available
mapping tools and difficult-to-trace dissemination channels have made Al "yellow rumor" makers
even more rampant. When they spread rumors recklessly, the victims are trapped in self-evidence. In
other fields that rely on Al for face-swapping, there are also opportunists on the sidelines. Some of
them sell obscene videos with celebrity faces on social media platforms; some offer paid customized
face changing and undressing image services; some use stripping as a gimmick to sell "operation
instruction™.

Legal liability is also a matter that requires careful consideration, as the creation of fabricated
videos may breach the law, particularly in terms of copyright infringement, defamation, and invasion
of privacy. Producers and creators may face legal consequences, especially in cases of infringement.
When applying face-swapping technology in digital film production, it is essential to
comprehensively address these concerns and risks, while implementing appropriate measures to
safeguard ethical, legal, and societal interests. The establishment of regulations and ethical guidelines
plays a pivotal role in this digital era to ensure that the application of this technology is lawful, ethical,
and sustainable [9].

3. Solutions and Prospects

The film industry is currently undergoing a transformative period, driven by the integration of
artificial intelligence (Al) technologies. However, this transformation is not without its challenges,
as highlighted by the recent Hollywood actors' strike. These challenges, centered on the potential of
Al to replace human actors and writers, necessitate proactive solutions to navigate the evolving
cinematic landscape.
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3.1. Suggestions

Returning to the negotiating table is essential for resolving the current disputes within the industry.
All stakeholders, including production companies, actor unions, and writers' guilds, must engage in
transparent negotiations, prioritizing equitable outcomes that address both financial and ethical
concerns. Commitment to transparent and fair agreements can help mitigate conflicts and provide a
foundation for cooperation. However, the biggest challenge may come from considerations of costs
and benefits. The investment risk in the film industry is relatively high, and if Al can effectively
reduce investment costs, its driving force will be difficult to ignore [10].

To ensure the responsible use of Al in film production, clear guidelines and regulations must be
established, and the illegal cost of abusing technology must be increased. These guidelines should
encompass all aspects of Al technology application, from the generation of Al-driven characters to
face-swapping and voice synthesis. The primary aim is to prevent misuse and unethical practices
while safeguarding the authenticity and integrity of cinematic creations.

3.2. Prospects

Collaboration between production companies and industry unions should focus on how Al
technology can complement the work of actors and writers. The emphasis should be on augmenting
human creativity and reducing the repetitive and inefficient work rather than replacing human talents.
This collaborative approach can lead to innovative and compelling storytelling while preserving the
essential human touch in the creative process.

Education and training programs should be introduced to equip actors, writers, and industry
professionals with the skills needed to adapt to technological changes. This education should include
courses on digital technologies, Al, and emerging tools, ensuring that individuals remain competitive
in the evolving industry.

Independent oversight bodies or committees must be established to maintain ethical standards and
industry integrity. These entities can supervise and regulate the use of Al in film and television
production, ensuring adherence to established guidelines and preventing unethical exploitation of Al
technology.

The legal framework governing the film industry must adapt to accommodate the widespread use
of Al technology. This includes revising copyright and privacy laws to protect the rights and interests
of actors and writers. By enhancing legal protections, the industry can provide a secure environment
for creative professionals.

Engaging with the public and audiences is vital for addressing Al-related concerns. Educating
viewers and the broader public about the use of Al in film, along with its ethical and societal
implications, can foster understanding and support for responsible Al integration. It is essential to
involve the public in the ongoing dialogue about Al's role in the film industry.

4. Conclusion

This study has conducted an extensive exploration of the ethical, legal, and societal dimensions of
face-swapping technology in the film industry. It has analyzed the significance of this transformative
technology, which enables the integration of actors' facial features into diverse cinematic landscapes,
providing unparalleled creative possibilities. This investigation delved into the growing concerns
related to the unethical use of face-swapping technology, including the creation of fabricated videos
leading to misinformation, privacy breaches, and legal implications.

The main findings of this research highlight the multifaceted challenges and risks that accompany
the adoption of face-swapping technology. Ethical concerns take center stage, as fabricated videos
can deceive audiences, jeopardizing the honesty and credibility of cinematic creations. Privacy risks
emerge as unauthorized use of facial features raises questions about data security and personal rights.
Legal liabilities loom large, particularly regarding copyright infringement, defamation, and invasion
of privacy. Furthermore, the study has emphasized the ethical and legal challenges posed by the illegal
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use of face-swapping, which results in the creation and dissemination of fake videos, thus adding a
layer of complexity to the ongoing discourse.

This study underlines the need for proactive solutions to address these challenges. Returning to
the negotiating table, establishing clear guidelines, and promoting transparent negotiations are vital
steps to resolve industry disputes and maintain ethical standards. Collaboration between production
companies and industry unions, as well as educational initiatives for industry professionals, will
enable a harmonious integration of Al technologies without sidelining human creativity. Independent
oversight bodies, coupled with revised legal frameworks, can ensure ethical standards and protect the
rights of actors and writers in the evolving landscape. Finally, public engagement and education on
the ethical and societal implications of Al in the film industry can foster understanding and support
for responsible Al integration.

As the film industry continues to embrace innovative technologies, it is essential to uphold ethical
values, legal standards, and societal considerations. Face-swapping technology represents a pivotal
moment in cinematic history, and its ethical, legal, and societal dimensions should guide its
responsible and sustainable integration into the digital film industry.
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