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Abstract. With the rapid development of digital technology, China's digital economy is facing 
unprecedented opportunities and challenges for growth. This paper explores the challenges in four 
key areas of data security, digital divide, market monopoly and innovation, technology dependence 
and talent gap in China, and puts forward corresponding countermeasures and suggestions. In terms 
of data security and privacy protection, the importance of improving the legal system, enhancing 
technological protection capabilities, enhancing public awareness and corporate responsibility was 
emphasized. To address the digital divide, a comprehensive solution was proposed to strengthen 
infrastructure construction, provide customized education and training, and encourage public-private 
cooperation. In response to the challenges of market monopoly and innovation, it is suggested to 
strengthen market supervision, support the development of small and medium-sized enterprises and 
establish an innovation incentive mechanism. In terms of technology independent research and 
development and personnel training, it puts forward strategies to increase investment in key 
technologies, improve the education system, attract international talents and promote industry-
university-research cooperation. The paper concludes that by implementing these countermeasures, 
China can not only solve the current problems it faces, but also occupy a more important position in 
the global digital economic landscape. These analyses and recommendations provide valuable 
insights for policymakers and have important practical significance for promoting the healthy 
development of China's digital economy. 
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1. Introduction 

At a time when the global economy is increasingly transforming to digital, China's digital economy, 

with its unique development model and broad market application prospects, has become a new driving 

force for national economic growth. The digital economy not only plays a key role in promoting the 

transformation and upgrading of traditional industries, but also shows great potential in creating jobs, 

promoting innovation, and optimizing services. With the deepening application of digitalization in 

various industries, China's digital economy has become the focus of global attention. However, the 

rapid development of this field has also brought many challenges and issues, which are not only 

related to the evolution of technology and the market itself, but also involve multiple dimensions such 

as policy, law, and society. 

2. Current Status 

In 2022, the size of China's digital economy reached 50.2 trillion yuan, with a year-on-year 

nominal growth rate of 10.3%, which has significantly exceeded the nominal GDP growth rate in the 

same period for 11 consecutive years. The digital economy accounted for 41.5% of GDP, equivalent 

to the proportion of the secondary industry in the national economy. The scale of digital 

industrialization and industrial digitalization reached 9.2 trillion yuan and 41 trillion yuan 

respectively, accounting for 18.3% and 81.7% of the digital economy, showing the optimization of 

the digital economy structure. The penetration rates of the 32industry digital economy are 44.7%, 

24.0% and 10.5%, respectively [1], indicating that service industry and industrial digitalization are 

jointly driving development. The total factor productivity of China's digital economy has further 

improved, which has played a supporting and driving role in improving the production efficiency of 
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the national economy. These data all show China's rapid development and progress in data 

infrastructure construction, data resource integration and sharing, digital China, digital economy and 

digital society planning and construction. 

3. Challenge 

3.1. Data Security and Privacy Protection 

In the current era of the Internet and big data, data security and privacy protection have become 

global concerns. The challenge is particularly acute for China. Due to the huge Internet user base and 

the rapid growth of network applications, data security issues have become more complex and 

changeable. The disclosure, abuse and improper collection of personal information has become a 

common phenomenon, posing a serious threat to public privacy. China faces significant challenges 

in developing data governance laws that are in line with international standards. This involves not 

only the improvement of the domestic legal system, but also the docking and coordination with 

international standards. For example, in terms of cross-border data exchange and protection, legal 

frameworks and standards adapted to the context of globalization are needed to protect personal 

privacy and facilitate the secure flow of data [2]. Moreover, the technical challenges cannot be 

ignored. With the development of technology, hacker attacks, network fraud and other means are 

increasingly sophisticated, which brings greater threats to data security. This requires China to 

continuously invest in and innovate in network security technology, such as strengthening the 

application of encryption technology and improving the ability of network security protection. For 

enterprises, in the process of data collection and processing, they need to strictly abide by laws and 

regulations to ensure the lawful and compliant use of data. At the same time, public education is also 

the key, and improving the public's awareness of personal data security and protection awareness is 

an important part of preventing data security risks.  

3.2. Digital Divide 

China's digital divide is characterized by multiple dimensions, not only between urban and rural 

areas, but also between people with different social groups and economic conditions. Groups such as 

the elderly, low-income households, and residents of small towns have significant deficiencies in 

access to and use of digital resources, which affects their quality of life and social participation. First, 

the difference in infrastructure leads to the digital divide [3]. In remote and economically 

underdeveloped areas, low Internet coverage, slow network speeds, and shortage of digital equipment 

limit the ability of residents in these areas to access digital resources. Therefore, the government 

needs to increase investment in infrastructure construction in these areas to provide stable and reliable 

network services. Secondly, inadequate education and training is also an important cause of the digital 

divide. For groups such as the elderly, low-income households and residents of small towns, there is 

a lack of adequate education and training opportunities in digital skills. Therefore, providing targeted 

education and training programs to help these groups upgrade their digital skills is a key measure to 

bridge the digital divide. Finally, governments and all sectors of society need to work together to 

provide more digital services and support to marginalized groups through public-private partnerships. 

For example, governments can incentivize businesses to provide more digital services and support to 

marginalized groups through measures such as financial subsidies or tax incentives. At the same time, 

we will promote the participation of social welfare organizations and enterprises to carry out digital 

skills training projects for the elderly and low-income families. In addition, increasing investment in 

schools in small towns and rural areas to improve the digital education level of students in these areas 

is also an important link to narrow the digital divide [4]. In the face of these challenges, China needs 

to adopt a comprehensive strategy, including strengthening infrastructure, providing targeted 

education and training, encouraging the participation of enterprises and social organizations, and 

developing relevant policies and measures to ensure universal and equitable access to digital 

technologies. 



Highlights in Business, Economics and Management FIBA 2024 

Volume 31 (2024)  

 

28 

3.3. Market Monopoly and Innovation 

The problem of market monopoly in the field of digital economy has become increasingly 

prominent. Large enterprises take advantage of capital and technology, and may form a monopoly in 

the market, which limits the development space of small enterprises and innovative enterprises. 

Monopoly not only inhibits market competition, but also may hinder the improvement of innovation 

ability and affect the healthy development of the entire industry. The government needs to deal with 

market monopoly through effective market supervision strategies. This includes strengthening the 

formulation and enforcement of anti-monopoly laws, protecting market competition, and promoting 

fair competition among enterprises. At the same time, support is provided to small enterprises and 

startups, such as financial subsidies, tax incentives, market access facilitation, etc., to encourage their 

development and innovation [5]. On the other hand, the improvement of market innovation ability is 

also crucial. The government can support enterprises in the research and development of new 

technologies and products by establishing innovation funds and providing research and development 

subsidies. At the same time, universities and scientific research institutions are encouraged to 

cooperate with enterprises to promote the transformation and application of scientific and 

technological achievements and further stimulate the vitality of market innovation. In addition, 

creating a fair and transparent market environment is also key. This requires governments, businesses 

and regulators to work together to ensure clear and fair enforcement of market rules to provide equal 

opportunities for all businesses to compete [6].  

3.4. Technology Dependence and Talent Gap 

External dependence in core technology fields may affect China's economic security and 

independent innovation capability. Reliance on foreign technology not only increases economic risks 

but may also limit China's development in key technology sectors. Therefore, it is particularly 

important to increase investment in independent core technology research and development. The 

government needs to strengthen investment in key technology areas such as artificial intelligence, big 

data and cloud computing, and support the research and development activities of domestic 

enterprises and scientific research institutions. At the same time, establish and improve the intellectual 

property protection mechanism, encourage innovation and protect research and development results. 

In addition, an important challenge for China is that the demand for professionals in the digital 

economy far exceeds the supply, especially in the field of high-end technology research and 

development and application. In order to solve this problem, we need to start from two levels of 

education and training. First, the higher education system should strengthen its professional offerings 

related to the digital economy and produce more graduates with advanced technical skills. This 

includes expanding enrollment in areas such as artificial intelligence, data science, and cloud 

computing, improving course content, and increasing practical and research opportunities [7]. At the 

same time, the provision of continuing education and skills training for in-service personnel is a key 

measure to alleviate the talent shortage. This can take the form of online courses, workshops, seminars, 

etc., to help working people update their skills and adapt to the needs of technological developments. 

Governments and businesses can work together to provide these training programs, especially for 

workers in transition or who need to upgrade their skills. In addition, the introduction of foreign 

professionals is also an effective way to supplement the domestic talent gap. Attracting international 

talents to work and research in China through flexible visa policies, attractive working conditions and 

research funding will help improve the domestic technological level and innovation capacity [8]. 

Finally, it is also crucial to establish cooperation mechanisms among enterprises, universities and 

research institutions. Through such cooperation, academic research results can be better translated 

into practical applications, while internship and employment opportunities are provided for students 

to help them better integrate into the industry and fill talent gaps. In general, faced with the dual 

challenges of technology dependence and talent gap, China needs to adopt a diversified strategy, 

including increasing investment in research and development of key technologies, improving the 

education system, providing on-the-job training, attracting international talent, and promoting 
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industry-university-research cooperation to ensure the sustainable development and competitiveness 

of the digital economy. 

4. Countermeasures and Suggestions 

4.1. Comprehensively Strengthen Data Security and Privacy Protection 

To establish a comprehensive data security regulatory system, it is necessary to proceed from 

multiple aspects. This includes, but is not limited to, amending existing laws, establishing specific 

data protection regulations, establishing data security standards, and establishing a supervisory 

authority to strengthen enforcement. These measures will cover all aspects of data collection, 

processing, storage and transmission to ensure security and compliance throughout the process. At 

the technical level, it is necessary to strengthen the application of encryption technology. Advanced 

encryption algorithm is adopted to ensure the security of data during transmission and storage. At the 

same time, improve network security protection capabilities, including but not limited to improving 

the effectiveness of firewalls and intrusion detection systems, and implementing regular security 

vulnerability scanning and emergency response plans [4]. Raising public awareness of data security 

and privacy protection is equally important. This can be achieved through various channels such as 

schooling, media campaigns, online courses, etc. In addition, governments and businesses should also 

work together to increase transparency, give users a clearer understanding of how their data is 

collected and used, and provide effective means of personal data control. Enterprises, in addition to 

complying with relevant regulations, should also take the initiative to establish sound data protection 

measures. This includes but is not limited to conducting regular data security training, establishing 

emergency plans for data breaches, and taking steps to protect user privacy.  

4.2. Comprehensive Solution to the Problem of Digital Divide 

The government needs to adopt diversified strategies to solve the problem of digital divide. First, 

it is crucial to improve infrastructure, which means investing in high-speed Internet services in remote 

and economically underdeveloped areas. This will not only improve the digital access of local 

residents, but also contribute to the economic development of the entire region. Providing targeted 

education and training programs is another key measure. This includes providing customized digital 

skills training for people of different ages and backgrounds, such as basic Internet use courses for 

seniors and programming and digital media courses for students [5]. Encouraging businesses to 

provide more digital services and support to marginalized groups is also crucial. The government can 

incentivize enterprises to develop products and services suitable for low-income and marginalized 

groups through fiscal subsidies, tax incentives and other measures. In addition, governments can work 

with the private sector to promote the provision of free or low-cost Internet services in rural and 

remote areas. At the same time, governments should encourage all sectors of society to pay attention 

to and participate in the digital divide. Through the public-private partnership model, we will promote 

the sharing of resources, achieve broader social participation and common solutions to the digital 

divide.  

4.3. Stimulate Market Innovation and Diversification 

Stimulating market innovation and diversification requires regulators to strengthen market 

supervision, especially in curbing monopoly and protecting fair competition. By implementing 

antitrust laws and policies, regulators can break up market monopolies and ensure that new entrants 

have the opportunity to participate in market competition. There is also a need to monitor and 

potentially sanction unfair market practices such as price manipulation and unfair competition. In 

order to encourage innovation, the government can take various measures, such as providing financial 

subsidies, tax incentives, etc., to support technology research and development and innovation of 

smes and startups. These measures can not only reduce the innovation cost of enterprises, but also 

encourage the exploration of new technologies and new business models [10]. For example, the 
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government could set up special funds to support innovative projects with potential or provide low-

interest loans and technical advisory services to small and medium-sized enterprises. At the same 

time, governments should encourage the participation and cooperation of the private sector. Through 

public-private partnerships, governments can facilitate private sector investment in research and 

development and technological innovation. This partnership model not only brings financial support, 

but also provides expertise and market insights that can help drive technological innovation and 

market diversification. Finally, in order to promote market diversification, it is also necessary to 

enhance the attractiveness of foreign investment and create an environment conducive to international 

investment and cooperation. This includes measures to simplify investment procedures, facilitate 

market access and protect intellectual property rights.  

4.4. Increasing Investment in Independent Research and Development of Key Technologies 

and Personnel Training 

Increasing investment in independent research and development of key technologies is the key to 

achieving technological independence and innovation. The government should focus on key 

technology areas such as artificial intelligence, big data and cloud computing, and support R&D 

activities in these areas through direct investment, R&D subsidies and tax incentives. Especially in 

the high-tech sector, government support is essential to facilitate technological breakthroughs and 

innovation. At the same time, talent training is another key factor supporting the development of the 

digital economy. The government should strengthen the cultivation of talents related to the digital 

economy through higher education and vocational training. This includes the establishment of 

specialized courses and research programs at universities to encourage students to pursue study and 

research in related fields [9-10]. For working staff, continuous skills renewal and professional 

development courses are offered to help them adapt to a rapidly changing technological environment. 

In addition, the introduction of foreign professionals is also an important strategy. Attracting top 

international talents to work and study in China through flexible visa policies, provision of research 

funds and superior working conditions will not only promote technical exchanges, but also improve 

the level of domestic research and development. Finally, the government should cooperate with 

enterprises and academic institutions to jointly build a platform to promote talent development. 

5. Conclusion 

The rapid development of China's digital economy brings opportunities, but also faces many 

challenges, such as data security and privacy, the deepening of the digital divide, the risk of market 

monopoly, technology dependence and talent shortage, all of which require comprehensive strategies 

to deal with. By deeply analyzing these challenges and adopting effective countermeasures, China 

can not only achieve the healthy and sustainable development of the digital economy, but also occupy 

a more important position in the global digital economic landscape. China's exploration and practice 

in the field of digital economy is not only of great significance to domestic economic development, 

but also provides valuable experience and reference for other countries. 
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