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Abstract. This paper mainly talks about the regulatory issues of cryptocurrencies and their potential
impacts. With the rapid development of digital currencies, their status in cross-border payments is
constantly rising, but it also brings high volatility and various economic crime risks, which is expected
to change the current financial system. This paper conducts a literature review and case analysis to
compare the different practices of countries in cryptocurrency regulation and points out the
deficiencies of the current regulatory framework in responding to technological changes and
safeguarding the interests of investors. It proposes relevant suggestions to enhance transparency,
security, and innovation. The study also pays special attention to stablecoins and central bank digital
currencies, which explores whether it can mitigate the market volatility and potential financial risks
of cryptocurrencies to some extent. The future regulation of cryptocurrencies needs global
cooperation and technological innovation to enable cryptocurrencies to play a positive role in
economic development.
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1. Introduction

Recently, researches have discussed the feature of cryptocurrency from many different aspects and
its possible impact on the financial system. Wang and Li have mentioned that more and more use of
digital currency may greatly change the mode of bank operation in the future. meanwhile, digital
currency will become a new tool which maintain the new financial system. In addition, Zhang said
that although all countries are actively exploring the rule of supervising the digital currency, there is
a lack of unified standards, existing different and uncertain international laws and policies, also with
many other obstacles, which leading various crimes, such as fraud and money laundering emerge in
an endless way. So the regulatory issue is still the most difficult thing at present. Moreover, Li and
Zhao emphasized that the present regulatory approach has lagged behind the development of
technology and it cannot effectively protect the rights and interests of citizens when facing to market
fluctuations and security risks. They called for the establishment of flexible regulatory mechanisms
to cope with the changing markets. At the same time, some scholars have proposed that the
digitalization characteristics of digital currency can benefit the public and allow more people to enjoy
financial services that they could not enjoy before.

In the context of the current rapid development of the digital economy, the regulation and outlet
of cryptocurrency has become an important topic that needs urgent research. The use of this emerging
asset in international trade and cross-border payments continues to expand. However, the rapid
development of cryptocurrencies is accompanied by potential economic risks such as high market
volatility and increased fraud, which may pose a threat to the stability of the financial system.

This article aims to delve into the regulatory framework for cryptocurrencies and their future path
forward, with a particular focus on their implications for financial market stability and investor
protection. To achieve this, we will use a combination of literature reviews and case studies to
systematically examine national practices in cryptocurrency regulation and their effects. By
identifying regulatory weaknesses, this paper proposes practical policy recommendations to promote
the healthy development of cryptocurrencies, aiming to ensure the safety and transparency of
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financial markets, in the hope of providing flexibility and adaptability to the future regulatory
framework, promoting innovation while safeguarding the interests of investors and market order.

2. The Introduction and Status of Cryptocurrencies

2.1. Introduction of Cryptocurrencies

Cryptocurrency represents a type of digital money that is used in a unique way than regular money.
Like US dollar or Mexican peso, you can use crypto to buy things. People also do the investments in
cryptocurrency, for example, some people would like to do with metals such as gold, in order to avoid
some risk about the changes of value of government- issued money. However, there is a large
difference between physical money and cryptocurrency, which is the physical money is distributed
by the central government, whereas cryptocurrency is created through many different kinds of
systems. Therefore, cryptocurrency cannot be controlled by any official system [1].

The cryptocurrency market has risen quickly and unpredictably because it is beginning with
Bitcoin in January 2009. Since then, more than 550 cryptocurrencies have been created, but only a
few types of cryptocurrencies have been successful. The research on this industry is still not enough,
and Bitcoin is the major research subject, so other kinds of cryptocurrencies have less attention.
Besides, this research is try to keep up with fast changes in the industry as well, such as new coins,
technology improvements, and increased laws of government. Although the fast pace makes the
research difficult, it's significant to inspect the whole cryptocurrency industry [2].

2.2. Status of Cryptocurrencies

In 2024, the cryptocurrency market is going to experience big changes which will reshape the work
method. As blockchain technology becomes more and more advanced, both investors and developers
are facing new chances and challenges. No matter paying special attention to the growth of
decentralized finance (DeFi) or the new developments in non-fungible tokens (NFTs). These trends
are not just ideas; they have the supports from data and insights from industry experts like Chainalysis
and Forbes [3].

3. The Impact of Cryptocurrencies

3.1. Macro Impact on Economic Operation

The rise of virtual currencies has had a profound impact on the economic environment, particularly
in the areas of monetary policy and macroeconomic management. Traditional monetary systems rely
on central banks to regulate the economy through adjustments in money supply and interest rates, but
the widespread use of virtual currencies has weakened the effectiveness of this mechanism. Friedman
pointed out that when virtual currencies become the primary medium of exchange, the central bank's
ability to manage the economy is constrained, especially in responding to recessions or inflation,
which increases uncertainty and risk [4].

Virtual currencies also pose challenges to inflation management. Traditionally, central banks
control price levels by adjusting the money supply, but virtual currencies, such as Bitcoin, have a
fixed supply and cannot be adjusted according to economic fluctuations, making inflation
management more complex [5]. When demand for virtual currencies rises and demand for fiat
currencies declines, price control becomes more difficult, potentially undermining the effectiveness
of monetary policy.

Furthermore, the use of virtual currencies interferes with interest rate policy. Central banks
influence economic activity by adjusting interest rates, but virtual currencies can be traded outside of
the traditional banking system, weakening the transmission mechanism of interest rate policy [6].
Especially during times when economic stimulus is needed, central banks may find that the traditional
tool of lowering interest rates becomes less effective, thereby affecting macroeconomic stability.
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The volatility of virtual currencies is also a significant risk to economic stability. Cheah & Fry
noted that the extreme price fluctuations of virtual currencies [7], coupled with the lack of intrinsic
value support, could lead to market panic, triggering capital outflows and increasing financial
instability. Auer & Claessens argued that the price volatility of virtual currencies not only increases
systemic risk but also may undermine the effectiveness of monetary policy, complicating
macroeconomic management further [8].

Stablecoins, which usually aim to keep their value tied to the US dollar, are growing rapidly, with
their supply increasing four times in 2021 to reach $120 billion. However, the term "stablecoin™ can
be confusing because it includes a wide variety of crypto assets. Some stablecoins could be at risk of
experiencing runs, which can impact the financial system. These runs might happen if investors worry
about the quality of the assets backing the stablecoins or how quickly those assets can be turned into
cash to handle possible withdrawals.

3.2. The Impact on Financial Markets

Kayani and Hasan's research suggests that cryptocurrencies is complex that can disrupt markets
operation (Chang et al.). Bitcoin, as one of the most popular digital currencies, represents a new way
to do investment that challenges traditional system. Baur et al. and Cheah and Fry’s studies emphasize
that Bitcoin can be advantageous for diversifying investments [7, 9].

More and more cryptocurrencies are rising the complexity of risk management, which could
impact the global financial system significantly. Moreover, Narayanan et al. also believe that
cryptocurrencies could make the traditional financial system become difficult to control money, since
they challenge such a system that people has relied on official government for decades. Furthermore,
cryptocurrencies are changing the method of sending money, making international payments, and
doing peer-to-peer transactions [10].

3.3. Environmental Impacts

The process of mining virtual currencies, which requires high-energy computational equipment,
has raised concerns about its environmental impact. Mining often takes place in regions with cheap
electricity, typically from coal-fired plants, increasing carbon emissions and contributing to global
warming. Bitcoin's annual electricity consumption is comparable to some medium-sized countries
[11], with carbon emissions reaching hundreds of thousands of tons [12, 13].

Additionally, mining puts pressure on natural resources, as rare minerals are needed for the
equipment, leading to further environmental harm. To address these issues, solutions such as clean
energy, more efficient equipment, and alternative algorithms like "Proof of Stake™ (PoS) are being
explored [14]. Sustainable growth in virtual currencies will require technological and energy changes
to reduce their environmental impact.

4. Regulatory Challenges of Cryptocurrencies

4.1. Comparison of Regulatory Policies across Countries

The global liquidity of cryptocurrencies poses a challenge for cross-border regulation. The
construction of legal frameworks in various countries, as well as international coordination and
cooperation, is particularly important. There are significant differences in cryptocurrency regulatory
policies worldwide, with China having particularly strict regulations.

4.1.1. United State

Digital currencies are classified as commaodities or securities, depending on their characteristics.
Exchanges and wallet service providers must comply with Anti-Money Laundering (AML) and Know
Your Customer (KYC) regulations. The U.S. Securities and Exchange Commission (SEC) conducts
strict reviews of Initial Coin Offerings (ICOs), with many ICOs being classified as securities offerings.
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4.1.2. Singapore

Singapore adopts a friendly and open regulatory policy towards cryptocurrencies, encouraging
innovation. The Payment Services Act regulates cryptocurrency exchanges and service providers,
requiring compliance with AML and KYC regulations. Regulatory agencies collaborate with industry
to promote the development of cryptocurrencies and blockchain technology.

4.1.3. China

To reduce the potential economic risks faced by investors in cryptocurrencies, the Chinese
government has issued a series of notifications and regulatory documents to clarify its stance and
regulatory direction regarding cryptocurrencies. For example, the 2013 notice titled "Notice on
Preventing the Risks of Bitcoin" stated that Bitcoin is not a true currency but allowed the public to
participate in trading at their own risk. Subsequently, additional documents such as the "Notice on
Preventing Risks of Token Issuance Financing” and the "Notice on Further Preventing and Dealing
with Risks of Cryptocurrency Trading Speculation” were released. Since 2017, China has banned
ICOs and cryptocurrency exchanges, severely cracking down on cryptocurrency-related activities.
The central bank's digital currency (CBDC) is actively being promoted to replace some functions of
cryptocurrencies. The government has clarified the standards for conviction and punishment of
money laundering crimes and increased the crackdown on such crimes.

As the cryptocurrency market continues to develop, regulatory policies in various countries are
also evolving, and there may be more international cooperation and communication regarding
cryptocurrency regulation in the future.

4.2. Regulatory Risks of Cryptocurrencies

4.2.1. Economic risks of cryptocurrencies

Cryptocurrency prices are highly volatile and are influenced by various factors, including financial
markets, policy implementation, and technological advancements. For instance, many investors
entering the financial market can create an imbalance of funds in traditional financial markets such
as the stock and bond markets, leading to sharp fluctuations in cryptocurrency prices and triggering
panic among investors [15]. Additionally, the cryptocurrency market lacks transparency and is subject
to certain manipulative behaviors. Static regulatory strategies cannot effectively monitor the dynamic
cryptocurrency market, necessitating regular updates to regulatory strategies and technologies to
respond promptly to new changes in the cryptocurrency market. Finally, there are vulnerabilities and
issues related to hacking in cryptocurrency regulatory technologies, which can significantly impact
the security of transactions. In the early stages of blockchain technology research, it often faces
malicious attacks, with cases of double-spending attacks and tampering with transaction records
occurring frequently. If an exchange's server is hacked, users' cryptocurrency assets can be stolen.
Numerous cases of exchanges losing hundreds of millions of dollars in cryptocurrency assets due to
theft have occurred, affecting the overall trust in the cryptocurrency market.

4.2.2. Money laundering and fraud risks

The anonymity and decentralization of cryptocurrencies are major reasons for illegal activities
such as money laundering and fraud. For example, there are cases both domestically and
internationally where criminal groups use cryptocurrencies for money laundering activities. By
creating fictitious transactions and using fake identity information, large amounts of illegal funds can
be transferred to overseas accounts in a short period through a series of complex transactions and
transfers, ultimately entering the financial market in a legitimate form. This series of money
laundering activities makes it difficult to trace and regulate illegal funds, bringing significant
uncertainty, risk, and instability to the financial market [16]. The risks associated with money
laundering, fraud, and other illegal activities undermine the credibility of cryptocurrencies as secure
payment tools and pose significant challenges to the entire cryptocurrency financial market and
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financial security. It requires collaboration among relevant cryptocurrency financial regulatory
agencies, technology researchers, and investors to address these issues.

5. Regulatory Countermeasures for Cryptocurrencies

5.1. Enhancing Public Education and Security Awareness for Investors

To improve the security of the financial market through dynamic regulatory strategies for
cryptocurrencies, regulators need to promptly announce the latest regulatory policies and hold
relevant seminars, lectures, and online courses to train investors. This will help investors understand
the market dynamics and potential risks of cryptocurrencies, facilitating their cooperation with related
regulatory effort [17]. Nowadays, dedicated websites can be established to clearly provide
information about the investment risks associated with cryptocurrencies, including price volatility,
market manipulation, and technological risks. Sharing relevant scam cases and stories of investment
failures can also help investors recognize potential risks and encourage them to diversify their
investments and set reasonable investment limits, thereby reducing investment risks and avoiding
significant losses.

5.2. Improving the Technical Security of Cryptocurrency Regulation

It is essential to ensure robust technological infrastructure. This can be achieved by developing
and utilizing advanced blockchain analysis tools to help regulatory agencies identify suspicious
activities, such as money laundering and other financial crimes. Implementing smart contracts and
automated monitoring systems can ensure the security and compliance of the code, as well as identify
abnormal behaviors and trigger timely alerts [18]. Establishing cross-border and cross-agency data-
sharing platforms will facilitate the sharing of information and data among financial regulatory
agencies and law enforcement, enhancing monitoring of the cryptocurrency market. Additionally, it
is necessary to strengthen user identity verification and due diligence. Cryptocurrency exchanges and
financial institutions should implement Multi-Factor Authentication (MFA) to enhance account
security and prevent unauthorized access. Strengthening the Know Your Customer (KYC) process
will ensure that exchanges and financial institutions can effectively verify user identities and regularly
update customer information.

6. Conclusion

This study focuses on the regulation and development path of digital currencies and discusses the
impact on the traditional financial system and countermeasures. Through a review of the existing
literature, we summarize the definition of cryptocurrencies, their current state of development, and
their multiple implications for the economy, financial stability, financial markets, the environment,
and regulation.

Although cryptocurrencies have the advantages of efficiency and security, they also bring
problems such as difficult economic policy regulation, high market volatility, increased illegal
activities, and environmental pollution, emphasizing the importance of international cooperation and
technological innovation in cryptocurrency regulation.
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