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Abstract. This article discusses Ethereum Ghost Protocol, a technology that promises faster mining 
speeds. The Ghost protocol enables different crypto miners to create valid blocks concurrently. The 
article explains why the protocol reduces the delay in traditional blockchains through stale or uncle 
blocks. It explains why the Ghost Protocol is faster than Bitcoin. It also introduces areas in which 
Ethereum Ghost Protocol can work, such as insecure environments and Internet of Things (IoT). 
Besides, the paper defines centralization bias and explains how the Ghost Protocol solves the 
problem. Since the Ghost Protocol is decentralized and stores information in multiple nodes, it is 
more secure. Besides, it is scalable and saves storage space. Despite these benefits, this paper 
discusses two significant challenges, including slow transactions and difficulties in coding. However, 
the Ghost protocol will enhance cryptocurrency due to the ease of mining, enhanced security, and 
other benefits to miners. Overall, the paper suggests the need to embrace the Ghost protocol in the 
blockchain. 
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1. Introduction 

Distributed Ledger Technology has disrupted traditional transaction methods. It necessitates no 

central authority for sharing, synchronizing, and registering digital transactions [1]. Blockchain 

technology, notably Ethereum’s Ghost Protocol, has changed many application domains. The Ghost 

Protocol is a decentralized and open platform that leads various blockchains [2, 3]. In this protocol, 

transactions are more accessible and transparent due to increased mining power when someone 

creates blocks with links to the primary chain [3]. In this system, the stale blocks are known as uncle 

blocks [4]. 

Ethereum introduced the Ghost protocol in 2013 to address the problem of blockchains suffering 

from many stale blocks. This platform eventually casts off the stale blocks based on their importance. 

Besides, the Ghost protocol addresses centralization bias, which results from the inability to choose 

faster blocks. These promises created an interest in exploring the Ghost protocol. Therefore, this paper 

seeks to understand whether the promised benefits are realistic and whether miners should trust the 

platform. It looks at how the Ghost protocol facilitates crypto mining. It explores the different ways 

that the framework reduces the delay in traditional blockchains. It compares Ethereum under this 

protocol with other cryptocurrencies, notably Bitcoin. It looks at how the GHOST protocol addresses 

the network security problem due to faster block generation time. It describes the different 

applications of the Ghost protocol and how the technology solves the centralization bias. It also 

examines the current challenges of Ethereum, including being slow in transactions and coding 

challenges. It evaluates the contributions and impact of the Ghost protocol on cryptocurrency. Overall, 

the paper provides insight into the Ghost protocol and why one might choose Ethereum as the most 

preferred option. Furthermore, the paper helps potential miners make an informed decision regarding 

the protocol. 

2. Definition of Ethereum Ghost Protocol 

In Ethereum’s Greedy Heaviest Observed Subtree (Ghost) protocol, all the involved fork blocks 

ensure the system is more secure. However, the protocol does not consider all the info in the block 
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tree [5]. This makes retrieval and finalization of transactions faster. Making a chain block takes about 

fourteen seconds, implying that many different crypto miners can create valid blocks concurrently. 

This potentially leaves many stale blocks. The GHOST rules help select the most significant subtree 

as the primary tree, increasing the cumulative block difficulty. The main chain contains no stale 

blocks. However, Ethereum rewards them with the regular ones [2, 6]. This has an advantage for all 

crypto miners. 

3. Transactions executed by Ghost Protocol based on blockchain 

The GHOST protocol allows faster processing of transactions through the blockchain. The mining 

rate increases to one block per 15 seconds from one block per 10 minutes that was the case in 

conventional blockchains. This framework reduces the delay in traditional blockchains using 

references to uncles or orphan blocks. The uncle blocks are valid but do not become part of the main 

chain to eliminate delays caused by the longest chain’s weight. Consequently, every new block links 

to previous uncles, creating an incentive for all crypto miners in the chain due to references' rewards. 

In this sense, faulty miners are discouraged from making long-range attacks or mining on forked 

chains [1]. 

4. Speed comparison between Ghost Protocol and Bitcoin 

Unlike in the Ghost protocol, where minors greedily follow the heavier or most significant subtree, 

Bitcoin miner soften choose a complex chain as the primary chain. This implies that a GHOST and a 

Bitcoin miner may follow an entirely different primary chain for the same subtree. Besides, it implies 

less difficulty in the case of Ghost protocol to mine [7]. 

5. Ethereum Ghost Protocol Usage 

5.1. High-risk Situations 

Several uncle blocks are maintained in the primary chain in the GHOST protocol, but they become 

stale. This is a mechanism to reduce the time spent in creating a block. The protocol is similar to a 

tree. The GHOST protocol eliminates the network security problem because of quicker block 

generation time [8]. It improves the bitcoin protocol that reduces confirmation time, slowing down 

the transactions [9]. Besides, the system maintains a higher security threshold than older blockchain 

protocols. The speed is higher even in network delays. It is possible to create new blocks faster 

without fear of attacks. This ensures high and more secure transaction rates [10]. 

5.2. Internet of Things 

Due to its efficiency, the Ghost protocol can be used on the IoT. This can achieve faster results in 

manufacturing and industrial applications, such as supply chain management, remote machine 

diagnostics, manufacturing automation, and industrial machines’ prognostic health management. One 

can also use the protocol in cloud-based manufacturing that leverages IoT technologies. It allows 

access to manufacturing resources on demand. It facilitates transactions between the manufacturing 

service users [11]. 

6. Centralization Bias and Examples 

It is often difficult to maintain a blockchain with a standardized protocol. Whenever there are 

changes in the blockchain's operation, most crypto miners in the network must adhere to the newly 

proposed protocol, which does not always happen [12]. Centralization often occurs in a network 

initially intended to be decentralized. The crypto miners trust the network pool operators and expect 

honest returns after mining a block. However, the network operator might behave dishonestly, 
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creating a bias in centralization [13]. Centralized blockchain nodes have shorter propagation times 

for created blocks. However, a larger hash rate increases the time spent, making the mining process 

on the primary chain difficult [13]. According to the study of Neitz in 2020 [14], blockchain 

centralization leaves crucial decision-making to a small number of corporations or people. These 

agents might influence the blockchain, creating a bias. 

7. Advantages of Ghost Protocol in Solving Centralization Bias 

7.1. Added Security Linked to Trust Levels 

The GHOST protocol uses Coordination Blockchain to enable crypto miners to locate information 

using domain names. This system creates different trust relationships and levels. Additionally, it 

provides a decentralized and secure means for storing information that is accessible and categorizable 

through the use of domains, trust levels, and relationships. This helps overcome the problems with 

the previous technologies that did not have measures to ensure censorship resistance and security [4]. 

7.2. Ghost Protocol is difficult to exploit 

Since the Ghost Protocol’s information remains in multiple nodes and is not centralized, it is not 

vulnerable to exploitation, making it more difficult for the attackers to exploit the system. Even 

though the uncle blocks do not contribute to this security, crypto miners who create them get rewarded, 

further discouraging centralization. Besides, Ethereum accepts only seven uncle block generations, 

preventing numerous calculations. This increases the importance of the primary chain [15, 16]. The 

more a miner moves from the main chain, the more difficult it becomes to find a valid block. This 

encourages minors to stick to essential blocks [13]. 

7.3. Ability to account for the blocks quickly 

The GHOST protocol offers forty times more superior performance than Bitcoin [7]. It is also 

more secure because it accounts for all the blocks in multiple subtrees. Thus, attackers cannot 

penetrate the network quickly. Cases of double-spend attacks also reduce in this network [17, 18]. 

8. Other Advantages of Ethereum Ghost Protocol 

8.1. Scalability 

Crypto miners on the Ghost network stick to the sub tree with the most blocks rather than the 

highest branch. However, the network must confirm and accept new blocks. Scalability occurs 

because the system categorizes the blocks for approval, which offers an advantage over the Bitcoin 

blockchain that adds new transaction blocks after nearly every ten minutes [19]. GHOST makes 

mainchain determination faster by permitting block parallelism, scaling up the network [18]. 

8.2. Reduced Storage 

Since the Ghost protocol keeps track of essential blocks, the entire blockchain is not needed for 

validation. Ghost keeps track of only the reasonable blocks, unlike the Bitcoin blockchain, reducing 

the need to store the whole blockchain. State Tree Pruning allows partial storage, saving on storage 

[13]. 

9. The Positive Impact of Ethereum Ghost Protocol on Cryptocurrency 

The Ghost protocol ensures efficiency in cryptocurrency use. It rewards crypto miners more and 

puts them in more control. It saves time and hassle associated with considering the entire blockchain. 

It is more secure, reducing the risk of losses. Thus, Ethereum has become more secure, efficient, and 

accessible owing to this protocol. 
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10. Current challenges of Ethereum 

Many people have experienced the challenge of a slow Ethereum network. Recently, crypto miners 

have complained about the Ethereum network because transactions take hours or days to complete. 

The network often jams up with transactions, disappointing many users. Reportedly, the problem 

originates from the Ethereum Tether version (USDT-ETH), which accounts for 25 to 50 percent of 

the network's usage. In September 2019, the blockchain received at least 100,000 Tether transactions 

in seven hours. Regrettably, Ethereum has not enhanced its "gas limit" to help increase the block size. 

Compared to Bitcoin that has a block size of between 1 and 2MB every 10 minutes, Ethereum has an 

800kb block size for the same time. Gas is a measuring unit of the blockchain's work per transaction 

[20].  

Ethereum transactions have become very slow. Ethereum reportedly carries out thirteen 

transactions every second. Meanwhile, the daily estimated demand for transactions nears 1.355 

million transactions per second. Compared to other payment processors like Mastercard Incorporated 

and Visa Inc, Ethereum is slow. It is also slower than many other cryptocurrencies, particularly the 

new ones. According to The Value Trend in 2021, the people managing Ethereum have been trying 

to create solutions to this problem through updates [21]. However, Ethereum can only opt for Proof-

of-Stake in place of Proof-of-Work, a challenging approach. Prove-of-work consumes massive 

electricity units, which makes it unfriendly to the environment. Proof-of-Stake is costly but would 

help address this challenge.  

Another challenge with Ethereum relates to coding. According to The Value Trend in 2021, 

Ethereum consists of newly introduced intelligent contracts running on the network [22]. This 

introduction implies the ability to program virtually anything in Ethereum, from video games to 

finance applications. Different applications running on the Ethereum Virtual Machine imply that 

developers must use the Solidity language, its limitations. For instance, Solidity has intrinsic security 

issues, and only a few programmers are familiar with it.  

Micky News in 2021 explains that many developers experience challenges with Ethereum's 

congestion, particularly for those engaged in cutting-edge applications or projects whose services are 

time-sensitive [23]. The developers have to pay exorbitant gas fees or wait for other transactions to 

complete. This delay results from different apps having a different number of users. Ethereum 

creators and other team members have opted for second-layer solutions, such as Ethereum 2.0, to deal 

with scalability and speed issues. However, the optimism in these solutions is still low. Another 

problem with Ethereum coding relates to the Ethereum protocol being still under development [24]. 

This challenge necessitates developers to spend much time learning the coding process. Until 

Ethereum has matured as a blockchain network, developers will continue to face coding challenges. 

Building and deploying applications are still challenging, for the system is still new and may undergo 

changes in the future [24]. Understanding Ethereum's infrastructure requires learning the different 

platforms, security protocols, networking, programming languages, and tools. Not many developers 

are familiar with these areas, and most of them have to learn to set up quality development 

environments.  

11. Case study of Ghost algorithm 

In the study of Kiayais and Panagiotakos [25], they showed a lower constraint on the likelihood of 

uniquely successful rounds in this section. This constraint enables to debate the security of GHOST 

even when f is larger than 1. 

The second inequality has been extensively explored and is true for 𝑟 < 0.1. We can be obtained 

through 𝑎 ≤ 𝑐
𝑙𝑛(1−𝑟)

1+
𝑙𝑛(1−𝑟)

𝑟

, which holds true for 𝑟 < 0.1 and 𝑎 ∈ (𝑟, 2𝑘). 

Assume that 𝛾 is a lower constraint on the likelihood of a round being uniquely successful. (a 

round where only one block is found). From an occurrence in which (𝑚 − 𝑦) players each throw q 
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coins and precisely one coin toss results in heads, the likelihood of a round being uniquely successful 

can be described as Formula 1 as below: 

(𝑚 − 𝑦)𝑡𝑟(1 − 𝑟)𝑡(𝑚−𝑦)−1 ≥ 𝛼𝑒−𝛼−ℎ𝑙                     (1) 

We define  𝛾 = 𝑎𝑒−𝑎−ℎ𝑙  as the smallest k that fulfills the relation  𝛼 ∈ (𝑙, 2𝑐) . This is a 

significantly better bound than u and also a lower bound in the event of a successful round. Fig 1 

illustrates the relationship between the two boundaries [25].  

 

Figure 1. Hashing power of the honest players 

Comparing the lower limits on the likelihood of a round being uniquely successful, 𝛾 and 𝛾𝑢 

utilized this section. Notice that when f is more significant than 1, 𝛾 permits us to debate security. 

12. Discussion 

The Ghost protocol has applications in different sectors, including cloud-based manufacturing that 

leverages IoT technologies. It overcomes the challenges of centralized blockchain nodes. The 

network enhances security by creating different trust relationships and levels. GHOST makes 

mainchain determination faster by permitting block parallelism. State Tree Pruning allows partial 

storage. Cryptocurrency miners should consider the Ghost protocol for these benefits. 

13. Conclusion 

Ethereum's Ghost Protocol does not consider the complete information in the block tree, making 

faster retrieval and finalization of transactions. GHOST rules help miners select the most significant 

subtree as the primary tree, increasing the cumulative block difficulty. It reduces the delay in 

traditional blockchains using references to uncles or orphan blocks. Due to references' rewards, the 

Ghost protocol creates an incentive for all crypto miners in the chain. The protocol implies less 

difficulty in mining and eliminates the network security problem because of quicker block generation 

time. Centralization often occurs in a network initially intended to be decentralized. The GHOST 

protocol uses Coordination Blockchain to enable crypto miners to locate information using domain 

names. It helps overcome the problems with the previous technologies that did not have measures to 

ensure censorship resistance and security. Ethereum accepts only seven uncle block generations, 

preventing numerous calculations. Recently, crypto miners have complained about the Ethereum 

network since transactions take hours or days to complete. Ethereum has not enhanced its "gas limit" 

to help increase the block size. Until Ethereum matures as a blockchain network, developers will 

continue to face coding challenges. However, the network enhances security by creating different 

trust relationships and levels, increasing the acceptability of Ethereum as a cryptocurrency. 
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