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Abstract. Erasure coding is an essential part of cloud computing, which is an important technology
for effective data storage for recovering data that may be lost due to various reasons, there are
various erasure coding techniques in the market. In this paper, linear MDS codes, which is a branch
of erasure coding, will be investigated on their performance and usage. This paper will focus on the
Reed-Solomon Code, which is the most implemented form of linear MDS codes, on three different
aspects: 1) the methodologies of the encoding and decoding operations; 2) the pros and cons of
different forms of Reed-Solomon Codes; 3) the different ways that different Reed-Solomon Codes
are being employed. Moreover, the paper includes the definition of general Cloud Computing for the
audience to understand its importance, how the erasure coding acts like a fault tolerance system of
Cloud Computing, and how different kinds of Reed-Solomon code perform on tolerating erasures in
cloud storage failures.
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1. Introduction

In the era of information, the new developments resulting in the accelerated growth of the economy
and technology are inseparable from the boost on the quantity of data storage units. Over the past
decade, the amount of data being generated in the world grew exponentially, increasing from 2
zettabytes in 2010 to 120 zettabytes in 2023 [1]. With the advancement of the Internet of Things (IoT),
it is estimated that there will be more than 79.4 zettabytes of data generated in the upcoming years,
which may result in the doubling of the amount of data storage in 2025 compared to the amount of
data present now [2]. While the speed of data generation is increasing dramatically, it becomes vital
to have faster, more reliable, and efficient storage units. A well-known solution to this problem is
Cloud Computing.

Traditionally, for digital data, solid state drives, or SSD, and hard disk drives, or HDD, are safe
and simple ways to store data. Despite being a reliable unit for data storage, the problem of being
heavy and hard to manage is the reason that traditional storage units are gradually being replaced by
cloud storage. Cloud storage is a product from Cloud Computing that is built to handle a high capacity
of data and a variety of IT services to internet users. With cloud storage, the physical drives are
replaced with a storage unit in the “cloud”. The term “cloud” means a platform with all kinds of
software, hardware, and network resources that is designed and built by the service provider to the
end user with data management and instruction execution [3]. Therefore, not only will the cloud
storage system be able to store data, but the service provider will also manage the data and protect
the data from cyberattacks or malfunctions of hardware.

Thus, fault tolerance becomes an essential part of cloud services. It is defined as a mechanism or
algorithm that fixes errors or failures and ensures the correct execution of different instructions based
on the demand from the end users [3]. There are a lot of different fault tolerance algorithms in the
market now, however, no matter which algorithm a cloud service deploys, all algorithms tend to be
outstanding in performance. To make it specific, an outstanding fault tolerance algorithm needs to
use the shortest amount of time to access failure and fix it [3]. Erasure coding is one of the fault
tolerance algorithms that are most commonly used. The implementation of erasure coding often
involves multiple storage nodes. Depending on the input storage nodes, erasure coding generates
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encoded storage nodes. Any of the storage nodes may fail, using different methodologies of erasure
coding, the failed data should be recovered [4]. To determine the performance of erasure coding, there
are 3 important indicators: 1) spatial efficiency: how much more spaces are required for data
recovering; 2) encoding performance: how to encode the input data efficiently; 3) decoding
performance: how to recover the failed data in an efficient way [3, 4]. There are a variety of erasure
coding methodologies, however, this paper will mainly focus on Reed-Solomon Code, which is a
branch of Maximum Distance Separable codes. These codes are designed to reach spatial optimality,
which is strongly desired for erasure coding and is widely implemented.

2. Linear MDS Code and Reed-Solomon Code

Linear MDS code is defined as a linear code C with codeword length n, dimension k, and
minimum distance between two codewords d that has the property d = n — k + 1, which is also
named as the Singleton Bound [5, 6]. One of the most classical examples of linear MDS code is Reed-
Solomon (RS) Code [6]. In Reed-Solomon code, a generator matrix G is used for encoding and
decoding process. To symbolize the generator matrix, it is defined as:

1 1 1
al a2 e an
— 2 2 2
G(n,k) =| af as eap (1)
ak=1 gkt ak-1

In this generator matrix, the parameters in {a}, which are a4, a,, ..., a,, are all distinct elements
from a specific Galois Field. Suppose the input code is m, then the output code ¢ is obtained by:

mG =c (2)

Therefore, by performing matrix multiplication, the input message can be converted into encoded
message in a short amount of time. Now suppose the codeword length is 5, and 2 of them failed in
encoded message c, the codeword that didn’t fail can be named as ¢'. Taking the remaining 3
codewords in ¢, as long as the corresponding parameters in G, which can be collectively named as
G', the decoding process can be performed using the formula below:

c'G'""t=m (3)

It is calculated that Reed-Solomon can correct up to i(n — k) erasures [6]. That indicates that

Reed-Solomon code can adjust the number of erasures it can correct and has its limitations. Even
though the encoding and decoding process is straightforward, the matrix multiplication over a specific
Galois Field is much more complex than an XOR (exclusive-OR) operation [4], which is the most
desirable operation for most MDS code encoding and decoding algorithm. Besides that, as the
codeword length increase, the complexity of performing encoding and decoding process can grow
exponentially. Thus, traditional RS code is not desirable for large codewords, however, the algorithm
of RS code provide a strong basis for the advancement in MDS code, which leads to the
transformation of RS code. In fact, the transformation of RS code is being utilized by a lot of
companies as their cloud service fault tolerance mechanism.

3. Categories of Reed-Solomon Code

There are 2 categories of RS code: Generalized Reed-Solomon (GRS) Code and Twisted Reed-
Solomon Code (TRS). Generalized Reed-Solomon (GRS) code, which is an extension of RS code, is
not only associated with {a}, but is also associated with a vector {v} with elements {v;,v,, ..., v,}.

GRS code is defined as GRS, (a,v) = {(vif(ar), vof (az), .., vaf(ay)): deg(f(x)) < k — 1}
[7]. That means the RS code is just a special kind of GRS code that has all elements in vector {v}
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equal to 1. However, the vector {v} can be modified to change the weight of the specific encoded
code block, thus, it provides more flexibility compared to the RS code. The generator matrix of the
GRS code looks like the matrix below:

vl vz eee vn
V144 v,a; o UpdQy
_ 2 2 2
G(Tl,k) [a, v] = V1ay V,as UnQn (4)
k—1 k-1 k-1
V104 U,a; t Updp

It is not hard to observe that the GRS code doesn’t provide any improvement in efficiency because
the encoding process, decoding process, and generator matrix structure of GRS code are the same as
RS code. Therefore, the TRS Code is here to solve this issue.

It was not until recently that the TRS Code was investigated [8]. Due to its specialty, there are
several types of TRS Code that jumps out from the category of MDS codes. This paper will not be
discussing about such TRS Code specifically since there are a lot of branches of such TRS Code and
research are still being performed to find an optimal way on the construction of it. In the following
section, a branch of TRS Code, which is Cauchy Reed-Solomon Code, will be discussed.

4. Cauchy Reed-Solomon Code

Cauchy Reed-Solomon (CRS) Code is a modification to RS code that is aimed to improve
efficiency in encoding and decoding of data. The general approach is to reduce the matrix
multiplication to solely XOR operations. Similar to the RS code methodologies mentioned above, the
CRS code utilizes the Cauchy distribution matrix to perform encoding and decoding [4]. The Cauchy
distribution matrix is generated using the following method:

Suppose the codeword length is n, and the code is encoded and decoded in the Galois Field GF
(2%), then specify a number m that has the property n+ m < 2%. The size of the Cauchy
distribution matrix will be m X n. Then, the Cauchy matrix is a combination of an n X n identity
matrix and the Cauchy distribution matrix, which sums to a (n + m) X n sized matrix. Since the
input data is an n X 1 sized vector, the encoded data willbe a (n + m) X 1 sized vector [4].

After the size is determined, the elements inside the Cauchy matrix should be determined as well.
To do this, specify two arrays named X and Y, with X contain m numbers and Y contain n
numbers, most importantly, all numbers in X and Y should be distinct numbers from GF (2%), and
there are no intersections between X and Y. Suppose the Cauchy matrix is represented by C, the
number in i-th row and j-th column of C is determined by [9]:

1

C: . = 5
V= (5)
Then C will look like this:
-1 1 1 A
X1ty1  x1tY2 X1tYn
1 1 1
C=|x2ty1  x2ty2 X2+Yn (6)
1 1 1
LXm+Y1  XmtY2 Xm+Yn-

Compared to RS code, CRS code doesn’t require the calculation of power over a specific Galois
Field, which is an improvement in calculation efficiency. To perform decoding, the algorithm is the
same as the RS code, an inversion of a submatrix of the Cauchy distribution matrix is needed, and
that is the reason for the identity matrix to be combined with the Cauchy matrix, since the Cauchy
matrix has a size that is insufficient to perform matrix inversion.
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However, since the Cauchy distribution matrix contains an identity matrix, that will make the first
n parameters in encoded data to be the same as the input data, which is the most redundant part of
this approach. Therefore, an improvement to the CRS code is introduced, which is the binary
projection method of the CRS code. This method abolishes the use of the identity matrix and projects
the Cauchy matrix into a binary field.

Suppose the CRS code is still in GF (2%), then use e to represent all distinct numbers in that
Galois Field, and 2 projection method: V(e) and M(e) are introduced. V(e) is the method that
projects the number into a w X 1 vertical vector, the top element represents the least significant
number, and the bottom element represents the most significant number. In another word, V(e)
simply transforms the binary representation of e into vector form. M(e) is the method that project
the number into a w X w square matrix, where the i-th column of M(e) is determined by V(e -
2=1). The table 1 below provides an example of the binary projection method of CRS code when it
is operating in GF (8) (w = 3) [4].

Table 1. The binary projection method for numbers in GF (8) from [4]

e 0 1 2 3 4 5 6 7

V(e)

M(e)

In this method, the Cauchy matrix will be projected using M(e) and both the input data and the
output (encoded) data will be projected using V(e). Using this method, all of the matrix
multiplication will be reduced to multiplications in GF (2), which means all of the multiplications
will be transformed into XORs. That means the CRS binary projection method eliminates the power
and matrix multiplication, and reduces the size of the generator matrix, which improves spatial and
time efficiency [9].

Even though the CRS code has a significant improvement in reducing computing complexity and
spatial occupancy, it has several limitations. For instance, the CRS code can only be implemented in
the case when the encoding and decoding operations happen in the Galois Field of the power of 2. In
addition, even though the binary projection method reduced the numbers involved in the generator
matrix, it projects numbers into vectors or matrices, which means as w increases, the size of vectors
and matrices will increase, and the problem of complex computation will persist. Since the
complexity of computation rely on XOR operations, which also relies on the number of 1s inside
projected vectors/matrices, therefore, it is important to select a Cauchy matrix that can reduce the
computation complexity to the maximum extent [9].

To generate such a Cauchy matrix, the number of XOR operations needs to be calculated. Suppose
o is the average number of ones per row in a Cauchy matrix, then the number of XOR operations
required by each encoded coding word is given by o — 1 [4]. Thus, the Cauchy matrix that produces
the smallest o can be identified to be “optimal”. The research study has calculated all possible
combinations of the Cauchy matrix for w < 4, and found that as n increases, the number of XOR
operations per encoded word inevitably increases, but the optimal Cauchy Matrix is able to control
the complexity to a certain boundary [4]. In addition, the worst and optimal Cauchy matrix gradually
approaches the same computing complexity as n increases. Thus, it can be concluded that as the
codeword length increases, the time and spatial efficiency of the CRS code will decrease, but the CRS
code will still outperform the original RS code for the case when n increases.
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5. Usages of Reed-Solomon Code

One of the well-known examples that utilizes RS code is the Quick Response (QR) code. It is
widely used because it is extremely fast and secure in decoding. When people try to scan the QR
codes, the decoding can be affected by multiple factors, such as geometric distortions, blurriness,
camera noise, uneven brightness, or scratch on the QR code, these problems can all be solved by RS
code implementations [10]. For an RS code with codeword length n and dimension k, the generator
matrix is defined as:

G = (Ix|An-1) (7)

Where I, is a (k X k) sized identity matrix, and A,_; is a (k X (n —k)) sized matrix with
elements {ay 1, ay, ..., Ak (n—k)}, the generation method is mentioned in sections above. After that,
the encoding process analyzes the message to be encoded according to 4 different categories (numeric,
alphanumeric, byte, or Kanji) and encode the data with a specific generator matrix according to 4
fixed error correction capacity (low, medium, quality, or high) [10]. To be specific, the number of
error correction bits is defined by u = n — k. If there are m bits that need to be encoded, then there
will be a padding bit p added between m and u that adds up to n bits. Since the encoded data
might large, all data will be separated into smaller chunks, and each chunk of data will have its own
n bit data that need to be encoded. After the RS code encoding process, all encoded data will be
mapped to the QR code. In that way, the QR code will contain the encoded data, the encoded padding
bits, and the error-correcting bits, making the QR code robust against data erasures [10].

Similarly, the error correction method is also implemented in flash memory error corrections. Even
though BCH codes are popular approaches that correct erasures in flash memories, according to the
research done in [11], it has proven that RS code can perform decoding tasks as same as BCH codes
that have a much larger codeword length compared to that of RS codes. This is because RS code that
is encoded/decoded in a Galois Field can build the same codeword length as the BCH code that
encodes/decodes in a significantly larger Galois Field size [11]. As the spatial optimality of RS code
is achieved, it can create more throughputs, because of that, RS Code is a desired method for
recovering erasures in flash memories [11].

Besides that, the RS Code is commonly used in RAID architectures for cloud storage systems.
With the RS Code being utilized in RAID architectures, in addition to the data disks RAID
architectires originally possess, parity disks will be added with data in it compouted with RS Code
encoding algorithm. Depending on different RS Code being utilized, the size of the parity disks varies.
In fact, there are other methodologies that are used in RAID architectures and can be inspected in
future research, such as implementing cryptographic hash codes as parity or combining turbo code
and RS code, which can be implemented to achieve a better performance compared to a solely RS
Code approach [12,13].

There are a lot of other uses of RS Code, such as underwater acoustic communication systems, file
transfer protocols, and a lot of applications that are used in different cloud computing systems [14].
That shows the property of RS Code is favored by different applications because of its property on
an efficient encoding/decoding algorithm and the ability to fix unexpected erasures.

6. Conclusion

In this paper, the importance of Cloud Computing has been investigated. Without cloud computing,
the capability of data storage will not be able to sustain the amount of data being generated in recent
years. As of now, the statistic has shown that more than 41 million messages in WhatsApp are being
shared and 1.4 million calls are being made worldwide per minute, that is a countless amount of data
being generated, which didn’t even include messages sharing from other chatting applications, the
data generated by different data centers, and video downloads from web users. As the cost of data
generation gets cheaper and cheaper, and as internet users continue to increase, it is imaginable how
will the speed of data generation accelerate. Since more and more people rely on cloud computing, it
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is essential to ensure the correctness of data storage when a massive amount of data flows into the
database.

Therefore, the paper examined one of the most practiced methods for fixing data erasures which
is erasure coding, or Reed-Solomon Code specifically. This paper discussed about different types of
RS code, illustrated how the encoding and decoding are performed by these different methods, and
in which circumstances are these methods effective/ineffective. In general, because RS Code are
strongly associated with their corresponding generator matrices and a specific Galois Field, all RS
Code methodologies will have a significant drop in their performance as the data length increases,
however, as the Cauchy Reed-Solomon codes are being discussed, the problem of encoding/decoding
complexity is proved to be solvable and can be maintained within a boundary. It can be convinced
that as the research of TRS Code continues, the RS Code will have a great potential on achieving an
even better encoding/decoding method on cloud storage systems.

In the end, the different uses of RS codes are also investigated, which are some of the most popular
applications. In general, RS code is a desirable approach that is spatial and computationally efficient
which are used widely, because of that, RS Code has been a frequently researched field on erasure
coding. As more and more research is being conducted, it can be expected that more types of RS code
will be utilized in a variety of applications in cloud computing and distributed storage system.
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