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Abstract. Data-intensive IoT gradually occupying the market, and efficient and reliable storage 
algorithms of signals and information are becoming increasingly important. The old-era storage 
algorithms no longer meet the needs of digital and intelligent cloud storage due to large space usage 
and low operating efficiency. One of the important topics in IoT cloud computing is to find a turning 
point from traditional storage methods to develop data-intensive and efficient storage methods. This 
research analyzed the principles, features, advantages, and disadvantages of many classic storage 
algorithms, including RS code, EVENODD code, Pyramid code, etc. It is to find storage algorithms 
suitable with higher storage efficiency in the IoT. Finally, Pyramid code is leading in data recovery 
efficiency and scalability and is suitable for higher and faster storage needs of the IoT. However, the 
shortcoming of Pyramid code also has challenges in the large number of failures that occur, due to 
its slower recovery speed. 
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1. Introduction 

With the popularization of the Internet and the acceleration of digital transformation, the 

information age is facing an unprecedented information explosion. Diverse data needs processing and 

storage like enterprise data, social media data, sensor data, and personal data. Human society 

appeared information flood during the Big Data Era. Beyond doubt, the data wrapped in the flood has 

become to big treasure. They can be used in AI training, user experience improvement, smart city 

building, and so on. However, trillions of data need to be stored in huge volumes of storage units, so 

that the data can be visited. Without these storage units, data cannot be transformed into a resource 

for human development through various data processing technologies. The spirit of these storage 

units is efficient and reliable storage algorithms. The storage algorithms are the research theme of 

this article.  

Currently, the mainstream storage algorithms on the market are divided into three categories: 

network storage, P2P storage, and cloud storage. Network storage solution requires building large 

servers as storage devices, and users upload various files as data for centralized storage and access 

services [1]. Network storage technology is a typically centralized storage proposal. The advantages 

are centralization management and fewer user burden. This model provides convenience for remote 

collaboration and data sharing, but it also brings problems with network latency and data security. 

The basic architecture of P2P storage (Peer-to-Peer Storage) is a distributed storage proposal. In this 

distribution system, each peer node can store and share data [2]. Instead of relying on centralized 

servers, distributed networks are the choice for P2P to store data. This solution approach can improve 

data availability and redundancy but also needs to address data consistency and security challenges. 

Cloud storage solutions are where users rent storage services provided by third parties. Users store 

data on the cloud service provider's servers, allowing users to access and manage their data through 

the Internet [3]. Cloud storage is more like a user requiring service from a third-party storage service 

provider. Compared with network storage, users have more control over data; compared with P2P 

storage, data security and controllability are better. Cloud storage provides a convenient way for data 

backup, sharing, and access, but data privacy and dependence on cloud vendors need to be considered. 
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The above storage solutions all have different advantages and disadvantages. To make sure the 

detailed core algorithm of these storage solutions is the first job of deciding which solution is most 

suitable for IoT that is the storage algorithm. This article focuses on commonly used fault tolerance 

techniques. Including traditional fault-tolerant technology, and MDS code pyramid code calculation. 

Afterward, the research focus shifted to the storage requirements in IoT technology and explored how 

edge computing changes the storage and processing of IoT. The next section will start with 3 kinds 

of traditional storage algorithms. 

2. Traditional Fault Tolerance Techniques 

2.1. Full backup technology 

Full back up technology, also known as Comprehensive Backup technology. The specific 

operation is to directly copy all the data of the file system as a backup. So, when the disk fails or the 

file is damaged, there will be a complete backup for replacement [4]. This kind of backup directly 

guarantees the backup in the simplest way integrity. So, it can repair all errors in data files. The 

advantage of a full backup is that it does not require complex calculations. However, due to full copy, 

the capacity needs of full backup will be double that of the source. Second, Chervenak et al. came up 

with slow reading and writing speeds cause big time cost of full backup [4]. Due to the big cost of 

space and time, full back up technology is hard to use in massive data storage.  

2.2. Erasure code technology 

Erasure Code expects recovery of complete data from incomplete data. First, the data source will 

be separated into m data blocks. Then, the encoding function will create c data m data blocks from m 

source data blocks. The decoding function will allow any C data block to restore the m source data 

blocks. In general, C must be larger than m [5]. The formula (1) shows the encoding process of erasure 

code. The "𝐺" in formula (1) is called "Generator matrix", which is used to process the "𝑚"-data to 

store. The “𝑐” is called codeword, which is stored in storage drives. Formula (2) shows the parity 

process of the erasure code. The "𝐻𝑇" is called "Parity Check Matrix", which is used to check the 

damage of message from "𝑐′", which is codeword after damage. Usually, there will be a method to 

recover data. Specific principles and functions are depended on. 

𝑚𝐺 = 𝑐 (1) 

𝑐′𝐻𝑇 = 0 (2) 

 

Fig 1. Erasure Code encode and decode principle. 

Fig. 1 shows the work of the erasure code clearly. The green block, length m. It is the message to 

be stored or sent. Generator matrix is an m*c matrix, used to encode to get codeword. Purple blocks 
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on codeword mean damage like physical damage, noise pollution, stack overflow leading to packet 

loss, etc. The parity check matrix will process the damaged codeword and restore the message. 

Usually, the result of the parity check matrix times codeword shows the location of the error. If there 

is not any error, the result will be 0, like formula (2). According to the point of parity check matrix, 

there will be a reconstruction function to get the original data. However, erasure code cannot recover 

from too many failures, and usually the length of the intact part is shorter than the message length. 

[5].  

Indeed, the invention of erasure code brings another way to store data. However, as message length 

grows, the generator matrix will grow to an incredible size. Moreover, storage needs more cost to 

maintain encoding and decoding system work. So, the erasure code is suitable for single 

communication. It is not a good solution for IoT, which requires huge storage volume and throughput 

requirements. 

2.3. Classic Reed-Solomon Code 

Around 1960, the Reed-Solomon code was invented by Irving S. Reed and Gustave Solomon, who 

were still studying at MIT [6]. The (k, n) Reed-Solomon code uses a special generate matrix as shown 

in formula (2) as a method to process data.  

1 1 1 ⋯ 1
1 2 3 ⋯ 𝑛

12 22 32 ⋯ 𝑛2

⋮ ⋮ ⋮ ⋱ ⋮
1𝑘−1 2𝑘−1 3𝑘−1 ⋯ 𝑛𝑘−1

(3) 

 

Fig 2. Reed-Solomon code encoding and decoding. 

As shown in Fig. 2, message “021” times generator matrix to get codeword. To show the restoring 

process, the codeword lost the second and fourth bits. First, the generator matrix will be removed 

corresponding columns to fit the remaining codeword. Inverting the generated submatrix will be the 

next step. Then just multiply the remaining codeword to get the original message. 

It should be noted that RS code needs to follow the operation rules of Galois Field instead of 

ordinary bit operations when encoding, decoding, data repair, and forming the generating matrix [7]. 

Galois Field is a kind of finite field. Addition and multiplication tables instead of four decimal 

arithmetic operations to become basic rules of Galois Field. When RS code needs a result of matrix 

operation, just check the table of Galois Field. The feature increases RS code calculation speed greatly. 

RS code can efficiently handle burst errors [8]. The coding efficiency of RS code will grow as 

code length increases [8]. Because RS code is a symbolic calculation based on the Galois Field finite 

field algorithm, which is different from the digital calculation of other coding methods [8]. This 

advantage makes RS code widely used in information transmission. As a message processing 
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algorithm, RS code has time and space advantages when applied to FPGA and MCU [9]. This is also 

due to the flexibility of the RS code, which allows it to meet various usage scenarios by adjusting the 

code rate. However, traditional RS code is only used to process a small amount of one-dimensional 

information, cannot handle complex two-dimensional data structures, and cannot be applied to large-

scale data storage because of the generation matrix. 

3. MDS Codes and Array Coding 

3.1. Basic principles of MDS code 

The codewords of MDS (Maximum Distance Separable) are linear combinations of a fixed set of 

basis codewords. MDS has parameters [n, k, n-k+1] [10]. Specifically, it turns a symbol sequence of 

size k into a symbol sequence of size n. The symbols of both n and k come from the same alphabet q. 

A necessary condition for MDS codes is that the minimum code distance must be less than or equal 

to n – k + 1. The minimum code distance means the smallest non-zero codeword weight between any 

two different codewords. This singleton bond is the way to distinguish MDS from other erasure codes. 

3.2. Array encoding method 

EVENODD code is a double-fault tolerant encoding method [11]. As Fig. 3 shows, the basic 

structure of EVENODD code is to add two parity disks as redundancy. The structure is like a two-

dimensional array which has columns consisting of disks and blocks as elements stored in it. 

 

Fig 3. Two or more references. 

The rule for Parity 1 disk is shown in formula (3), which is the sum of all blocks in the same row 

(XOR operation). The operation of Parity 2 is relatively complicated. First, get the diagonal-S use 

formula (4). Next, formula (5) shows the generate of each block of parity 2. “m” is the number of the 

data disk. “𝑚 + 1” Means the location of parity 2. “<x-t>m” means that x is equal to the result number 

mod m, and the resulting number ranges from 0 to m-1. 

𝑃𝑎𝑟𝑖𝑡𝑦 1, 𝑥 = "𝐵𝑙𝑜𝑐𝑘 1, 𝑥" 𝑋𝑂𝑅 "𝐵𝑙𝑜𝑐𝑘 2, 𝑥" 𝑋𝑂𝑅 … "𝐵𝑙𝑜𝑐𝑘 𝑛, 𝑥" (4) 

𝑆 = ∑ 𝐵𝑙𝑜𝑐𝑘 𝑚 − 1 − 𝑡, 𝑡

𝑛−1

𝑡=1

(5) 

𝑝𝑎𝑟𝑖𝑡𝑦 𝑥, 𝑚 + 1 = 𝑆 +  ∑ 𝑏𝑙𝑜𝑐𝑘 < 𝑥 − 𝑡 > 𝑚, 𝑡

𝑚−1

𝑡=0,𝑡≠𝑥+1

(6) 

Data in parity disk 1 be used to solve one failure problem, according to formula (3). When two 

data disks fail at the same time, the solution is activating the parity 2 disk and parity 1 and listing the 

equations grouped according to formulas (5) and (3) to get the missing data. 

According to Wang's experiments, program running time will increase as the number of data disks 

[11]. This is because when recovering the data of any disk, the data of all other disks must be obtained. 

For IoT, this shortcoming will cause huge read costs for each data recovery. 
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4. Pyramid Coding Technology 

4.1. Introduction to Pyramid Code 

Reed-Solomon code has a variant as RAID6. This RS code is a distributed improvement of the 

classic RS code to adapt to RAID6 mode. Pyramid code is a distributed RAID6 storage method 

invented based on this RS code. 

 

Fig 4. (12, 15) RS code. 

 

Fig 5. (12, 1) pyramid code. 

(16, 12) pyramid code has the same parity 1 disk and parity 2 disk as (15, 12) RS code, as shown 

in Fig. 4 and Fig. 5. They use the same rule to calculate as formulas (7) and (8) showed. “𝑃𝑎𝑟𝑖𝑡𝑦 1” 

Means a data block in a parity disk. “𝑑𝑎𝑡𝑎 1” means the block of the data disk corresponding to the 

row. The factor corresponding to each data block in formula (7) is 1. The factor in formula (8) is "1, 

2,22,23". (16, 12) RS code uses formula (9) to calculate Parity 3. Like formulas (7) and (8), “𝑃𝑎𝑟𝑖𝑡𝑦 3” 

just uses the corresponding row “𝑑𝑎𝑡𝑎” block to calculate. This is distinct from the EVENODD code 

which calculates parity across stripes. When an error occurs, Pyramid can focus on the stripe and disk 

where the error occurred rather than launching all related stripes to fix the error. This is also a 

necessary condition for Pyramid code to reduce read costs. It also means that all RS code's parity 

disks contain the information of whole data disks as items. The advantage of this strategy is that the 

data in any one data disk can exist in 3 different equations. It is determined that when 3 disk failures. 

However, it also means that no matter how many failures occur, the RS code must activate all disk 

data. This allows the Pyramid code to improve. (16, 12) Pyramid code has one more parity disk than 

(15, 12) RS code. The rule of these two parity disks is displayed as formulas (10) and (11). 

𝑃𝑎𝑟𝑖𝑡𝑦 1 = 𝑑𝑎𝑡𝑎 1 + 𝑑𝑎𝑡𝑎 2 + 𝑑𝑎𝑡𝑎 3 … 𝑑𝑎𝑡𝑎 12 (7) 

𝑃𝑎𝑟𝑖𝑡𝑦 2 = 𝑑𝑎𝑡𝑎 1 + 2 ∗ 𝑑𝑎𝑡𝑎 2 + 22 ∗ 𝑑𝑎𝑡𝑎 3 … 211 ∗ 𝑑𝑎𝑡𝑎 12 (8) 

𝑅𝑆 − 𝑃𝑎𝑟𝑖𝑡𝑦 3 = 𝑑𝑎𝑡𝑎 1 + 4 ∗ 𝑑𝑎𝑡𝑎 2 + 42 ∗ 𝑑𝑎𝑡𝑎 3 … 411 ∗ 𝑑𝑎𝑡𝑎 12 (9) 

𝑃𝑦𝑟𝑎𝑚𝑖𝑑 − 𝑃𝑎𝑟𝑖𝑡𝑦 3 = 𝑑𝑎𝑡𝑎 1 + 4 ∗ 𝑑𝑎𝑡𝑎 2 + 42 ∗ 𝑑𝑎𝑡𝑎 3 … 45 ∗ 𝑑𝑎𝑡𝑎 6 (10) 

𝑃𝑦𝑟𝑎𝑚𝑖𝑑 − 𝑃𝑎𝑟𝑖𝑡𝑦 4 = 46 ∗ 𝑑𝑎𝑡𝑎 7 + 47 ∗ 𝑑𝑎𝑡𝑎 8 + 48 ∗ 𝑑𝑎𝑡𝑎 9 … 411 ∗ 𝑑𝑎𝑡𝑎 12 (11) 
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Formula (10) is the sum of the first six terms in formula (9). Another half of formula (9) is in Parity 

4, the additional parity disk of the pyramid code. In other words, the pyramid code splits the data disk 

corresponding to parity 3 of the RS code into two halves as the last two parities 3 and 4. Here, the 

pyramid code uses local redundancy instead of the original global redundancy in the RS code [12]. 

The first 6 data disks are in one group, and the remaining data disks are in another group. If any single 

disk error occurs, the pyramid code can activate the group of data disks and use the corresponding 

local redundancy to recover. This allows Pyramid code to perform better when a fewer number of 

hard drives fail. 

4.2. Comparison between pyramid code and RS code 

Fig. 6 better explains the advantages of the pyramid code compared to the RS code. As shown in 

case 1, when data disk 2 failure occurs, data recovery specialists only need to activate Data Disk 1~6 

and Parity Disk 3 to repair the failure. When they use the RS code, they need to activate all 16 disks. 

Case 2 shows how Pyramid Code asynchronously repairs errors on data disks. When failure occurs 

in both Data Disks 6 and 11. They did not belong same group, data recovery specialists can activate 

Parity Disks 3 and 4 to repair the two occur at the same time. These two failures can use two equations 

that do not affect each other to repair. Because they belong to different local redundancies. 

 

Fig 6. Two cases to describe the advantages of Pyramid Code. 

Barbi inputs the incomplete information into three storage model, and check their throughput to 

compare their repair rate [13]. Vandermonde (14, 10) RS code, Hankel (14, 10) RS code and (15, 10) 

Pyramid code are three storage models in that experiment [13]. In the experiment, the throughput of 

the Pyramid code for 1 failure is almost 15 times of the other two RS codes, and when 2 failures occur, 

the throughput of the Pyramid code can remain more than 5 times of the other two RS codes [13]. 

However, when failures reach 3, the throughput of the pyramid code is not even as good as Hankel 

RS code [13]. Therefore, Barbi believes that when failures gradually increase, the efficiency of 

Pyramid code will slow down [13]. The data shows that when pyramid code fixes the limit of the 

number of failures that it can fix, it becomes very inefficient. Therefore, Pyramid code is more 

suitable for scenarios where a small number of errors are fixed. 

Compared with RS code, Pyramid code uses an extra Parity disk location in exchange for less read 

cost [14]. To this end, Huang et al. used (10, 6) pyramid codes to compare (9, 6) Reed-Solomon codes, 

and the resulting diagram is shown in Fig. 7. From this figure, it can be found that the read cost of 

Pyramid code increases with the increase in errors. When a failure occurs, the read cost of the pyramid 

code is half that of the Reed-Solomon code. After a failure occurs, the system will repair it 

immediately instead of waiting for the next failure to occur. Therefore, in most scenarios, Pyramid 

code will greatly improve repair efficiency and performance. Since cloud storage in reality requires 
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a lot of disk I/O operations and network transmission, the read cost saved by Pyramid code saves 

Microsoft Azure Storage millions of dollars [15]. 

 

Fig 7. Read cost chart of the RS code and Pyramid code [14]. 

5. IoT and Storage Requirements 

5.1. Internet of Things Technology Overview 

The basic idea of Internet of Things (IoT) was first proposed in the 1960s [16]. Today's IoT is 

continuously integrating basic technologies such as sensors, cloud computing, and actuators [17]. 

Network technologies such as Bluetooth, ZigBee, and WIFI have also provided technical support to 

IoT [18]. IoT will develop towards equipment linkage, personalization, and intelligence.  

5.2. IoT data processing needs 

Big data modal IoT supports modern life in retail, energy, medicine, and so on [19]. In retail, 

merchants use big data analysis to push products that meet consumer needs [20]. Fast throughput is 

necessary for rapidly distributing product information and collecting user preferences. From 2021 to 

2022, global energy demand has increased by 4.6% [21]. However frequent power outages, load 

shedding, and environmental leakage have also doubled [22]. For evolution, the storage algorithm 

needs lower reading costs to recover data due to frequent accidents. IoT in medical systems has the 

task of preventing accidents, analyzing nutritional status, and supporting postoperative recovery [23]. 

In the future, it may have the ability to support home rehabilitation operations [24]. The new storage 

algorithm should not increase redundancy as data increases due to increased daily data from patients. 

Based on the above discussion, pyramid code is the most suitable storage solution. 

6. Application of Storage Technology in IoT 

6.1. Data collection and storage 

As shown in Fig. 8, the storage algorithm is not only part of the IoT collection and storage of data. 

The "IoT Data Collection" at the bottom of the figure is usually completed by various sensors. For 

example, CMOS temperature sensor, LMX20 integrated illumination sensor, and humidity sensor 

based on QCM (quartz crystal microbalance) [26-28]. These are excellent IoT data collection 

equipment that has emerged with the development of physics, chemistry, and other fields. The data 

collected by these devices will be transmitted to the middle-level database along the network. WSN 
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(Wireless Sensor Network) as a solution has become a core component of IoT [25]. When complex 

and diverse data enters the database, strengthening data relationships, and organizing and classifying 

the data is the work that the database needs to complete [29]. When IoT's "Cloud Analytics" requests 

data from the database, user privacy data will inevitably be touched. Supported by the concept of 

“never trust always verify”, Zero Trust Internet of Things (ZIoT) is becoming a secure data storage 

option [30]. The final analysis results will be fed back to the underlying equipment to improve user 

experience, equipment working conditions, etc. 

 

Fig 8. Collecting and storing data in IoT Code. 

6.2. Storage and edge computing 

With the popularity of the IoT model, more terminals have led to the gradual replacement of central 

computing by edge computing. Edge computing means computing not only at the central location but 

also at locations close to the data source or edge devices [31]. Edge computing will reduce the 

computing center burden and provide better privacy protection for sensitive data. However, there is 

not much storage space left for edge computing close to the data source. This requires the storage 

algorithm to have strong scalability and the ability to quickly update data. The pyramid code meets 

this requirement. Controllable redundancy and adjustable local redundancy allow Pyramid code to 

flexibly process data in a small space. This is something that traditional RS code cannot do.  

7. Conclusion 

Pyramid code is the most promising solution to become the backbone storage algorithm of IoT. 

Due to the huge redundant space and slow recovery speed, full back up is not suitable for IoT solutions 

in big data mode. Erasure coding requires space several times larger than the data itself to store the 

“Generator matrix” and “Parity Check Matrix”. Erasure coding is more suitable for communication 

verification than data storage. Traditional RS code also has the same problems as erasure coding. The 

EVENODD code under the MDS standard already has the prototype of the hard disk storage mode. 

For large-scale data, EVENODD code can also be processed. However, there is room for 

improvement in data recovery efficiency. Cross-row verification in the EVENODD code structure 

cannot reduce read cost. Pyramid code is a storage algorithm with strong scalability, high data 

recovery efficiency, and low read cost that meets the needs of IoT. However, pyramid code cannot 

handle bursts of errors well. There is still a long way to go before pyramid codes are applied to IoT. 

The development of IoT is inseparable from the need for efficient storage technology. The 

evolving IoT will prioritize scalability, real-time processing, enhanced security at the edge, and 
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seamless integration of cloud storage. Addressing data privacy concerns, promoting data 

interoperability, and promoting energy-efficient storage solutions are critical to shaping the future of 

storage technology in these dynamic areas. As the information age develops, these innovations will 

continue to play a vital role in supporting data-driven aspects. 
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