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Abstract. Software defects can have a significant impact on quality, reliability, and development 
costs if not addressed properly. With the increasing complexity of modern software, traditional testing 
methods struggle to keep up. Machine learning and deep learning have emerged as promising new 
approaches for software defect prediction (SDP) and automatic repair. These approaches leverage 
historical data to identify patterns associated with defects. Deep learning models can automatically 
learn complex feature representations from raw code. However, imbalanced defect data can bias 
models, necessitating techniques such as data augmentation or cost-sensitive learning. Memory 
leaks are a common defect that can gradually deplete resources if left unrepaired. Long short-term 
memory (LSTM) networks are well-suited for sequential code analysis and can exploit long-term 
dependencies to learn complex patterns and identify leak scenarios. This research aims to advance 
SDP and repair through machine learning techniques. 
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1. Introduction 

In the fast-paced realm of software development, ensuring the delivery of high-quality and 

dependable software is of utmost importance. However, the existence of software defects, commonly 

referred to as bugs, can pose a significant obstacle to this objective, resulting in security 

vulnerabilities, unforeseen crashes, and user dissatisfaction. While conventional software testing 

approaches play a crucial role in the development process, they frequently face challenges in keeping 

up with the escalating intricacy and magnitude of contemporary software systems. Consequently, 

defects frequently go unnoticed, leading to significant financial implications and harm to the 

reputation of software firms. 

1.1. Software Defects and their Impacts 

Software defects, also known as bugs, are deviations from the intended functionality of a program. 

They can appear in different forms, such as program crashes, unexpected behavior, security 

vulnerabilities, and incorrect outputs. These defects are an inevitable outcome of the intricate nature 

of software development. Even well-written code can contain hidden defects due to human errors, 

misunderstandings of requirements, or unforeseen interactions with other components.   

The presence of defects can have significant implications for software projects and end users, 

affecting software quality, reliability, development costs, and reputation. Fixing defects requires 

considerable time and resources from developers, leading to delays in project timelines and increased 

overall development costs. Therefore, minimizing defects is essential for successful software 

development. Software Defect Prediction (SDP) utilizes historical data and analysis techniques to 

predict code sections likely to have defects before extensive testing or deployment[1][2]. 

Machine learning (ML) and Deep Learning (DL) have emerged as game-changers in this field, 

offering a powerful approach to address the challenges of SDP and automatic repair. By utilizing 
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advanced algorithms and large datasets, ML can learn from historical data to identify patterns and 

characteristics associated with defective code. This knowledge enables developers to predict defect-

prone areas in code and automate defect repair[3]. 

Deep learning (DL) has revolutionized various fields by offering powerful algorithms capable of 

learning complex patterns from data. Unlike traditional methods that rely on manually designed 

features, DL models can automatically learn complex feature representations from raw data, 

potentially capturing more subtle defect indicators. Different DL architectures such as convolutional 

neural networks (CNNs), recurrent neural networks (RNNs), and their combinations have been 

explored for Software Defect Prediction (SDP)[4] [5]. 

Software defect data often exhibits an imbalanced distribution, with many defect-free instances 

and few defective ones. This imbalance can lead to models being biased towards predicting the 

majority class (defect-free). Addressing this issue through data augmentation techniques or specific 

cost functions is crucial for accurate defect prediction[6]. 

Memory leaks are a prevalent type of software defect in Java applications that can result in 

performance degradation, crashes, and security vulnerabilities. They occur when allocated memory 

remains unused by the program but is not deallocated, gradually depleting available resources. 

Identifying and mitigating memory leaks before deployment is essential for building robust and 

reliable software systems[7]. 

Long Short-Term Memory networks (LSTM) are a type of recurrent neural network (RNN) 

architecture specifically designed to address challenges in dealing with sequential data and long-term 

dependencies[8]. LSTMs utilize internal memory cells to store information across input sequences, 

enabling them to learn and exploit long-term relationships within code. They can automatically learn 

complex patterns and dependencies from data, making them suitable for diverse code structures and 

leak scenarios[9][10]. 

2. Methods 

2.1.  Hypothesis  

H1: An LSTM model trained on the Defects4J dataset is expected to achieve a precision of at least 

80% in predicting memory leaks in Java code that it has not been previously exposed to.  

H2: The LSTM model is anticipated to outperform baseline models (such as logistic regression 

and random forest) in terms of precision, recall, and F1-score for memory leak prediction. 

2.2.  Data and Preprocessing 

2.2.1. Dataset  

Use Defects4J dataset, focusing on projects and versions containing memory leak errors such as 

Chart, Closure, Lang, Math, Time. 

2.2.2. Preprocessing 

1.Filter commits related to memory leaks by utilizing bug labels or descriptions. 

2.Extract relevant features from code: 

Tokenize code and convert it into numerical embeddings. 

Capture function call sequences and memory allocation/deallocation information. 

Identify variables involved in memory management. 

Consider incorporating abstract syntax tree (AST) representation for richer context. 

3.Split the data into training (70%), validation (15%), and testing (15%) sets. 

4.Address class imbalance present using oversampling, undersampling, or SMOTE. 
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Table1 Part of the dataset retrieved 

Project Version Code Length Features (Memory-related) Memory Leak 

Chart 1.7.0 500 lines 
Function calls: 100, Memory allocations: 50, 

Variables: 20 
Yes 

Closure 1.1.0 1000 lines 
Function calls: 200, Memory allocations: 75, 

Variables: 30 
No 

Lang 3.5.0 800 lines 
Function calls: 150, Memory allocations: 40, 

Variables: 25 
Yes 

Math 2.9.0 700 lines 
Function calls: 120, Memory allocations: 60, 

Variables: 28 
No 

Time 4.1.0 600 lines 
Function calls: 80, Memory allocations: 35, 

Variables: 18 
Yes 

 

2.3.  LSTM Model Architecture 

Input Layer: Accepts preprocessed code sequences (e.g., token embeddings). 

LSTM Layers: 

Two LSTM layers with 128 units each to capture long-term dependencies. 

Bidirectional LSTMs to analyze code context from both past and future. 

Attention Mechanism: Include an attention layer to focus on code sections related to memory 

management. 

Output Layer: Single neuron with sigmoid activation for binary classification (memory leak / no 

leak). 

2.4.  Training and Evaluation 

2.4.1. Training 

Adam optimizer with a learning rate of 0.001. 

Binary cross-entropy loss function. 

Early stopping to prevent overfitting. 

2.5.  Evaluation: 

Evaluate on the testing set using precision, recall, F1-score, and AUC-ROC. 

Compare with baseline models trained on the same data and features. 

2.6.  Statistical Analysis 

Perform statistical significance tests to compare the performance of LSTM with baseline models. 

3. Results 

This section presents the results of our experiment investigating the efficacy of Long Short-Term 

Memory (LSTM) networks in predicting memory leaks in Java software using the Defects4J dataset. 

We compared the performance of an LSTM model against a baseline model on multiple metrics to 

evaluate its potential in enhancing software quality and dependability. 

We assessed two models: the LSTM model and a baseline model (Random Forest). The LSTM 

model achieved a precision of 0.85, recall of 0.80, F1-score of 0.82, and AUC-ROC of 0.90. In 

contrast, the baseline model attained a precision of 0.72, recall of 0.75, F1-score of 0.73, and AUC-

ROC of 0.80 (Figure 1).  

These findings indicate that the LSTM model surpassed the baseline model in all metrics. 

Particularly, the LSTM exhibited higher precision and recall, indicating improved accuracy in 

detecting true memory leaks and minimizing false positives. Moreover, the F1-score, which offers a 
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comprehensive evaluation of precision and recall, further validates the superiority of the LSTM. The 

elevated AUC-ROC score of the LSTM shows its capability to effectively differentiate between 

memory leaks and non-leaks, a critical aspect in practical software defect prediction. 

 

Figure 1. Comparison of prediction effects between LSTM and baseline model 

To further investigate the LSTM model's performance, we conducted an in-depth analysis of its 

confusion matrix, which presents a clear comparison between predicted and actual outcomes for 

memory leak prediction. 

Evaluating the LSTM model's performance through a confusion matrix reveals valuable insights 

(Figure 2). Out of the 30 analyzed instances reviewed, 10 were correctly identified as having memory 

leaks (True Positives), demonstrating the model's ability to detect actual issues. Additionally, 15 

instances were accurately classified as free of leaks (True Negatives), highlighting the model's 

proficiency in avoiding unnecessary alerts. Nonetheless, there were also a few misclassifications: 2 

instances were incorrectly flagged as having leaks (False Positives), and 3 instances with actual leaks 

were missed (False Negatives). 

 

Figure 2. The confusion Matrix in LSTM Model 
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4. Discussion 

4.1. Limitations and Future Work 

While the results are promising, it's essential to acknowledge some limitations. As the provided 

information doesn't include statistical tests, further analysis is needed to confirm the significance of 

the observed performance differences between the models. Additionally, examining the actual line 

chart would provide a clearer visual understanding of the magnitude of differences and any potential 

trends across metrics. 

Future work could explore various avenues to improve the model and generalize its findings. 

Incorporating domain knowledge about memory management rules and constraints into the model or 

pre-processing steps could potentially enhance its accuracy. Additionally, experimenting with 

different LSTM architectures, such as gated recurrent units, or combining LSTMs with other 

techniques like static code analysis can be fruitful avenues for further investigation. 

5. Conclusion 

The results of this experiment illustrate the promising capabilities of LSTMs in predicting memory 

leaks in Java software, showing favorable performance metrics. While additional investigation is 

required for validation, the findings indicate that LSTMs may surpass conventional models, offering 

the possibility of enhancing the resilience and dependability of software systems. This study 

establishes a basis for future investigations and enhancements of LSTM-based methods for predicting 

memory leaks, contributing to the progress of software defect prediction methodologies. 
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