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Abstract. In the 21st century, it is an information age where individuals and organizations use
computers to work and they commonly use email to chat with each other, share knowledge or their
wishes or discuss business. However, in this context, spam is harassing our lives. Spam is a type of
email that is delivered to lots of numbers of recipients without asking them for their wishes. Spam
wastes our time reading useless messages and takes up our email addresses and network traffic.
The problem of spam has become increasingly important and is growing over the years. The
emergence of machine learning technology can simulate human intelligence. Use machine learning
to identify the construct of pictures and words. Through this technology, this paper can classify the
kind of different messages. Spam is very common nowadays; it can easily send lots of message to
occupying a large amount of network bandwidth. Access such kind of messages, this article uses
four models: Decision Tree, Support Vector Machine (SVM), Naive Bayes model, and Logistic
Regression to identify spam to prevent it into our electronic mail.
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1. Introduction

In this 21st, it is the time of information era, individuals and organizations use the computer to
work and they are common to use emails to chat with each other’s and share knowledge or their wish
or discuss business [1]. However, Spam is harassing our lives with this situation. Spam is a kind of
email that be delivered to lots of recipients without the receiver’s admission [2]. Spam is a waste of
our time reading useless information and occupation our email address and network flow. The
problem of spam is becoming more and more important which has been increasing over years. In
recent research, 40% of emails are spam.15.4 million spam are sent every day which cost users about
355 million dollars per year [3]. In order to get rid of spam, using machine learning method use some
models so the computer can distinguish spam automatically to prevent spam in the email. Machine
learning is a way of computational algorithms that are focused to create to let machines learning from
the nearby environment in order to emulate the human’s mind and predict the results [4]. In general,
Machine learning is selecting a model and training from the data that has been given and predicting
future data from the data that has been known and models. Machine learning is also the core of
Artificial Intelligence (Al). Nowadays, lots of people are searching on this subject and successful
design some effective models. However, Chinese and English have lots of differences in orthography,
syntax, semantics, and phonetics are different, so the method of English language spam is hardly
achieved in the Chinese language [5]. So, it is important to design a model to identify the Chinese
language model. There are many methods have been proposed to handle spam by using machine
learning. The methods of identifying spam can be distinguished into two groups. One is called static
methods and the other is called as dynamic methods. Static methods record the email address to
identify spam and dynamic methods are considered the content of the email to identify normal email
or spam [1]. In this essay, dynamic methods are used to identify spam.

The Text Retrieval Conference (TREC) is a meeting that host every year which is looking forward
to providing the infrastructure necessary to help and support people to do research on the information
retrieval community for the amount of email and text retrieval methods [6]. TrecO6c is one of the
public databases which is provided by this organization and from reality email in 2006. In this paper,
SVM, Naive Bayes model, Logistic Regression and Decision Tree will be used to predict Chinese
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email and differentiate it as normal email and spam and compare with other models to select the best
model to identify spam. The database of those model is trecO6c.

Scikit-learn is a machine learning tool based on Python. Scikit-learn library is a kind of Python
module that has a lot of the most advanced machine learning algorithms so that medium and small
scale supervised, and unsupervised problems can be solved by Scikit-learn library [7]. This library
encourages on leading machine learning to become a package so people can call models in a function
without having to design it [8]. Supervised learning means the models have some data and features
to let models select and predict the results [9]. Unsupervised learning means there is no data to train
so select models directly [10]. Using this package can help people more easily to learn machine
learning and use machine learning models to achieve the target. Tensorflow is an interface that can
help people achieve machine learning models to achieve in Linux systems [11].

To investigate and compare which model can help people prevent spam in their email without
detecting normal email.

In this paper, SVM, Decision tree mode, Naive Bayes model, and Logistic Regression will be used
to predict Chinese email and differentiate it as normal email and spam and compare it with other
models to select the best model to identify spam. The database of those models is trec06c.This kind
of model can be used in Python by the Scikit-learn package.

The element of this article will be constituent of four parts: 1. Overview of the state of research
about spam identification and problems in the field of high-dimensional data processing. 2. Analyze
and introduce different models (algorithms, current state of research, methods). 3. introduce the
process of success models. 4. Conclusion.

2. Models

In this charter, SVM, Naive Bayes model, Decision Tree, and Logistic Regression will be
introduced in this essay and discuss their state and model processing.

2.1. SVM
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Figure 1. The map of SVM

Figure 1 shows the idea of linear Support Vector Machines in the picture. In conclusion, linear
Support Vector Machines use linear to distinguish items into different classes.

Support Vector Machines, known as SVM was first support in 1963 by Vladimir N. Vapnik and
Alexander Y. Lerner. SVM had soon become a very important part of statistical learning theory after
it was proposed and in 1991, nonlinear Support Vector Machines were first founded by Bernhard E.
Boser and Isabelle M. Guyon and Vapnik.

When solving the classification problem, input data are given as X = {x1, x2, ..., xn}. Learning
objectives are given as Y = {y1, y2...yn}. All of the input data contains many features. All of these
feature constitutes the feature space and learning objectives are classified variables representing
negative class and positive class. If the feature space has a decision boundary that can divide the
object as a negative class and positive class, the decision boundary is calculated asw' X +b =0, and

point to plane distance is calculated asY; (w' X,+b)>1, wand b are the vectors, and the intercept
is respectively.
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2.2. Naive Bayes model

The Naive Bayes model is based on the Naive Bayesian algorithm. The Naive Bayesian algorithm
is dependent on the principle of the Bayes principle. Bayes principle was proposed by Thomas Bayes
in the 18 century. The Naive Bayesian algorithm uses probability statistics knowledge to classify the
database. The principle of the Bayesian method is the combination of prior probability and posterior
probability. Prior probability means the possibility of people guessing from experience. Posterior
probability means from lots of test. The possibility comes to a stable number. Naive Bayes makes
these two combines so that avoids the subjective bias of using only prior probability. Also, it can
avoid using sample information alone which will cause the overfitting phenomenon. When the dataset
is large, the Bayesian classification algorithm can get high accuracy, and the algorithm is relatively
simple. Nowadays, the Naive Bayes model has become the most popular classification algorithm in
the world.

In the dataset D= {d1, d2, ..., dn}. The feature attribute set of the corresponding sample data is X=
{x1, x2...xn}. Class variables Y = {y1, y2, ..., yn}, x1, x2...x3 and random and independent. Based
on naive Bayes, posterior probability can be calculated from prior probability:
P(YIX)—w Usi he formul be furth ded as:

= P(X) . Using category Y, the formula can be further expanded as:

d
P(X|Y=y)=]]P(%|Y=y). By these two above formulas, the result can be calculated as:

i=1
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learn the joint probability distribution of input or output directly, instead, it finishes work by learning
the prior probability and conditional probability of the class.

PCY; | X5 Xg 5000y Xg) = which is the posterior probability. Naive Bayes does not

2.3. Decision tree

The Decision Tree is a kind of Decision analysis method which was depended on the occurrence
probability of different situations, Decision tree is a graphical method of intuitive use of probability
analysis.

Is this item can move

No(this item is a flower) Yes(lIs this item can lay eggs)

O

Yes(ls this item living in the
ocean)

No(this item is a duck)

Yes(this item is a whale)

No(this item is a pig)

Figure 2. Example of a decision tree. (Photo credit: Original)
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As can be seen from Figure 2, the decision tree uses some feature to identify items into several
groups. Decision tree is a kind of prediction model. Decision tree shows maps as a dendrogram. In
this dendrogram tree between object features and object values. Every node in this tree is a feature.
Every path leads to a possible value of the node, and each leaf represents the value of the feature
represented by the path from the root node to the leaf node. The decision tree has only one output.

2.4. Logistic Regression

Logistic Regression is a method of Probability that is common in data mining, and economic
projection. Logistic Regression is a generalized linear regression analysis model to help identify items.
It is used to sort objects into 2 kinds of things.
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Figure 3. Examples of Logistic Regression. (Reference:
https://blog.csdn.net/weixin_60737527/article/details/124141293)

From Figure 3, a linear divide points into two groups. One of above the linear and the other is
under the linear. Since there are two classes, one class is set as 0 and the other class is set as 1. Each
input data x{(1)} is mapped to a value between 0 and 1 by a function. And if it's greater than 0.5, it's
belonged to 1, otherwise, it belongs to 0. Moreover, the function needs an undetermined parameter.
By using samples for training, this parameter can become a stable number and accurately predict the
data in the training set. In general, sigmoid is the most common function in Logistic Regression. The

. 1 :
formula of the sigmoid is: f (X) ~lre™" and cross-entropy loss is used to solve the parameters:
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3. The Accuracy of Different Kinds of Models

3.1. The achievement of models in python library

The project of model prediction uses the Python to achieve. Scikit-learn is a free Python library. It
can achieve lots of machine learning algorithms. NumPy is an open-source scientific computing
library in Python. Using these two libraries can easily handle data into training. Flanker is a library
that is used to analyze emails, use flanker can help to process the original database.

3.2. The Structure of The Dataset and Result
In trecO6¢ database, its separate email has such structure:
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Received: from 21cn.com ([219.134.25.222])
by spam-gw.ccert.edu.cn (MIMEDefang) with ESMTP id j7DGQvFW004327
for <you@ccert.edu.cn=; Sun, 14 Aug 2005 19:34:28 +0800 (CST)
Message-ID: <200508140026.j7DGQvFW004327 @spam-gw.ccert.edu.cn=>
From: "pu” <=pu@2icn.com:=
Subject: =2gb2312?B?y7DO8beixrHStc7x?=
To: you@ccert.edu.cn
Content-Type: text/plain;charset="GB2312"
Reply-To: pu@21cn.com
Date: Sun, 14 Aug 2005 19:48:12 +0800
X-Priority: 4
X-Mailer: Microsoft Outlook Express 5.00.2919.6700

SnINEAEE/ME)EE:

FOFERIMENDLVERAE, RASLNERE, SERFRHSXE,
HHIEN AT rEREENE, ERE Mo ERREEERER) .
15%, EBES (HEE)(1.5%) MBS SIE
B LRES AT SRS EME R I RS A AT ERE
LI EFrAE RS,

WMENSHEEENERSEEHTEEEEE LT EREIE (SeRZRAER)

BB 13686411777
BB ARARE

Figure 4. One of the emails in trecO6c¢. (Photo credit: Original)

Figure 4 illustrates the information about the email structure in the trecO6c database.

From Figure 4, all of the emails has the same construction. Since the dataset is currently stored as
mail and indexed for spam labeling, using EML Analyze in the flanker library to first extract the
sender, recipient, subject, time sent, content, and whether or not each message is spam labeled and
transform those messages into .CSV file. Using sklearn.model_selection library to separate the dataset
into train and test(7:3).  Using textPase to get rid of useless words and set data into the train by
using sklearn. In this project, accuracy, recall, and F1 Score are recorded to compare with other
models. Accuracy means the accuracy of the different model predictions. Recall means the prediction
possibility of right in the true right. F1-Score is also called balanced F Score which is the average of
accuracy and recall. Using these 3 indices can distinguish the four models’ performance on spam
identifications.

Table 1. The accuracy and F1 Score of different kinds of models.
Margin  Naive Bayes mode  Support Vector Machine  Logistic Regression Decision Tree

Accuracy 0.93 0.98 0.98 0.94
Recall 0.93 0.98 0.98 0.94
F1 Score 0.92 0.98 0.98 0.94

Table 1 shows the result of these four models regrading their accuracy, recall, and F1 Score.

4. Conclusion

Spam is a waste of our time reading useless messages that take up our email addresses and web
traffic. The problem of spam has become increasingly important and has been increasing over the last
few years. In recent studies, 40% of emails are spam. 15.4 million spam emails are sent every day,
costing users around $355 million a year. Machine Learning is a way to succeed in artificial
intelligence by letting machines learn knowledge automatically and it is important to choose models
so that machine learning can be more accurate. Machine learning methods are proposed in order to
get rid of spam, they are used to prevent spam from entering emails by using models that enable
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computers to automatically distinguish spam and normal email. In conclusion, this project compares
Naive Bayes mode, Decision Tree, Logistic Regression, and SVM on spam identification by using
Python sklearn library to simulate the models and train them. Then use test data to let them predict
and compare with the real situations. This process led people to use the best model to help identify
spam and normal email in Support Vector Machine, Baive Bayes mode, Decision Tree, and Logistic
Regression. In these four models, SVM and Logistic Regression have the highest accuracy, recall,
and F1-score in these four models (98%) which means Logistic Regression and Support Vector
Machine are very suitable to use in detecting spam attacks because these models can find spam
accurately. This result can give us more advanced arithmetic on intelligent transportation applications.
Using this kind of detection system can also help intelligent transportation to ignore useless visual
information and help Al calculate faster.
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