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Abstract. Compared with traditional distributed machine learning, federated learning (or joint 
learning) enables multiple computing nodes to cooperate and train a shared machine learning model 
without transmitting original data. At present, the research work of federated learning mainly focuses 
on the theoretical method, and the system implementation is less, and only for the text data or simple 
image such as medical institution information sharing, handwriting font recognition and other simple 
neural network applications. Aiming at more complex deep neural networks, this project implements 
a multi-node federated learning system on embedded device, and evaluates its key performance 
indicators such as training accuracy, delay and loss. The research method mainly uses embedded 
computer both as client and server, adjusts and groups the Visdrone datasets as training samples, 
and then trains the model on the client based on YOLOv4 algorithm, realizes the encrypted 
transmission of information through TCP protocol, and achieves the aggregation update of the model 
on the server with FedAvg algorithm. 
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1. Introduction 

The concept of federated learning [1] comes from federated learning technology pioneered by 
Google, aiming to solve two major challenges in the development of machine learning technology: 
One is data security, and the other is data sharing, which effectively guarantees the privacy of users 
by transferring the data storage and model training stage of machine learning to local users, and only 
interacting with the central server to update the model [2]. The year 2019 is known as the first year 
of federated learning. As a new research hot spot in the field of network security, federated learning 
has attracted a lot of attention and research. Our work also conducts in-depth learning and research 
on neural networks for object recognition under the background of federated learning, which is more 
secure and efficient.  

Therefore, innovation point of this project have the following: First, compared with the existing 
combined neural network learning system for mostly simple depth [3], we want to realize the depth 
of the complex neural network, namely for the application of visual target recognition. Second, 
different from other similar federated learning studies, which are mainly theoretical, this project is 
more about implementing a multi-node federated learning system through embedded deployment, 
and evaluating its training accuracy, delay and other key performance indicators. 

2. Related Work 

2.1 Neural Network Selection for Visual Object Recognition 

As a lightweight neural network structure, YOLOv4[4] is shown in the figure 1 below. Compared 
with other network models, YOLOv4 designs a powerful and efficient detection model with low 
hardware requirements. Embedded devices such as Jetson series can easily train this super-fast and 
accurate model. This model verifies and modifies many deep learning object detection and training 
techniques of SOTA in recent years, such as CmBN, PAN, SAM etc. to make them more efficient for 
single GPU training. Therefore, this project plans to improve and optimize the model based on this 
model and apply it to online federated learning system. 



Highlights in Science, Engineering and Technology CMLAI 2023
Volume 39 (2023) 
 

688 

 
Figure 1. The structure of YOLOv4[4] 

2.2 The Hardware System 

In terms of hardware selection, low-power embedded artificial intelligence devices such as Nvidia 
Jetson series are planned to be used as node devices, which are responsible for the reasoning of 
complex models and the training of lightweight models. For example, Jetson Nano [5] is equipped 
with quad-core Cortex-A57 CPU and Maxwell architecture GPU along with 4GB LPDDR4 memory 
and 16GB storage. The graphics card supports high-resolution sensors, can process multiple sensors 
in parallel, and can run multiple modern neural networks on each sensor stream. It also supports many 
common AI frameworks, making it ideal for deployment as a node or the more capable equipment 
such as Jetson TX2[10]. 

In addition, Ad hoc network communication modules are installed on node devices through cable 
network ports. The communication module of Ad hoc network includes Beidou positioning, serial 
port, network port and other peripheral circuits, which are responsible for the communication and 
data transmission between nodes. It can realize the transmission and acceptance of wireless 
communication signals and the modulation and demodulation of baseband signals based on the 
dedicated link of Ad hoc network module. The transmission delay is not more than 100ms, and the 
access success rate is more than 95%. Moreover, it is equipped with large-capacity FPGA, which can 
process high-speed modulation and demodulation algorithms and realize broadband communication. 

3. Method 

3.1 Overall Steps 

Figure 2 shows our overall research idea. First of all, we see a server and multiple clients in the 
middle of the square that are our core part of this federated learning, which is built by Jetson TX2. 
And then adjust and group the data that was collected in order to form the datasets which are simply 
put on each client. Through YOLOv4 algorithm, model training is completed. Subsequently, the 
trained parameter information is encrypted and transmitted to the server through TCP protocol. 
Finally, the server will aggregate and update the transmitted information through FedAvg[6] 
algorithm. 

In figure 2, only overall idea is shown, and there are more detailed steps of the whole system.  
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Figure 2. The overall framework of embedded implementation of deep neural network of federated 

learning system 

3.2 Federated Learning Steps 

First of all, Specific steps of federated learning are as follows: 
As depicted in Figure 3, there are four steps; 
Step 1: The client downloads the global model from the server. 
Step 2: The client k trains the local data to achieve the local model.  
Step 3: The client uploads the local model to update to the central server. 
Step 4: The server complete weighted aggregation operation after having received the data from 

all clients to get the global model [2]. 
Among other things, Wt,k represents the client k of the t round of communications of the local 

model update. Wt-1 represents the global model update of the t round communication. 

 
Figure 3. The model of federated learning model [2] 

3.3 Model Training for Image Recognition 

The following is about the model training of Python and OpenCV for UAV visual image 
recognition on Jetson TX2[10]: 
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Step 1: Obtain the initial coordinates and size of the object in the image through the classifier 
provided by OpenCV for object detection. 

Step 2: Select the message of multidimensional array pixel information of targeted images, 
unifying the size of the images, and after layers of convolution and pooling, the information of arrays 
is stored into the folder.  

Step 3: All the targeted data can be divided into training sets and test sets, and then mess up the 
order. 

Step 4: Build a model of the convolutional neural network, using classified image sets to train and 
validate the neural network. 

3.4 Construction of Neural Networks 

The steps of construction of neural networks are as follows; 
Step 1: Build TensorFlow environment based on Python language. 
Step 2: Import the sample datasets: import a large amount of information of the targeted image for 

the following deep learning. 
Step 3: Conversion and unification of data: unprocessed original image samples often do not 

conform to the expected shape of TensorFlow, so it is necessary to transform datasets; 
Step 4: Divide the sample datasets: the image samples are divided into training sample sets, test 

sample sets and validation sample sets. 
Step 5: Set learning parameters: Set constant parameters for the model, such as learning rate, 

weight parameters and iteration times. 
Step 6: Initialize variables and placeholders: In the process of model optimization, TensorFlow 

will obtain data information through placeholders, and then adjust data by adjusting variables and 
weight deviation values. It is necessary to make a reasonable trade-off between data accuracy and 
training speed. 

4. Experimental Results and Analysis 

4.1 Organize Data Sets and Set up Federated Learning Systems 

Firstly, the training set data is written in YOLOv4 format, and its data information is transmitted 
to the device with Jetson TX2 as the client. Similar to the text format in Figure 4, each stored image 
corresponds to an address in YOLOv4 format. 

 
Figure 4. Data set in YOLOv4 format 

 
After sorting out the data set, we set up a federated learning system and wrote codes to realize the 

realizable program. On this basis, we constantly modified and improved the code, added the timing 
function and invoked the warm-up learning strategy. In addition, we also added the breakpoints in 
order to continue training, so that training can continue after an unexpected interruption. 
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The federated learning system adopts the training model of one server connecting three clients, as 
shown in Figure 5. Figure 6 is the result of 15 iterations, it is not difficult to find that when the first 
round of training AUC [7] is close to 0.5, authenticity is the lowest. And when the number of training 
rounds gradually accumulate, AUC value increases until 13 rounds of iterations are gradually 
stabilized. And after that, training results have been able to meet the authenticity. So even if the 
rounds of training increase, there will be no big difference. 

At the same time, we can also see that the loss value decreases as the number of iterations increases. 
The final test results show that the training effect is the best when the number of iterations is the 13th, 
the AUC is 0.8978, and the loss value is about 1.304. 

However, when recording the time-consuming of each training stage, it is found that the GPU 
utilization rate is relatively low, the loading time is more than 17 seconds, and the GIoU[8] loss value  
reaches 96.57. After improving the algorithm, we preliminarily improve the GPU utilization rate. 
 

 
               Server                                    Client 1 

 
               Client 2                                   Client 3 

Figure 5. Training terminal information of Federated Learning 
 

 
Figure 6. AUC and Loss correspond to the relation of training times respectively 
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4.2 The Result of Object Recognition 

After several rounds of training, we can see the test results of the samples in Figure 7. The 
recognition content on the left side is relatively simple, so it is obvious to recognize the car, and the 
corresponding recognition accuracy is also higher, except for some cars with bad angles and relatively 
close to each other, their accuracy is slightly lower. In addition to the car, a variety of objects such as 
the van also appeared in the right of the photograph. So, the depth of the neural network algorithm is 
needed for detecting more complex objects. According to the pictures, a van and pedestrians in the 
vicinity were successfully detected, but unfortunately pedestrians in the distance were not to 
recognize, However, the detection accuracy is higher among the identified targets. 
 

   
Figure 7. The result of object recognition 

4.3 The Result of Loss and mAP for Two Clients 

According to the detection results in the sample pictures, the visual interface and multi-thread 
processing are adopted to feedback the loss value and mAP [9] value. Figure 8 shows the data 
information when two clients are used. With the increase of training rounds, the loss gradually 
decreases, and the mAP gradually increases. After 15 training rounds, the best loss value is 
181.186813, and the best mAP value is 5.085144. 
 

 
Figure 8. Loss and mAP over Round Num for two clients 
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4.4 The Comparison between Different Numbers of Nodes 

Then the number of clients is increased to test and the differences of the training models are 
compared. According to Figure 9, it is found that the mAP value of single node 1 is the smallest. With 
the continuous increase of training rounds, the mAP value of double node 1 is the highest, which can 
reach about 1.95. The situation of single node 2 and double node 2 is basically the same. For the loss 
value, the results of the four nodes are almost the same, which all decrease with the increase of the 
training rounds. Finally, after the tenth training, the loss value drops to about 225. 

 

 
Figure 9. The comparison between different numbers of nodes 

5. Conclusion 

On balance, the significance of this project is to detect more complex objects. Therefore, the 
original algorithm was improved by adopting deep neural network CNN and citing YOLOv4 
algorithm. At the same time, the process of training data is on the embedded device, because the 
embedded device is very small compared with the ordinary computer, which is very suitable for 
loading on the UAV to realize the function of directly processing data for target detection after aerial 
photography. And federated learning system realizes the function of uploading the trained model 
parameters without transmitting the original data to the server. It is found that the model accuracy is 
improved by 10% and the training time is shortened by 10%, which can also reflect the better 
performance of the federated learning system under deep neural network in a certain sense. 

However, the system is flawed. Due to the heterogeneity of each node device, the slow speed of 
training node leads to slowing down the whole iteration speed, and the fast speed of training node is 
in standby state for a long time. So further work is needed to optimize the federated learning code, 
allows the client to calculate according to their own strength and the differences between 
communication speed regulating the number of training samples.     
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Appendix 

A. Jetson TX2 
The Jetson TX2 is NIVDIA's AI targeting update after the launch of Jetson TK1 and TX1.  
The GPU and CPU of TX2 have been upgraded, the memory has increased to 8GB, the storage 

has increased to 32GB, the TX2 supports Wifi and Bluetooth, the code supports H.265, and the body 
size is also small.  

According to NVIDIA official introduction, Jetson TX2 provides two operating modes: one is 
MAX Q, energy efficiency ratio can reach the highest, which is the previous generation of TX1 twice. 
And power consumption is below 7.5W; The other is MAX P, the performance can achieve the 
highest, of which energy efficiency ratio can also do the previous generation of 2 times. And the 
power consumption is below 15W. [10]  

 
Figure 10. The architecture of Jetson TX2[10] 

B. Convolutional Neural Network (CNN) 
Convolutional neural networks (CNNs) constitute one such class of models. Their capacity can be 

controlled by varying their depth and breadth, and they also make strong and mostly correct 
assumptions about the nature of images (namely, stationarity of statistics and locality of pixel 
dependencies). Thus, compared to standard feedforward neural networks with similarly-sized layers, 
CNNs have much fewer connections and parameters and so they are easier to train, while their 
theoretically-best performance is likely to be only slightly worse.[11] 
 


