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Abstract. This paper introduces Fermat’s little theorem (FLT), which says that any integer a raised
to power p is congruentto a modulo p. This paper will give several proofs of FLT, using methods
including number theory and group theory, together with generalizations of FLT in different directions.
FLT is an important result in number theory and group theory. It has multiple generalizations and
corollaries, and one of its corollaries is the foundation of RSA cryptography. The effort made trying
to prove FLT stimulated researches in many fields in mathematics, and FLT is crucial and
fundamental in research of modern cryptography.
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1. Introduction

Fermat’s little theorem (FLT) claims that for any natural number a, and any prime p, aP =
a (mod p). If a is coprimeto p, then aP~! = 1 (mod p). To help understand and apply FLT see
[1], which gives multiple exercises on modular arithmetics, divisibility and FLT. It is mentioned that
some primality tests work as an application of FLT: for a very large number n, it is extremely hard
and time-consuming to conclude whether it is prime by trying every prime between 1 and +/n, but if
for some integer a, a™ mod n does not equal a, then n is not prime by FLT [2]. Notice n need
not be prime given it passes a test with a specific integer a, but this method can be applied on different
integers to increase the confidence that n is prime.

Fermat was a pioneer in analytic geometry, number theory, probability theory, calculus, and was
the first to give the integral of general power functions. Fermat discovered FLT while studying perfect
numbers, but there was no record of his proof for FLT. The first formal proof of FLT was published
by Euler in 1749, who also proposed and proved a generalization of the theorem, which will be
mentioned later in this paper. More proofs have been proposed since then, and several of them are
available at Ref. [3]. In addition, it is shown in Ref. [4] that a new proof, which is neither algebraic
nor arithmetic, is constructed by using the fact that the polynomial f(x) =1—x—dx?+
Y =3 @ x® can be written in the form

fe =] [(1—mix?) (1)
i1

in a unique way. Notably, this result is further proved elegantly [5]. Based on Burnside’s lemma,
a geometric proof is presented by coloring the vertices of a regular polygon [6]. This proof is suitable
for intuitive visualisation.

The paper is organized as follows. Section 2 will give two common proofs of FLT in detail, in
number theory and group theory respectively. Section 3 will propose several generalizations of FLT
and prove some of them. In section 4, some applications of FLT are discussed. Finally, Section 5 is
devoted to the conclusion of this paper.
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2. Proofs of FLT by Various Methods

2.1. Number Theoretic Proof

This subsection is a proof of FLT using methods in number theory. A lemma is needed for the
proof:

Lemma. For any prime p,andany i # 0,i # p,p | (2;)

Proof.  Prove by contradiction. Assume (IZ) = i,(:ii), Is not divisible by p, then there must be
some factor in the denominator dividing p which is not 1 or p, but this is impossible since p is
prime.

O

Next, the theorem is proved by induction on a. The base case a =0 and a =1 are trivial.
Assume for all n < a, for any prime p, one has

n? = n (mod p). (2)
Then for any prime p,
p
@ =(@-0+1)" =) (F)@-1 3)
=1+ (M) @-v+-+(, ) @-vrr+@-p @)

as a binomial expansion.

Finally, one needs to show that the aforementioned summation is equivalent to a modulo p.
Since a — 1 < a, the lastterm in Eq. 4 is equivalentto a — 1 modulo p by induction step, and by
previous lemma, all other terms except the first term are divisible by p, thus are equivalent to 0
modulo p. Therefore, the sum in Eq. 4 is equivalentto 1+ 0+ ---+ 0+ (a — 1) = a modulo p,
as claimed.

Notice this result could also follow from the fact, by similar proof as above,

(x + y)P = xP + yP (mod p). (5)
2.2. Group Theoretic Proof

The theorem could also be proven using group theory in multiple ways. In the followings, the
group version of the theorem is stated and an example proof is given.

For any prime number p, consider the multiplicative group of the Z,, where Z denote the
integers, thatis, G ={a € Z:1 < a < p — 1}. Forany a,b € G, mutiplication of ab is defined as
the residue of usual product ab divided by p. For Va € G,aP = a.

Proof.  First the Bezout’s identity is used to verify G is indeed a group. Notice multiplication
modulo p fulfills closedness and associativity, 1 is the unit element, and for any g € G,g is
coprime with p, thus by Bezout’s identity, there are integers a, b satisfying ag + bp = 1. This is
identical to ag = 1 taking modulo p, therefore any elementin G has an inverse.

Now the theorem is proved as follow. For any element a € G, consider the subgroup (a) =
{1,a,a?,---,a™ 1}, where m is the order of a. Clearly this subgroup has order m. By Lagrange’s
theorem, the order of (a) dividesthe order of G,thatis, m | p — 1. Assume p —1 = ms forsome
integer s, then

a’ =a-a’ '=a-a™=q-1°=a. (6)
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3. Generalizations of FLT

3.1. Euler’s Totient Theorem

As a generalization of FLT, Euler published a proof of the following Euler's totient theorem in
1736: For any pair of coprime integers a and n, a®™+! =g (modn). Here ¢(n) denotes
Euler’s totient function, defined as the amount of a suchthat a € Z, 1 <a <n and gcd(a,n) =
1. One states the group version of the theorem and gives an example proof.

For any integer n, consider the multiplicative group of the ring Z,,, where Z denote the integers,
thatis G ={al1<a<mn,gcd(a,n) =1}, with multiplication modulo n. For VaegG,
afW+t = g,

Proof. First verify G is indeed a group, by similar argument used in Section 2.2 to prove FLT by
group theory. Also notice the size of G is precisely ¢(n).

For any element a € G, consider the subgroup (a) = {1, a,a?,---,a™ 1}, where m is the order
of a. Clearly this subgroup has order m. By Lagrange’s theorem, the order of (a) divides the order
of G,thatis, m | ¢(n). Assume ¢(n) = ms for some integer s, then

a¢(n)+1 =q- a¢(n) =aqa-a™ =q-1°5 =a. (7)
Notice this proof is analogue to the second proof of FLT.

3.2. Further Generalization

Since the rings Z,, and Z,, has been studied, a natural question to ask is whether there are other
rings with similar property. In Ref. [7], the authors generalized Euler’s totient theorem to rings that
has ideals {Nj, ..., N,} that the statements below hold:

1. N, isthetrivial subring {0}, and each N; isincluded in N;_4;

2. Forall i,1<i<r,3t;=2N"c Ny

3. Forall i,1<i<r3s;=1,s;N; € N;,,.and the prime factors of s; are not smaller than
t;.

Also, Example 3.8 of Ref. 7 showed how its main result could derive Euler’s totient theorem. The
paper also contains some applications of its main result.

4. Applications of FLT

4.1. The AKS Test

AKS is a primality test based on FLT. M. Agrawal, N. Kayal and N. Saxena (AKS) developed the
AKS test [8], and named it with abbreviations of their names. While FLT determines the primality of
a natural number with probability, AKS is a deterministic test.

The test for an integer n works as followings:

1. If n=a? fornatural numbers a andb > 1, n is COMPOSITE;

2. Find the smallest r such that 0,(n) > (log, n)?;

3. If 1< gcd(a,n) <n forsome a <r, n is COMPOSITE;

4. If n<r, n is PRIME;

5. Fora=1to ¢(r)log,n:

If (x+a)™#x™+a(modx™ —1,n), n is COMPOSITE;

6. otherwise n is PRIME,

where

- 0,(n) isthe order of n modulo 7, that is, the smallest value k such that n* = 1 (modr);

- (mod x” — 1,n) means divide by the polynomial x" — 1 and take the remainder.

In addition, Ref. [9] also gives examples of running AKS on several numbers.
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4.2. the RSA Algorithm

RSA was created by and named after Ron Rivest, Adi Shamir and Leonard Adleman (RSA) in
1977 [10]. It is one of the most widely used public-key cryptosystems. Encryption and decryption
using RSA involves a public key e, a private key d, and an auxiliary value n. e and n are
published and known by everyone, but d is kept secret.

Starting with the original message m, with 0 < m < n, and the public key e, calculate the
encrypted message k = m® (mod n). Given the encrypted message k and the private key d,
restore the original message m = k¢ (mod n). Combining both cases, it is found that

m®? = m (mod n). (8)

Here, n, e and d must be chosen carefully to fulfill Eqg. 8 for any integer m with 0 < m < n.
They are generated as follows:

1.  Choose a pair of large primes p and q. Calculate n = pq and ¢(pq) = (p —1)(q — 1);

2. Choose the private key e and public key d, such that 0 <e,d <n and ed =
1 (mod ¢>(pq)). Notice that to fulfill the second condition, both e and d need to be coprime with
¢(pq).

The correctness of RSA is based on a corollary of Euler’s totient theorem: m?®
indeed holds.

Proof. Since ed = 1 (mod ¢(n)), there is an integer s such that ed = s¢(n) + 1. Thus
med = mSPM+1 = 4y . (m¢(n))s =m-1° = m (mod n). 9

The second last step follows from Euler’s totient theorem.

The safety of RSA is based on the following fact. Given two very large primes p and g, itis easy
to obtain their product n. However, the reverse process, namely given the product n, try to find its
two prime factors p and g, is extremely hard. Assume someone knowing only the auxiliary value
n, and the public key d, but not the private key e, would like to derive the original message m from
the encrypted message k. That is, to find the integer m such that m¢ = k (mod n), knowing only
ed =1 (mod ¢(n)). Since the values of p and g are needed to calculate ¢(n), one needs to first
factorize n = pq. There is no known algorithm to obtain this in a reasonable time.

4 = m (mod n)

5. Conclusion

In this paper, an important number theoretical result, namely Fermat’s little theorem (FLT), is
proposed and then proved by multiple methods, including number theory and group theory. Research
for new proofs of FLT has led to some, and could lead to more, useful branches of studies in
mathematics. FLT has many important corollaries and generalizations, one of the most commonly
used generalization is Euler’s totient theorem, which could be further generalized to a class of rings
with certain properties. Euler’s totient theorem could be applied to multiple different fields and derive
important results, such as the ASK primality test in number theory, and the RSA encryption algorithm
in cryptography.
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