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Abstract: Personal extreme violence is sudden, hidden and highly destructive, and its early identification and early warning
have become a key task for public security governance. However, the existing methods based on text analysis and knowledge
graph still have obvious shortcomings in risk semantic identification, conceptual system construction and risk assessment
interpretability. For this reason, this article is aimed at the early warning of personal extreme violence behaviour, based on the
risk ontology library, and then builds a knowledge graph, and puts forward an interpretable risk prediction framework ROKEF.
The experimental results show that the method is significantly superior to the representative models of KGGen, GraphRAG and
RAKG in terms of key semantic recognition such as high-risk behaviours, extreme speech and psychological abnormalities, and
the generated spectrum also performs better in structural integrity and risk correlation. At the same time, the knowledge graph
and interpretable forecasting framework based on the ontology library can effectively support the structured representation,
quantitative evaluation and traceability analysis of risks. The research results show that this method can provide important
theoretical value and practical support for intelligent early warning of individual extreme violence, intelligent public security
construction and social security governance.
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1. Introducti The early method mainly relied on the grammar rules
y ntroduction [9]written by experts to match patterns[10]. Although it has a

Today's global public security governance is facing new geﬁaip accuracy, it is expgnsive and has poor scalability, and
challenges in the digital age. Personal extreme violence has it is difficult to adapt to dlfferept fields anq language styles.
become a key problem in social governance because of its ~ After that, the open information extraction [10](OpenlE)
suddenness, concealment and serious social harm.  Paradigm §merged, whigh improved the degree ofautomaFion
Governments have paid attention to the capacity building of ~ ©f extraction by extracting triplet facts without supervision.
"smart policing" and "active early warning". China's "14th Howev'er, t'he granulgrlty of the results was inconsistent, ‘Fhe
Five-Year Plan Outline" also clearly proposed to "promote ~ normalisation was difficult, and the noise was high, which
the intelligence of social governance[1] ", emphasising the 11m1t§d its application in high-risk ﬁelds: o
construction of a public security early warning system based With the development of deep learning and pre-training
on big data. However, under the background of the mass and ~ language models (PLMs)[12], .the knowledge graph has
fragmentation of Internet information, the traditional method entered the end-to-end generation stage. Grapher[13] and
of relying on manual intelligence analysis and post-event ~ Other methods regard the mapping of text to grgphs as a
response is inefficient, and it is difficult to realise the  Sequence generation problem, generating  entities and
transformation from "post-disposal" to "pre-warning". relationships  through large models, which improves

With the development of information technology, efficiency and gep;ralisation. However, such methods
knowledge graph, as an important way of structured generally lack explicit modelling qf the grgph structure and
knowledge expression, has shown significant advantages in ~ rely on a large amount of high-quality training data. _
intelligent search[2], recommendation system[3], question In order to further improve the accuracy and consistency
and answer system [4]and other fields. In recent years, of graph generatlon,.research.ers begap to introduce extcf:rnal
knowledge graph construction technology [5]has gradually knowledge or mgltl-modal information, such as retrieval
extended from the general field to high-risk scenarios suchas ~ €nhanced generation (RAKG[14]) to sglve the pro.blem of
public security[6], mental health[7], crime prediction[8], and ~ long text forgetting through the "pre-entity" mechanism, and
its value in complex event modelling and semantic multl—modall embeddlng. rpethods (su.ch as OTKGE[lS])
understanding is becoming more and more prominent. through optimal transmission. The alignment of. dlfferent
However, the early warning of extreme violence against modal knowledge. However, the'se methods are still mainly
individuals is still challenging: such behaviours have the ~ aimed at general scenarios, with limited support for the
characteristics of concealment, suddenness and complexity, ~ identification of extreme violence. There are still the
making it difficult for traditional intelligence analysis, social following problems': lack of a profe'ss1’onal risk  concept
media monitoring and behaviour identification methods to system eml?efldeq in psychology, criminology and other
achieve early identification and dynamic assessment. fields, and it is difficult to establish a knowledge structure

The core of knowledge graph construction is to convert with risk perception ability; it is dlfﬁcult to identify .1mp11.01t
natural language texts into structured semantic networks. Its ~ Psychological states and threatening remarks. With risk
key difficulties include entity identification, relational behaviour, it is difficult to build a chain of behaviour with

extraction, and unified representation of complex semantics. ~ €arly warning value; the graph is mostly at the level of fact
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description, and there is a lack of an explainable risk
assessment mechanism, and it is difficult to move from "what
happened" to "why it happened".

In response to the above shortcomings, this paper proposes
to build a knowledge graph and explainable risk prediction
framework ROKEF based on the risk ontology. On the basis
of drawing on the advantages of RAKG and other methods,
the framework systematically introduces risk ontology
construction, risk perception information extraction and risk
assessment modules based on graph neural networks to
realise a complete link from data to knowledge and from
knowledge to decision-making. The contributions of this
article include:

1)Build a risk ontology library for individual extreme
violence, systematise and structure risk factors in psychology
and sociology, and build a knowledge graph based on the risk
ontology base;

2) Design a risk-perceiving entity and relationship
extraction mechanism to prompt the project to guide the large
model to identify the semantics of key risks;

3) Propose a risk propagation and quantitative model based
on graph neural networks to realise explainable risk
assessment and traceability analysis.

This research realises the deep integration of knowledge
graph construction and risk assessment, providing transparent,
interpretable and operable intelligent early warning tools for
public security scenarios.

2. METHOD

This paper proposes to build a knowledge graph based on
the risk ontology and an interpretable risk prediction
framework ROKEF, including the construction of the risk
ontology base[16], the construction of knowledge graph
based on the ontology, risk assessment and quantisation. As
shown in Figure 1, the overall framework consists of three
core stages: risk ontology library construction, risk
perception knowledge graph generation, and graph neural
network risk assessment. The framework generates a
knowledge graph that meets the needs of downstream tasks,
extracts the structure and semantic characteristics of the
graph, and conducts risk learning with the support of the
attention mechanism[17], while realising the interpretability
of the results with risk calibration and traceability
mechanisms.

2.1. Construction of Risk Ontology Library

This article is based on the public judgement containing
keywords such as "intentional homicide", "explosion",
"crime of endangering public safety by dangerous methods"
and '"retaliation against society" in the China Referee
Document Network, as well as the reports of Xinhua News
Agency and the People's Daily on major violent cases,
collecting a total of 213 case data. Each of the data contains
information about time, place, person and key behaviour.
Based on theoretical systems such as the Violence Risk
Assessment Guide (VRAG[18]) and the Behavioural Threat
Assessment Model (BTAM[19]), this paper systematically
summarises the concepts and relationships in the data and
constructs a domain risk ontology.

The risk ontology library contains a total of 9 parent
concepts, which are further subdivided into 22 subconcepts,
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covering key risk factors such as speech, behaviour,
psychological characteristics, social situation and historical
background. At the same time, the ontology library defines
10 types of relationships, which are used to express the key
semantic associations in the chain of risk behaviour, such as

"publishment", "implementation", "expression",

"intensification", etc., which can provide a unified semantic

specification for the subsequent knowledge graph

construction.

2.2. Build a Knowledge Graph Based on The
Risk Ontology

This stage aims to build a knowledge graph that conforms
to the risk ontology system from the original text, including
text blocking, entity identification, entity disambiguation,
relationship extraction and other steps.

Text dynamic blocking and vectorization: In order to
ensure semantic integrity, this article adopts a dynamic block
strategy with sentences as the boundary, and divides the
document set D into  several text  blocks
T={text,, texty, ...... , text;}. Subsequently, the BGE-
M3 vector model is used to vectorise each text block to
reduce the processing cost of large models and improve the
accuracy of named entity identification.

T = DocSplit(D) (@Y)
n

s.t.Vi # j,text; Ntext; = O A U text; =D 2
i=1

Ve = {¥; | B; = Vect(text;), text; € T} 3)

Entity identification based on prompt engineering
According to the characteristics of risk scenarios, this article
designs a specific instruction template for the large language
model, focussing on guiding the model to pay attention to key
information such as people, dangerous goods, violent
organisations, psychological state and threatening remarks.
LLM recognises entities paragraph by paragraph on each text
block and generates types and descriptions for them. The
relevant process can be formalised as:

Preentiry; = NER(text,;) @)
)

L

Among them, text; is a text block, and Preen“-tyi is an
entity obtained in advance through LLM.

Solid vectorisation and disambiguation combination: After
vectorisation of the identified entities, this paper groups
similar entities into the same entity set according to the
similarity threshold. First, use formula (6) to screen potential
similar entities, and then complete the entity merger
according to formula (7), and finally generate a unique and
semantically consistent entity node.

Sim(e;) = {ej | ej € Precntity, Vect]udge(ei,ej) = 1} (6)

Same(e;) = {ej | e € Sim(ei),Same]udge(ei, ej) = 1} @)

Relationship construction and ternary authenticity
judgement : After the entity is de-weighted, this paper uses
the vector retrieval method to search for text fragments that
are highly related to the entity in the original text (Formula
8). Then, the retrieval content and entity context will be input
into LLM, and the model will generate a candidate triplet.
Then use LLM as a judge to evaluate the authenticity of the
triplet (Formula 9), and only keep the highly credible
relationship entries.

Preentity = Preentityi



text; €T
retriever(e, v, threshold) = 1} ®
€))
Through the above steps, a structured map conforming to
the risk ontology system can be obtained, providing unified
and high-quality input data for subsequent risk assessment..

retrievery, (e) = {text,v |

rel(e;) = LLM,,, (entityl,retrievenext(ei),retrieverkg(ei))

2.3. Risk Assessment Based on Graph Neural
Network

In order to realise the transformation from static structure
description to risk prediction, this paper constructs a risk
assessment model based on graph neural networks, inputs the
generated knowledge graph into the neural network, outputs
individual risk scores, and provides interpretable traceability
paths.

Node type characteristic representation : This paper maps
the node type into a 7-dimensional distribution vector, and
constructs the risk type characteristics in combination with
the domain a priori risk weight. Let the node set in Figure G
be V, and the node mapping type functionis ¢:V — T, where
T = {PERPETRATOR,WEAPON, ...,PERSON} is a
predefined 7 types, and the preset risk weight vector is w €
R7, then the node fi,pe € R” The calculation of the type
characteristics is as follows:

fO _ Yvev 1) =t) - w;
type V]

Where I(+) is the indicator function, and |V| is the total
number of nodes. This feature also reflects the node category
distribution and risk weight, which helps to improve the risk

(10)

ZTEE Whigh(r) ZreE Wmedium(r) ZreE Wsafe(r)

sensitivity to key nodes.

Features of the topological structure of the figure : In order
to express the risk propagation structure of the graph, this
paper extracts 6-dimensional topological characteristics,
including the number of nodes |V, the number of edges |E]|,

. |E|
graph density p(G) = IvI=D”

dmax(G) and weak connectivity index Cyeax(G) (the
connected value is 1, otherwise it is 0). Among them, S, is
the normalisation factor, and its calculation method is as
shown in formula (11).
V| |E d(G) d G
fstruct = %)L_l’p(G)’%,rgLU
v e da Admax

average d(G), maximum

, Cweak(G) (11)
Semntic risk characteristics: In order to reflect the risk
intensity in the semantics of the text, this article constructs a
collection of three types of keywords: high, medium and low
and gives weight. The text of the node feemantic € R® is
composed of names and descriptions, and the semantic risk
characteristics are calculated as follows:
f(c) _ Yvev Zke?(c H(k € teXt(v)) ~w(k)

semantic — |V|

Among them, ¥, is the keyword set, and w(k) is its
corresponding weight.

Relationship risk characteristics: The type of edge also
reflects the nature of risky behaviour. This paper divides three
types of risk relationship sets and extracts four-dimensional
relationship characteristics:

(12)

frelation -

|E| '

Among them, w,(r) is the weight of relation r
Feature coding and attention weighting: The multimodal
risk characteristics of nodes and edges are input into the
multi-layer perception machine encoder, and mapped to a
more distinguishable hidden space through formulas (14)-
(16), where x € R%nput js the input feature, and z €
R%idden/4 is the feature after coding:
h; = Dropout(ReLU(BatchNorm(W;x + b;)))  (14)
h, = Dropout(ReLU(BatchNorm(W,h; + b,))) (15)
z = ReLU(W;h, + b3) (16)
Then use the attention mechanism to assign weights to
different dimensions:
a = (W, tanh (W,,z + b,y) + byy) an
Zaw = Oz (18)
Among them, o is the sigmoid function, and a is the
attention weight.
Risk prediction and calibration mechanism: The final risk
score of the weighted characteristics is output by the predictor

y.

9 = 6(WyZay + by) (19)

Considering the imbalance of high and low-risk samples
and the possible deviation of the predicted value from the
expected distribution, this paper designs a rule-based risk
calibration function. Integrate node types, semantic
characteristics and relational characteristics to construct risk

|E|

47

(13)

()

indicators (CRI), and calibrate them according to formula (20)
to put large high-risk samples and suppress low-risk noise, so
that the final score is more in line with the needs of early
warning scenarios.

CRI=04- fnode +04- fsemantic +02- frelation (20)

Risk traceability and explainability: In order to realise the
interpretability of the results, this paper measures the source
of risk according to the node contribution. Node contribution

is calculated in combination with node risk type weight and
keyword contribution coefficient:

' |E|

Contribution(v) = min wtype(qb(v))

+ Z 1(k € text(v))

kE:Khigh

(e2y)

-A4,1.0

The final output includes the overall risk score, the most
contributing node Top-K and its high-risk relationship path,
which provides a decision-making basis for public security
early warning.



3. Experiment In order to construct a control data set, this article selects
) ) ) ) the daily life records of 100 low-risk subjects, including
This chapter aims to verify the effectiveness of the model  profegsional activities, hobbies, family socialising and other
proposed in this article in risk quantification tasks. The  contents. This kind of data reflects typical normal behaviour
content of the experiment mainly includes data source and patterns, which helps the model to learn the semantic
preprocessing, baseline model setting, evaluation index difference boundaries of high and low-risk texts, thus
definition and experimental result analysis. enhancing the ability to identify risks.
All texts have been uniformly preprocessed, including the
setting of specific named entity identification prompts

' 1C [20]and relationship extraction prompts to highlight key
article selects case data from authoritative channels such as jnformation such as violent behaviour, extreme speech,

press releases and public judgements of China Referee  ,oychological state, etc. This article uses Qwen2.5-72B
Document Networ'k, covering typical personal extreme  [2]]to complete the extraction of time, place and subject-
violence such as knife murder, driving collision, arson and so predicate structure, and uses BGE-M3[22] for sentence

on. Each record contains information such as the summary of  yector coding. Under the guidance of the risk ontology library,
the case, the characteristics of the subject of the behaviour, e model can accurately extract entities and relationships

3.1. Data Sources and Preprocessing
In view of the special nature of the research object, this

the background of the incident and the final consequences. from the original text.
Text Processing and Dynamic Node Risk Representation
Chunking
- Node Type Semantic Risk
Sentence-wise Text
. . S Features Features
Chunking Vectorization
i L
include -aph— isk
~ Risk Entity Recognition for Risk Gla?es;;u:;tu;eijlsk
22 child concepts inclule— Ontology ——N Perception
" Library I Prompt LLM Topological Relational
e Template Recognition Features Risk Features
Knowledge Graph Constructed Abstract of
1 - Based on the — il
Risk Ontology Library Risk Scores
Entity Vectorization and

GNN Feature Encoding

Disambiguation

Text Filtering Merge into Feature

Potential Unified Encoding
Entities Entities l

Attention
Weighting

1 Interpretability
Relation Extractign and Triple Risk Node
_ Generation Seore Contribution
Vector LLM Degree
Retrieval Evaluation

Figure 1. Knowledge graph construction and interpretable risk prediction framework

. [25], relationship alignment and knowledge integration.

3.2. Baseline Models The above thlreeg methods represen% the gmains‘[ream
In order to comprehensively verify the advantages of the  paradigms in the field of current knowledge graph

method in this article, the following three representative construction: end-to-end generation, graph enhancement

knowledge graph construction methods are selected as the  retrieval and retrieval enhancement extraction, which can be

comparative baseline: used as a comparative verification of the superiority of the
KGGen[23] was proposed by the Stanford Trusted  method in this article.

Artificial Intelligence Research Team, which can . .

automatically convert unstructured text into a structured 3.3. Evaluation Metrics

knowledge network containing entities and relationships In order to quantitatively evaluate the quality of knowledge

based on language models and clustering algorithms. The tool graph generation and its support for risk assessment tasks,

supports direct call through the Python library, is easy to this paper adopts the following indicators:

operate, and is suitable for knowledge extraction of general Entity Density (ED):
text. gp = e (22)
The GraphRAG[24] framework proposed by Microsoft D))

combines the knowledge graph with the retrieval
enhancement mechanism, and realises document-level
semantic modelling through the three steps of graph indexing,
graph retrieval and graph enhancement. GraphRAG improves
the semantic acquisition ability of long texts through
structured entity relationships.

N, represents the number of entities, and D represents the
total number of words in the text where the entity is located.
The more entities, the stronger the ability to extract semantic
information.

Relation Richness (RR):

RAKG was proposed by the Shanghai Artificial RR = 5 (23)
Intelligence Laboratory to realise the retrieval and enhanced . . )
extraction of long texts through the "pre-entity" mechanism. N, represents the number of terds or attribute relationships

The framework can effectively alleviate the problem of  in the graph. The larger the value, the more complex the
"long-term forgetting" in the understanding of long texts in relathnshlp network and the more adequate the information
large models, and has advantages in physical disambiguation ~ retention.
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Entity Fidelity (EF):
Ne

1
EF = N_Z LLMJudgecneiy (e;, retrievery, (e;)) (24)
€=

Use LLM as a judge to assign a credibility score of 0 to 1
to each entity to measure the reliability of the entity.

Relation Fidelity (RF):

RF

(25)

Ni,z LLMJudge, (e; retriever,, (ei),retrievervkg (e)
Similarly, LLM determines the authenticity of the
relationship and outputs the credibility of 0 to 1, reflecting the
extraction quality of the relationship.
Measure the performance of knowledge graph in
downstream risk identification based on high and low risk
labels based on entity credibility, relationship credibility and

manual labelling. The higher the accuracy rate, the better the
retention effect of the graph on extreme semantics.

3.4. Experimental Results

The experimental results of the four models on the data set
proposed in this article are shown in Table 1, among which
the bold font represents the optimal effect. We will further
show the detailed results below.

3.4.1. Entity Density and Relationship Richness

Entity Density and Richness of Knowledge Graphs by Different Models

m= Entity Density
Relatian Richress

0.08 -

0.04-

KGGen GraphRAG RAKG aurs

Madel Name
Figure 2. Entity density and relationship richness of knowledge
graph built by different models

After text blocking, vectorisation, pre-entity extraction and
entity disambiguation, this article guides LLM through a
specific prompt template, which can output high-quality
triplets under the premise of maintaining format
specifications. The results of the entity density and
relationship richness of the knowledge graph constructed by
different models are shown in Figure 2. This method is
significantly higher than the number of identifications of
extreme behavioural semantics, psychological characteristics
related entities and key risk relationships compared to the
model, which shows that the risk ontology library and prompt
template can effectively improve the risk-related semantics.
Take the ability.

3.4.2. The Confidence of Entities and Relationships

The credibility of the entities and relationships of the
knowledge graph built through different models is shown in
Figure 3. In the figure, it can be seen that the credibility of
the model entities and relationships proposed in this paper is
higher than that of other models.

Entity and Relation Confidence Distribution by Mode!

e o a o

Confidance

Typs
-
(L=

aurs Greieg KEten RakC

Figure 3. The credibility distribution of different models to
construct knowledge graph
3.4.3. The Accuracy Rate of Risk Score and Label
Correspondence

This article stipulates that the risk score corresponding to
high-risk labels is between 0.7-1, while the risk score
corresponding to low-risk labels is between 0-0.2. In terms of
overall performance, the method in this paper shows a clear
separation of the risk score of high and low risk samples: the
score of high-risk samples is concentrated in 92.7%-96.3%,
with an average value of 93.8%; the score of low-risk samples
is distributed at 4.8%—12.3%, with an average value of 8.9%;
the average difference between high and low risks reaches 84.
9%, the decision-making boundary is clear, and the variance
within the category is small. In contrast: the abnormal rate of
GraphRAG high-risk samples reaches 40.7%, and the
distribution of low-risk samples is concentrated in 0.48—
0.484, which is difficult to distinguish the categories; KGGen
high and low-risk mean is close (the difference is only
0.0006), and the classification ability is close to random;
RAKG has high-risk samples In the case of extremely low
scores and high scores of low-risk samples, some sample
scores overlap, as shown in Figure 4.

Risk Scoro Distribution by Model Risk Score vs Labol Validation Results

Samplo Cout
walidation Pass Rato
#

m “
e 1o

Figure 4. Risk score and label corresponding accuracy distribution
analysis of different models

amwecs RN
Model

Table 1. The performance results of the four models

Model Name Entity Density Relation Richness Accuracy of Scores and Label Correspondence
KGGen 0.0244 0.0315 49.8%
GraphRAG 0.0511 0.0408 53.6%
RAKG 0.0511 0.0512 71.2
Ours 0.0895 0.0537 97.2%

The above results show that the risk ontology library,
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prompt template and GNN risk assessment module built in



this paper have significant advantages, and they are stable in
extreme semantic capture and risk identification tasks.

4. Conclusion

In response to the problems of insufficient risk semantic
structure, difficult to portray the key behaviour chain and lack
of interpretability of risk assessment in the early identification
of individual extreme violence, this study has built a complete
technical framework covering risk knowledge modelling, risk
information extraction and risk quantitative evaluation, and
put forward knowledge based on the risk ontology library.
Graph Construction and Explainable Risk Forecasting
Framework (ROKEF). The experimental results show that the
framework is significantly superior to the KGGen,
GraphRAG and RAKG methods in terms of risk entity
identification, extreme semantic capture and relational
network quality. In the risk prediction task, the average
difference between high and low risk samples reaches 84.9%,
and the node contribution can effectively reveal the key wind.
The source of risk and the chain of behaviour verify the
validity and interpretability of the model. Although good
results have been achieved, the method in this article still has
limitations in terms of risk ontology dependence on expert
experience, scarcity of extreme event data and single text
modality. Its scope of application is mainly aimed at
individual early warning scenarios with sufficient text and
clear risk characteristics. Future research can be further
expanded from multimodal risk graph, timing risk modelling,
weak supervision and migration learning, and interpretable
diagram reasoning to improve the robustness and cross-scene
application ability of the model. In general, the ROKEF
framework proposed in this paper provides a feasible and
practical technical path for the structured representation and
risk warning of personal extreme violence.
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