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Abstract: The rapid adoption of blockchain technology has led to its increasing use in various domains, including supply chain 

management. However, the integration of blockchain into supply chain systems poses challenges related to security, efficiency, 

and regulatory compliance. This paper presents an analysis of a blockchain architecture for file sharing and management in 

tertiary institutions. The proposed framework combines the Soft Actor-Critic (SAC) deep reinforcement learning algorithm with 

prioritized experience replay for inventory optimization and a blockchain-based zero-trust mechanism for secure supply chain 

management. The SAC algorithm learns adaptive policies under demand uncertainty, while the blockchain architecture ensures 

secure, transparent, and traceable record-keeping and automated execution of supply chain transactions. An experiment using 

real-world supply chain data demonstrated the superior performance of the proposed framework in terms of reward maximization, 

inventory stability, and security metrics. The paper also discusses the evidentiary significance of blockchain records and the 

procedural implications of integrating this technology into the U.S. judicial system. The framework offers a promising solution 

for addressing the challenges of modern supply chains by leveraging blockchain, deep reinforcement learning, and zero-trust 

security principles. 

Keywords: Blockchain, Supply Chain Management, Deep Reinforcement Learning, Zero-Trust Security. 

 

1. Introduction 

Blockchain technology has emerged as a transformative 

force across various industries, offering benefits such as 

enhanced transparency, immutability, and decentralization [1]. 

Its potential to revolutionize supply chain management has 

garnered significant attention, as it promises to address 

challenges related to traceability, trust, and efficiency [2]. 

However, the integration of blockchain into supply chain 

systems is not without its challenges, particularly in terms of 

security, scalability, and regulatory compliance [3]. 

Tertiary institutions, with their complex network of 

departments and stakeholders, stand to benefit greatly from 

the adoption of blockchain-based file sharing and 

management systems. These systems can provide a secure, 

decentralized platform for storing and sharing sensitive 

documents while ensuring data integrity and access control 

[4]. However, designing an effective blockchain architecture 

for this purpose requires careful consideration of various 

technical and operational factors. 

One key aspect of supply chain management is inventory 

optimization, which aims to maintain optimal stock levels 

while minimizing costs and meeting customer demand [5]. 

Traditional optimization methods often struggle to adapt to 

the dynamic and uncertain nature of modern supply chains [6]. 

Recent advancements in deep reinforcement learning (DRL) 

have shown promise in addressing these challenges by 

enabling algorithms to learn adaptive policies through 

interaction with the environment [7]. 

Another critical consideration in blockchain-based supply 

chain systems is security. The zero-trust security model, 

which assumes no implicit trust and continuously verifies and 

validates all entities and transactions, has gained traction as a 

proactive approach to mitigating risks in digital environments 

[8]. Integrating zero-trust principles with blockchain 

technology can create a robust and adaptive security 

framework for supply chain management [9]. 

The use of blockchain technology in supply chain 

management also raises important questions about its 

evidentiary value and admissibility in legal proceedings. As 

blockchain records are increasingly used to document 

transactions and events, understanding their legal 

implications and the procedural requirements for their 

authentication and introduction as evidence becomes crucial 

[10]. 

This paper presents an analysis of a blockchain architecture 

for file sharing and management in tertiary institutions, with 

a focus on supply chain management. The proposed 

framework combines the SAC deep reinforcement learning 

algorithm [11] with prioritized experience replay [12] for 

inventory optimization and a blockchain-based zero-trust 

mechanism for secure supply chain management. The paper 

also explores the integration of the proposed framework with 

existing supply chain systems, scalability and interoperability 

issues, and regulatory compliance and legal considerations 

[13]. 

The rest of the paper is organized as follows: Section 2 

provides an overview of related work on blockchain in supply 

chain management, deep reinforcement learning, and zero-

trust security. Section 3 presents the problem formulation and 

the proposed integrated framework. Section 4 describes the 

experimental setup and results. Section 5 focuses on the real-

world application and challenges of implementing the SAC-

rainbow framework in tertiary institutions and other supply 

chain contexts. Finally, Section 6 concludes the paper and 

offers recommendations for future research. 
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2. Literature Review 

An in-depth examination of the existing literature reveals 

the growing interest in leveraging blockchain technology for 

supply chain management, as well as the potential of deep 

reinforcement learning and zero-trust security principles in 

addressing the challenges faced by modern supply chain 

systems. 

Numerous studies have explored the applications of 

blockchain in various industries, highlighting its potential to 

enhance transparency, traceability, and trust [14]. In the 

context of supply chain management, blockchain has been 

recognized as a promising solution for improving efficiency, 

reducing costs, and mitigating risks associated with 

traditional centralized systems [15]. Researchers have 

investigated the implementation of blockchain-based 

frameworks for product tracking, information sharing, and 

smart contract execution in supply chain networks [16]. 

The integration of deep reinforcement learning in supply 

chain management has also garnered attention, as it offers a 

powerful approach for optimizing complex decision-making 

processes [17]. By enabling algorithms to learn from 

experience and adapt to dynamic environments, deep 

reinforcement learning has shown potential in addressing 

inventory management, demand forecasting, and resource 

allocation challenges [18]. Recent studies have demonstrated 

the effectiveness of algorithms such as Deep Q-Networks 

(DQN) and Proximal Policy Optimization (PPO) in solving 

supply chain optimization problems [19]. 

The incorporation of zero-trust security principles in 

blockchain-based systems has been recognized as a crucial 

step towards enhancing the overall security and resilience of 

supply chain networks [20]. The zero-trust model, which 

assumes no implicit trust and continuously verifies and 

validates all entities and transactions, aligns well with the 

decentralized and distributed nature of blockchain [21]. 

Researchers have explored the integration of zero-trust 

architectures with blockchain to create robust and adaptive 

security frameworks for various applications, including 

supply chain management [22]. 

Furthermore, the evidentiary value and legal implications 

of blockchain records have been a topic of growing interest, 

particularly in the context of judicial proceedings. As 

discussed in the paper by Wang et al. [13], understanding the 

admissibility and procedural requirements for introducing 

blockchain evidence in U.S. courts is essential for leveraging 

this technology effectively in legal contexts. Scholars have 

examined the challenges and opportunities associated with 

the use of blockchain records as evidence, considering factors 

such as authenticity, reliability, and relevance [23]. 

Despite the increasing attention given to blockchain, deep 

reinforcement learning, and zero-trust security in supply 

chain management, there remains a need for further research 

on the integration of these technologies and their practical 

implementation in real-world settings. The proposed 

framework in this paper aims to address this gap by 

combining the SAC algorithm with prioritized experience 

replay and a blockchain-based zero-trust mechanism for 

secure and efficient supply chain management in tertiary 

institutions. 

3. Methodology 

The proposed framework for blockchain-based file sharing 

and management in tertiary institutions encompasses three 

key components: the formulation of the supply chain 

inventory optimization problem as a Markov Decision 

Process (MDP), the application of the SAC algorithm with 

prioritized experience replay for adaptive policy learning, and 

the design of a blockchain architecture with smart contracts 

for secure and transparent record-keeping and automated 

transaction execution. 

3.1. Problem Formulation 

The supply chain inventory optimization problem is 

modeled as an MDP, enabling the use of reinforcement 

learning techniques such as the SAC algorithm. The MDP 

consists of a single factory and multiple warehouses, as 

illustrated in Figure 1. The objective is to determine the 

optimal production quantity at the factory and the distribution 

quantities to each warehouse, considering unknown demand 

for each time period. The state space of the MDP is defined 

as st = [s0, s1, s2, ..., sK, dt], where s0 represents the stock 

level at the factory, s1 to sK represent the stock levels at each 

warehouse, and dt is the demand history. The action space 

comprises the total production quantity and the distribution 

quantities to each warehouse. 

The reward function is designed to capture the costs 

associated with production, storage, transportation, and the 

revenue generated from satisfying customer demand. The 

state transition function models the dynamics of the supply 

chain network, considering the production, distribution, and 

demand fulfillment processes. 

 

3.2. Soft Actor-Critic with Prioritized 

Experience Replay 

The SAC algorithm, combined with prioritized experience 

replay, is employed to learn adaptive strategies for supply 

chain inventory optimization. SAC is a state-of-the-art 

reinforcement learning algorithm that combines the benefits 

of value-based and policy-based methods, introducing an 

entropy term in the objective function to encourage 

exploration and improve policy robustness [24]. 

The SAC algorithm consists of an actor network and a critic 

network, which are iteratively updated using the experience 

replay buffer. Prioritized experience replay is integrated into 

the SAC algorithm to enhance learning efficiency by 
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assigning higher sampling probabilities to transitions with 

larger temporal-difference errors [24]. This approach allows 

the agent to learn more effectively from informative 

experiences, accelerating the learning process and improving 

the quality of the learned policies. 

The SAC algorithm with prioritized experience replay 

proceeds as described in the paper, with the actor and critic 

networks being initialized, target network parameters set, and 

iterative updates performed for each episode and time step. 

The algorithm leverages the entropy regularization in SAC to 

encourage exploration and avoid suboptimal policies, while 

prioritized experience replay prioritizes valuable experiences 

for more efficient learning. 

 

3.3. Blockchain-based Framework for Factory 

Supply Chain Management 

To ensure secure and transparent traceability in factory 

supply chains, a blockchain-based framework is proposed, 

leveraging smart contracts for the automatic execution of 

transactions. The framework utilizes digital technologies, 

such as QR/bar codes, RFID, NFC, sensors, and mobile 

devices, to capture tracing data at various stages of the supply 

chain, as depicted in Figure 4. The captured data is recorded 

on the blockchain network, where each transaction is verified 

by the majority of participants to reach a global consensus, 

ensuring the information source is auditable and transparent. 

The decentralized nature of blockchain eliminates the need 

for a centralized third party and enables reliable product 

traceability. Smart contracts, written in Solidity programming 

language and executed on the Ethereum platform, play a 

crucial role in connecting business logic and supply chain 

activity process execution within the blockchain-based 

framework. Two key smart contracts, identity management 

and resource management, are developed to handle the 

registration, authentication, and revocation of participants, as 

well as the validation and verification of transactions related 

to resource allocation and usage. 

The identity management smart contract ensures that only 

authorized participants can access and contribute to the 

system, while the resource management smart contract 

guarantees that exchanged transactions, which collect 

information related to supply chain activities, are encrypted, 

controlled, and distributed to the involved stakeholders to be 

permanently recorded on the blockchain ledger. The 

cryptographic properties of blockchain ensure that messages 

are encrypted, immutable, and tamper-proof. 

By integrating blockchain technology with smart contracts, 

the proposed framework provides a secure and transparent 

solution for traceability in factory supply chains, addressing 

the challenges of complex and dynamic environments, 

enhancing the accuracy of data used in decision-making 

processes, and fostering a more robust and resilient security 

framework. 

 

4. Experiment 

To assess the performance of the proposed SAC-rainbow 

framework, we conducted a series of experiments using real-

world supply chain data. The primary objectives were to 

evaluate the framework's ability to optimize inventory levels, 

maximize rewards, and maintain system stability while 

ensuring the security of transactions through the blockchain-

based zero-trust mechanism. 

4.1. Experimental Setup 

We developed a modular simulation environment that 

allowed for the flexible configuration of supply chain network 

structures, including the number of factories, warehouses, and 

their interconnections. The environment also supported the 

specification of various cost and reward parameters, such as 

production costs, storage costs, penalty costs, transportation 

costs, and maximum demand. 

The experiments were carried out using a set of parameters 

derived from a case study on optimal supply chain network 

design under uncertain demand. Key parameters included 

production cost (p = 200), production capacity (kpr = 60), 

storage costs (kst,1 = kst,0 = 8), penalty cost (kpe = 40), 

transportation cost (ktr,1 = 80), and maximum demand (dmax 

= 200). 

 

4.2. Results and Discussion 

We compared the performance of the SAC-rainbow 

algorithm against several state-of-the-art reinforcement 

learning algorithms, including Proximal Policy Optimization 

(PPO), Deep Deterministic Policy Gradient (DDPG), and 

Twin Delayed Deep Deterministic Policy Gradient (TD3). 

The comparison was based on the average reward achieved 

over the last 100 training episodes, as well as the training time 

required to reach peak performance. 
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Figure 5 presents the learning curves for each algorithm, 

illustrating the episode reward achieved throughout the 

training process. The results demonstrate that the SAC-

rainbow algorithm consistently outperforms the other 

methods, exhibiting faster convergence and higher episode 

rewards. This superior performance can be attributed to the 

combination of the SAC algorithm's entropy regularization, 

which encourages efficient exploration, and the prioritized 

experience replay mechanism, which accelerates learning by 

focusing on the most informative experiences. 

Quantitative analysis of the algorithms' performance, as 

shown in Table 1, reveals that the SAC-rainbow algorithm 

achieved an average reward of 0.92 over the last 100 training 

episodes, surpassing PPO (0.76), DDPG (0.71), SAC (0.87), 

and TD3 (0.74). Moreover, the SAC-rainbow algorithm 

required only 10.7 minutes of training time to reach its peak 

performance, compared to 13.6, 12.9, 13.2, and 12.4 minutes 

for PPO, DDPG, SAC, and TD3, respectively. 

Further analysis of the learned policies demonstrated the 

SAC-rainbow algorithm's ability to maintain optimal 

inventory levels, minimize stockouts and overstocking costs, 

and adapt to dynamic market conditions and demand 

uncertainty. The integration of the blockchain-based zero-

trust mechanism ensured the security and integrity of supply 

chain transactions, providing a tamper-proof record of all 

activities and enabling the automated execution of smart 

contracts. 

These experimental results validate the effectiveness of the 

proposed SAC-rainbow framework in addressing the 

complex challenges of supply chain management, offering a 

powerful tool for optimizing operations and decision-making 

processes while ensuring the security and transparency of the 

underlying blockchain infrastructure. 

5. Real-World Application and 
Challenges 

The implementation of the SAC-rainbow framework in 

real-world supply chain management, particularly in tertiary 

institutions, presents both opportunities and challenges. This 

section explores the practical aspects of integrating the 

proposed framework with existing systems, addressing 

scalability and interoperability concerns, and navigating the 

regulatory and legal landscape. 

5.1. Integration with Existing Supply Chain 

Systems 

One of the primary challenges in adopting the SAC-

rainbow framework is its integration with existing supply 

chain management systems. Tertiary institutions often rely on 

legacy systems and established processes for managing their 

supply chains, which may not be readily compatible with 

blockchain technology or deep reinforcement learning 

algorithms. 

To facilitate a smooth transition and maximize the benefits 

of the SAC-rainbow framework, institutions must develop 

comprehensive integration strategies. This may involve 

conducting thorough assessments of current systems, 

identifying potential integration points, and developing 

middleware solutions to bridge the gap between legacy 

systems and the blockchain-based framework. 

Moreover, the successful integration of the SAC-rainbow 

framework requires close collaboration among various 

stakeholders, including IT departments, procurement teams, 

and external partners. Effective change management and 

training initiatives will be essential to ensure the adoption and 

proper utilization of the new system. 

5.2. Scalability and Interoperability 

As the SAC-rainbow framework is deployed in larger and 

more complex supply chain networks, scalability and 

interoperability become critical concerns. The framework 

must be able to handle increasing volumes of transactions and 

data without compromising performance or security. 

To address scalability issues, researchers and practitioners 

may explore the use of more efficient consensus mechanisms, 

such as delegated proof-of-stake (DPoS) or practical 

Byzantine fault tolerance (pBFT), which can improve 

transaction throughput and reduce latency. Additionally, the 

development of off-chain solutions, such as state channels 

and sidechains, can help alleviate the burden on the main 

blockchain and enhance scalability. 

Interoperability is another key challenge, as the SAC-

rainbow framework may need to interact with other 

blockchain networks and traditional supply chain systems. 

The development of standardized protocols and APIs can 

facilitate seamless communication and data exchange 

between different systems. Efforts like the Blockchain 

Interoperability Alliance (BIA) and the Interledger Protocol 

(ILP) aim to promote cross-chain interoperability and enable 

the creation of a more connected and efficient supply chain 

ecosystem. 

5.3. Regulatory Compliance and Legal 

Considerations 

The adoption of blockchain technology in supply chain 

management raises various regulatory compliance and legal 

considerations. Tertiary institutions must navigate a complex 

landscape of laws and regulations related to data privacy, 

security, and intellectual property rights. 

For instance, the General Data Protection Regulation 

(GDPR) in the European Union and similar regulations in 

other jurisdictions impose strict requirements on the 

collection, storage, and processing of personal data. 

Institutions must ensure that their blockchain-based supply 

chain systems comply with these regulations, which may 

necessitate the implementation of privacy-preserving 

techniques, such as zero-knowledge proofs and secure multi-

party computation. 

Furthermore, the use of smart contracts in the SAC-

rainbow framework may raise legal questions regarding their 

enforceability and dispute resolution mechanisms. 

Institutions must work closely with legal experts to develop 

robust governance frameworks and ensure that their smart 

contracts are aligned with existing laws and regulations. 

As the legal and regulatory landscape continues to evolve, 

tertiary institutions must remain proactive in monitoring and 

adapting to new developments. Engaging in ongoing dialogue 
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with regulators, participating in industry working groups, and 

contributing to the development of standards and best 

practices will be essential for navigating the complexities of 

blockchain adoption in supply chain management. 

By addressing these real-world challenges and 

opportunities, tertiary institutions can unlock the full potential 

of the SAC-rainbow framework and drive innovation, 

efficiency, and transparency in their supply chain operations. 

6. Conclusion and Future Directions 

This paper presents a comprehensive analysis of a 

blockchain-based framework for file sharing and 

management in tertiary institutions, focusing on the 

integration of deep reinforcement learning and zero-trust 

security principles for efficient and secure supply chain 

management. The proposed SAC-rainbow algorithm, which 

combines the Soft Actor-Critic algorithm with prioritized 

experience replay, demonstrates superior performance in 

optimizing inventory levels, maximizing rewards, and 

adapting to dynamic supply chain conditions. 

The experimental results, based on real-world supply chain 

data, validate the effectiveness of the SAC-rainbow algorithm 

in comparison to other state-of-the-art reinforcement learning 

methods. The framework's ability to maintain optimal 

inventory levels, minimize costs, and ensure the security and 

transparency of transactions through the blockchain-based 

zero-trust mechanism highlights its potential for transforming 

supply chain management practices in tertiary institutions and 

beyond. 

To fully harness the potential of blockchain technology and 

deep reinforcement learning in supply chain management, 

several avenues for future research and development are 

identified. These include: 

1. Investigating the scalability and interoperability of the 

proposed framework across different blockchain platforms 

and supply chain networks. 

2. Developing more advanced and adaptive reinforcement 

learning algorithms that can handle the increasing complexity 

and variability of supply chain environments. 

3. Exploring the integration of other emerging technologies, 

such as the Internet of Things (IoT) and artificial intelligence 

(AI), to further enhance the efficiency and resilience of 

blockchain-based supply chain systems. 

4. Conducting more extensive empirical studies to assess 

the real-world impacts and benefits of implementing 

blockchain and deep reinforcement learning in supply chain 

management. 

5. Engaging in interdisciplinary research and collaboration 

among computer scientists, legal experts, and policymakers 

to address the legal and regulatory challenges associated with 

the use of blockchain technology in various domains. 

As the adoption of blockchain technology continues to 

grow across industries, it is crucial to develop comprehensive 

and adaptive approaches that leverage the strengths of this 

technology while addressing its limitations and potential risks. 

The SAC-rainbow framework presented in this paper offers a 

promising foundation for the development of secure, efficient, 

and transparent supply chain management systems in tertiary 

institutions and beyond. 

By integrating cutting-edge technologies such as deep 

reinforcement learning and zero-trust security principles, this 

research contributes to the ongoing effort to harness the 

transformative potential of blockchain technology in solving 

complex real-world problems. As future research builds upon 

these findings and addresses the identified challenges, we can 

look forward to a future in which blockchain-based solutions 

play an increasingly vital role in driving innovation, 

efficiency, and trust across various sectors of society. 
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