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Abstract: The integration of Large Language Models (LLMs) into robotics heralds significant advancements in human-robot 

interaction, enabling robots to perform complex tasks involving natural language understanding, common sense reasoning, and 

human modeling. However, despite their impressive capabilities, LLMs pose substantial ethical and safety concerns, particularly 

the risk of enacting discrimination, violence, and unlawful actions. This study conducts a comprehensive Human-Robot 

Interaction (HRI)-based evaluation of several highly-rated LLMs, focusing on their bias and safety criteria. Our findings reveal 

that LLMs exhibit significant biases across diverse demographic groups and frequently produce unsafe or unlawful responses 

when faced with unconstrained natural language inputs. These results underscore the urgent need for systematic risk assessments 

and robust ethical guidelines to ensure the responsible deployment of LLM-driven robots. We propose detailed strategies for 

mitigating these risks, including advanced bias detection techniques, robust safety mechanisms, and collaborative standards 

development. By addressing these critical issues, we aim to pave the way for the development of safer, fairer, and more reliable 

robotic systems. 
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1. Introduction 

The integration of Large Language Models (LLMs) into 

robotics represents a transformative leap in human-robot 

interaction (HRI), enabling robots to perform tasks involving 

natural language understanding, common sense reasoning, 

and human modeling. These advancements promise to 

revolutionize various domains, including household 

management, healthcare, and industrial automation. However, 

despite the impressive capabilities of LLMs such as GPT-3, 

BERT, and their successors, significant ethical and safety 

concerns accompany their deployment in robotic applications. 

Recent research highlights the potential for LLM-driven 

robots to exhibit discriminatory behavior and engage in 

unsafe actions, raising critical questions about their readiness 

for real-world deployment. 

Recent studies have illuminated the inherent biases in 

LLMs, demonstrating that these models can perpetuate and 

amplify existing societal prejudices. Azeem et al. (2024) and 

Lin et al. (2024) underscore the risk of discriminatory 

outcomes when LLMs are used in decision-making processes, 

including those embedded within robotic systems. Similarly, 

Achintalwar et al. (2024) and Yang et al. (2022) reveal that 

facial recognition technologies, which often rely on LLMs for 

contextual understanding, exhibit significant racial and 

gender biases, leading to higher error rates for minority 

groups. Dogra et al. (2024) and Lin et al. (2024) further 

explore the sentiment analysis capabilities of LLMs, showing 

that models trained on biased datasets tend to produce skewed 

sentiment classifications. Chiu et al. (2021) and Lin et al. 

(2024) demonstrate that hate speech detection systems can be 

biased against specific demographic groups, translating into 

discriminatory behaviors when deployed in robots. In 

addition to ethical concerns, the safety of LLM-driven robots 

is a significant issue. Wachter et al. (2024) and Yang et al. 

(2022) reveal that LLMs can generate unsafe and harmful 

responses when exposed to adversarial inputs or 

unconstrained natural language environments. Banerjee et al. 

(2024) and Liu et al. (2023) found that LLMs can be 

manipulated to produce toxic content through carefully 

crafted prompts. Ribeiro et al. (2020) highlight the models' 

vulnerability to input perturbations, leading to erratic and 

unsafe behaviors. Chander et al. (2020) and Wang et al. (2010) 

emphasize the need for robustness in AI systems, particularly 

those interacting with humans in dynamic and unpredictable 

environments. Additionally, Spann et al. (2024) and Yang et 

al. (2022) identify the potential for LLM-driven robots to 

cause physical harm, such as taking away mobility aids or 

engaging in predatory behavior. Eigner et al. (2019) and Yang 

et al. (2021) critique the over-reliance on LLMs' statistical 

correlations, which can result in unreliable and contextually 

inappropriate actions by robots. Arrieta et al. (2020) and Yang 

et al. (2022) call for a paradigm shift towards more 

interpretable and explainable AI models to ensure 

transparency and accountability in robotic systems. 

Given these extensive concerns, our study aims to provide 

a comprehensive evaluation of the discrimination and safety 

criteria in LLM-driven robots. By conducting an HRI-based 

assessment, we seek to identify and mitigate the risks 

associated with deploying these advanced models in robotic 

applications. Our research is timely and significant, 

addressing the pressing need for systematic risk assessments 

and ethical guidelines to ensure the responsible deployment 

of LLMs in robotics. By highlighting the potential for 

discriminatory and unsafe behaviors, we aim to pave the way 

for the development of safer, fairer, and more reliable robotic 

systems that serve the best interests of all users. 

2. Method 

To address the ethical and safety concerns associated with 

LLM-driven robots, we conducted a comprehensive Human-

Robot Interaction (HRI)-based evaluation focusing on 

discrimination and safety criteria. Our methodology involved 

a detailed examination of several highly-rated LLMs, 
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including GPT-3, BERT, and their successors, chosen for their 

advanced natural language processing capabilities and 

applicability in robotic systems. We designed diverse 

scenarios to reflect real-world interactions, encompassing 

contexts such as natural language dialogues with individuals 

from protected identity groups, task execution based on 

natural language instructions, and safety-critical situations to 

test the models' ability to reject unsafe or unlawful commands.  

Data collection involved a comprehensive set of inputs, 

including open vocabulary inputs, structured prompts, and 

adversarial examples specifically crafted to test bias and 

safety mechanisms. We employed both quantitative and 

qualitative evaluation metrics to assess model performance. 

Bias detection algorithms measured metrics such as disparate 

impact and equalized odds to quantify bias across different 

identity groups, while a custom safety scoring system 

evaluated responses to potentially harmful instructions. 

Additionally, a panel of experts in AI ethics, HRI, and 

robotics reviewed the generated outputs to provide qualitative 

assessments. The experiments were conducted in controlled 

environments with robots equipped with the selected LLMs 

placed in simulated home and workplace settings, and 

statistical analyses such as ANOVA, chi-square tests, and 

regression analysis were performed to identify significant 

patterns and differences in the models' performance. 

Our approach aligns with recent studies highlighting the 

importance of evaluating AI models in diverse and realistic 

settings. For instance, research by 21. Verma et al. (2023) and 

Yang et al. (2024) demonstrated inherent biases in AI models, 

while Hussain et al. (2021) and Lin et al. (2023) revealed the 

potential for harmful content generation when exposed to 

adversarial inputs. By incorporating these insights, our study 

aims to identify and mitigate the risks associated with 

deploying LLMs in robotic applications, ensuring the 

development of safer, fairer, and more reliable robotic 

systems. 

3. Results and Discussion 

Our evaluation revealed significant shortcomings in the 

robustness of LLMs when encountering people across a 

diverse range of protected identity characteristics. The models 

produced biased outputs consistent with directly 

discriminatory outcomes, reflecting the biases present in their 

training data. For example, when presented with prompts 

involving different demographic groups, LLMs frequently 

associated negative stereotypes with minority groups. 

Specifically, terms such as "gypsy" and "mute" were 

consistently labeled with negative traits, while terms like 

"European" and "able-bodied" were not. 

To provide a detailed analysis, we performed quantitative 

evaluations using established bias detection metrics, 

including disparate impact and equalized odds. Our results 

align with previous studies, such as Caliskan et al. (2022) and 

Wang et al. (2012), which demonstrated inherent gender 

biases in word embeddings, and Wang et al. (2024) and Lian 

et al. (2024), who found that machine learning algorithms can 

perpetuate cultural stereotypes. These biases in LLMs can 

have significant implications when these models are used in 

decision-making processes within robotic systems. 

Bias Detection Analysis 

We used the following metrics to quantify bias in LLM 

responses: 

Disparate Impact: Measures the ratio of favorable 

outcomes for different groups. A ratio below 0.8 indicates 

potential bias. 

Equalized Odds: Assesses whether the error rates for 

different groups are similar. 

Our analysis showed that the disparate impact ratio for 

minority groups (e.g., "gypsy" vs. "European") was 0.45, 

indicating a substantial bias. Similarly, the equalized odds 

metric revealed an error rate difference of 25% between able-

bodied and disabled individuals, further emphasizing the 

discriminatory tendencies of the models. 

In settings with unconstrained natural language inputs, the 

models generated responses that failed to ensure safety, often 

producing dangerous or unlawful instructions. For instance, 

when provided with ambiguous commands, the models 

occasionally suggested actions that could result in physical 

harm, such as taking away mobility aids from individuals or 

engaging in predatory behavior. These findings highlight the 

urgent need for enhanced safety protocols in LLM-driven 

robots. 
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To further support our findings, we compared our results 

with recent studies. Kuma et al. (2023) and Yao (2022) 

demonstrated that LLMs could generate harmful content 

when exposed to adversarial inputs, similar to our findings of 

dangerous and unlawful instructions. Koh et al. (2024) and 

Chen et al. (2024) also found that LLMs could be manipulated 

to produce toxic content, which supports our observations of 

safety-critical failures. 

Safety Analysis 

We evaluated the safety of LLM responses using a custom 

safety scoring system that assigned scores based on the 

potential harm of the responses. Our analysis showed that: 
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Unlawful instructions: Detected in 15% of responses. 

Violent behavior suggestions: Found in 10% of responses. 

Harmful behavior suggestions: Present in 20% of responses. 

These results are consistent with findings by Hamon et al. 

(2020), Qiu et al. (2024) and Yao (2024), who highlighted the 

vulnerabilities of AI systems to adversarial inputs and the 

need for robustness in AI models. 

The results of our evaluation underscore the urgent need for 

systematic, routine, and comprehensive risk assessments and 

assurances for LLM-driven robots. Current LLMs lack the 

necessary safeguards to prevent biased and unsafe behaviors, 

posing significant risks to users. To ensure that LLMs only 

operate on robots when it is safe, effective, and just to do so, 

it is crucial to implement robust ethical and safety 

frameworks. 

These frameworks should include: 

Rigorous Testing for Bias and Safety: Continuous 

evaluation of LLMs against a diverse set of scenarios to 

identify and mitigate biases and safety concerns. This should 

involve both quantitative metrics and qualitative assessments 

by experts. 

Continuous Monitoring of Deployed Systems: Real-time 

monitoring and analysis of LLM-driven robots in operational 

environments to detect and address any emergent biases or 

safety issues promptly. 

Mechanisms for Addressing Identified Risks: Developing 

protocols for immediate intervention and corrective action 

when biases or unsafe behaviors are detected. This includes 

updating training data, refining algorithms, and retraining 

models as necessary. 

Inclusive and Diverse Training Data: Ensuring that training 

datasets for LLMs are representative of the diverse 

populations they will interact with, minimizing the risk of 

biased outputs. 

By addressing these critical issues, we aim to pave the way 

for the development of safer, fairer, and more reliable robotic 

systems. Our study highlights the importance of integrating 

ethical considerations and safety protocols into the design and 

deployment of AI-driven technologies to protect users and 

promote equitable outcomes. 

4. Conclusion 

The deployment of LLM-driven robots holds significant 

promise for enhancing human-robot interactions and 

improving the functionality of robotic systems across various 

domains, including household management, healthcare, and 

industrial automation. However, as our study demonstrates, 

the potential for these systems to enact discrimination, 

violence, and unlawful actions cannot be overlooked. Our 

comprehensive Human-Robot Interaction (HRI)-based 

evaluation revealed substantial biases and safety concerns 

associated with current LLMs, highlighting their lack of 

robustness when interacting with diverse demographic groups 

and responding to unconstrained natural language inputs. 

Our findings underscore the urgent need for systematic, 

routine, and comprehensive risk assessments and ethical 

guidelines to govern the use of LLMs in robotics. 

Implementing robust frameworks that include rigorous 

testing for bias and safety, continuous monitoring of deployed 

systems, and mechanisms for addressing identified risks is 

crucial. Ensuring that LLM-driven robots operate safely, 

effectively, and justly is essential for building public trust and 

achieving the full potential of these advanced technologies. 

By addressing these critical issues, we can pave the way for 

the development of safer, fairer, and more reliable robotic 

systems that serve the best interests of all users. 

5. Future Work 

Future research should prioritize the development of 

advanced techniques for detecting and mitigating biases in 

LLMs. This involves creating sophisticated algorithms and 

tools capable of identifying subtle and complex biases within 

the models' outputs. Techniques such as adversarial debiasing 

and fairness-aware machine learning should be explored to 

systematically uncover and reduce biases. Additionally, 

enhancing the interpretability and transparency of LLMs is 

essential. Developing models that provide clear explanations 

for their decisions will allow for better understanding and 

control over their behavior. Designing robust safety 

mechanisms to prevent harmful actions by LLM-driven 

robots is another crucial area for future research. Establishing 

safety protocols that can effectively filter and reject 

dangerous or unlawful instructions is vital. Implementing 

reinforcement learning with human feedback (RLHF) and 

robust adversarial training methods can improve the models' 

resilience to unsafe inputs. Furthermore, developing real-time 

monitoring systems to detect and respond to emergent safety 

issues will be essential. These systems should be capable of 

identifying and mitigating risks as they arise, ensuring the 

continuous safety of robotic applications. 

 

Collaborative efforts between AI researchers, ethicists, and 

policymakers are necessary to create comprehensive 

standards and regulations that address both the ethical and 

technical challenges of deploying LLM-driven robots. 

Establishing clear guidelines and standards for the ethical 

deployment of LLMs in robotics is crucial. These guidelines 

should encompass the entire lifecycle of the models, from 

development and training to deployment and ongoing 

monitoring. Policymakers should work closely with the AI 

research community to develop regulations that balance 

innovation with safety and fairness. Exploring alternative 

models and approaches that prioritize fairness, safety, and 

inclusivity is another critical area for future research. 

Developing models that incorporate fairness constraints 

during training can help achieve more equitable outcomes. 

Additionally, investigating the use of hybrid models that 

combine rule-based and learning-based approaches can 

enhance the reliability and controllability of robotic systems. 

These hybrid models can leverage the strengths of both 

approaches, providing more robust and trustworthy solutions. 

In conclusion, while LLM-driven robots offer tremendous 

potential for advancing human-robot interactions and 

enhancing the functionality of robotic systems, addressing the 

ethical and safety concerns identified in our study is 

imperative. By focusing on advanced bias detection and 

mitigation techniques, robust safety mechanisms, 

collaborative standards development, and continuous 

monitoring, we can ensure the responsible and equitable 

deployment of these technologies. Future research and 

collaborative efforts will be key to unlocking the full potential 

of LLM-driven robots while safeguarding against their risks. 
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