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Abstract: As the core content of linear algebra, matrices provide basic mathematical support for many algorithms in artificial 
intelligence (AI). The characteristic of efficient computation in matrix theory facilitates the dual improvement of the performance 
and energy efficiency of AI algorithms. This paper focuses on the typical applications of matrices in cryptography, aiming to 
provide theoretical support for constructing an efficient and green intelligent computing path. Research shows that as a bridge 
connecting mathematical theory and technological applications, matrices not only occupy a fundamental position in the 
development of AI but also possess extensive research value and profound social significance. 
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1. Introduction 
Matrix, as one of the core tools in mathematics, is not only 

an important object of theoretical research, but also 
demonstrates strong application value in cutting-edge 
technological fields such as artificial intelligence. Matrix 
theory supports the entire process of artificial intelligence 
technology development, from optimizing underlying 
algorithms to implementing upper level applications [1][2]. In 
recent years, artificial intelligence technology has 
experienced explosive growth. At the application level, AI 
technology itself is showing a trend of "matrix" development, 
from intelligent agent collaboration to multimodal large 
models, matrix architecture is becoming a key paradigm for 
integrating complex AI applications[3]. However, there is still 
a lack of systematic and cross level application of matrices in 
the field of AI, especially in the comprehensive analysis of 
combining national strategic needs with technological 
breakthroughs. Therefore, this article aims to deepen the 
understanding of matrices as the "arithmetic foundation" for 
AI development through cross perspective integration 
analysis, provide theoretical references for related research, 
and strengthen the importance of interdisciplinary integration 
in responding to major national strategic needs[4][5]. 

2. The Application of Matrix in 
Cryptography 

In recent years, the proposal of the "dual carbon" target not 
only signifies the urgency of energy conservation and 
emission reduction, but also emphasizes the importance of 
optimizing industrial structure. Cryptography has built a 
trusted data foundation for the implementation of the "dual 
carbon" strategy by ensuring the authenticity, transmission 
security, and privacy of carbon data[6]. Matrix, as the 
"arithmetic foundation" for the development of AI, not only 
provides mathematical support for its development, but also 
has profound significance for social and economic 
transformation and interdisciplinary innovation. Its 
application value and potential are worth exploring 
continuously. 

2.1. The Basic Principles of Matrix in 
Cryptography 

In cryptography, matrix encryption relies on linear algebra 
theory to construct a clear and efficient security mechanism. 
The core process can be summarized as follows: first, digitize 
the plaintext, for example 

 
Table 1. Password book 

Characters A B C ......... X Y Z 0 1 ......... 9 Spaces 
Numbers 1 2 3 ......... 24 25 26 27 28 ......... 36 0 

Using a codebook (such as an alphanumeric 
correspondence table) to convert textual information into 
numerical sequences; Then arrange these values into a clear 
matrix according to the dimension requirements of the 
encryption matrix. During the encryption phase, a reversible 
matrix should be selected as the encryption key to ensure the 
feasibility of decryption operations. By left-multiplying the 

plaintext matrix with key matrix 1A  and right-multiplying it 

with key matrix 2A , a ciphertext matrix is generated to 

achieve dual encryption and improve the security of the 

password. When decrypting, the receiver needs to multiply 

the inverse of the left multiplication key matrix 1A and the 

inverse of the right multiplication key matrix 2A to restore the 

original plaintext matrix, and finally recover the plaintext 
information through the reverse transformation of the 
codebook. This process demonstrates the rigor and 
effectiveness of matrices as linear transformation tools in 
information encoding and decoding[7][8]. 
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2.2. Application Examples 
Here, we use matrix operations to encrypt and decrypt the 

information 'CarbonNeutrality by 2060', demonstrating the 
crucial role of matrix tools in national security and strategic 
implementation.  

Assumption 1: The corresponding relationship between 
symbols and numbers is shown in Table 1. 

Assumption 2: Assuming that the characters in 
"CARBONNEUTRALITYBY2060" are grouped from left to 
right, with 4 characters per group. Two spaces are added after 
2060, and the corresponding numbers are used as columns of 
the matrix, resulting in a matrix with 4 rows. After encryption, 
it remains a matrix with 4 rows and its elements are integers. 

Step 1: Information matrixization 
Convert the information 

"CARBONNEUTRALITYBY2060" into a matrix by 
comparing it with the table 
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Step 2: Information Encryption 
Translate 'CODEMATHKEYHILL' and add a space as the 

encryption key matrix 
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It is easy to know that the determinant of the matrix is not 
0, and the matrix is invertible. Perform one round of 
encryption by left-multiplying the plaintext matrix with the 

key matrix 1A  
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To increase the security of password transmission, we 

multiply a reversible key matrix by right on this basis 
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Encrypt again to obtain 
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Step 3: Information Decryption 
After obtaining the ciphertext matrixC , we need to find 

the inverse matrix of 1A  and the inverse matrix of 2A . 
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Then, decrypt 
1

2
1

1
 CAAM to recover the plaintext. 
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Finally, by comparing the plaintext matrix with the 

ciphertext, the information obtained is 
"CARBONNEUTRALITYBY2060". 

In the field of cryptography, matrices have become the core 
tool for information encryption and decryption due to their 
unique mathematical structure and computational properties. 
At the same time, matrix tools have irreplaceable value in 
national security and strategic implementation. From basic 
character replacement to advanced public key cryptography, 
from data integrity verification to forward-looking research 
on quantum encryption, matrix theory has always provided 
solid support for the underlying logic of information security. 

3. Summary 
RAs the core tool of linear algebra, matrices play a 

fundamental supporting role in the field of artificial 
intelligence, and their application value is particularly 
prominent in cryptography. Matrix based encryption 
algorithms, such as dynamic encryption schemes based on 
bidirectional mapping matrices or multivariate public key 
cryptography systems, significantly enhance the 
unpredictability of keys and the system's resistance to attacks 
by constructing randomized, highly complex matrix operation 
structures. Facing the future, in order to address the security 
challenges brought by emerging technologies such as 
quantum computing, matrix encryption technology needs to 
further evolve into higher-order and more complex forms, 
such as combining quantum random walks to generate 
random sequences or fusing anti quantum properties such as 
MRD codes (maximum rank codes) to enhance the security 
of algorithms in the post quantum era. Continuously 
optimizing the matrix encryption mechanism has profound 
significance for ensuring the confidentiality of data 
circulation in the intelligent era and promoting AI technology 
to achieve secure and efficient green computing under the 
"dual carbon" goal. 
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