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Abstract: Various location-based services are widely used today, so location privacy protection is an important topic. 
Differential privacy has solid theoretical support. However, current methods using k-metric sensitivity will suddenly change 
noise levels at critical thresholds. This makes service accuracy unstable and brings bad experience to users. To fix this problem, 
this paper designs an adaptive noise optimization method for k-metric sensitivity. It uses smooth functions and fuzzy logic 
controllers instead of the old switch mode. The noise amount changes slowly with sensitivity values. We run experiments on the 
Geolife dataset. Compared with the classic PTR framework, our method removes unstable jumps of location outputs. For moving 
users, the NRMSE error drops by around 20%. The QoE score, which measures overall user experience, rises by 12% to 18%. 
The test results show that this adaptive noise optimization method can balance privacy protection and data quality. It provides 
steady location services for users. This work is helpful for both theoretical research and practical application of geographic 
privacy protection. 
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1. Introduction 

1.1. Research Background 
Mobile Internet and smart devices are widely used now. 

Location data is applied in intelligent transport, emergency 
dispatch, location-based social apps and targeted ads [1]. 
However, location data can reveal people’s daily tracks, and 
its leakage will lead to privacy risks. 

When people use LBS, they send exact location data to 
untrusted service providers. Attackers can track their 
movement and figure out their identities from this data 
[2].Differential privacy is a popular privacy protection 
method. It adds controlled noise to query results. It keeps data 
usable while hiding personal information, and offers 
theoretical support for location privacy protection [1,2].But 
current differential privacy methods still have many problems 
in real use. The biggest difficulty in dynamic location scenes 
is balancing privacy protection and service performance. 

1.2. Significance of the Study 
The adaptive noise optimization method based on k-metric 

sensitivity has both theoretical and practical value. Old 
methods work poorly near critical thresholds and hurt user 
experience. If location values change slightly around the k 
threshold, results switch sharply between clear and heavily 
blurred, making the service unstable [4]. 

Our method improves location privacy protection. It 
adjusts k-metric sensitivity dynamically and sets proper noise 
levels for real scenarios, greatly reducing privacy leakage 
risks [3].We design smooth functions and fuzzy logic 
controllers to fix the unstable shifting of location results, so 
users can get steady service all the time. Besides, this method 
offers new ideas for other privacy protection technologies and 
promotes the development of this field. 

1.3. Research Content and Objectives 
This paper mainly designs an adaptive noise optimization 

method based on k-metric sensitivity. It solves the unstable 
output problem of old methods near critical thresholds. We 
use smooth functions and fuzzy logic controllers. The noise 
level changes gradually with k-metric sensitivity to precisely 
control noise injection [5]. This paper has two research goals. 
First, remove sharp output jumps near thresholds to keep 
stable service in all scenarios. Second, improve the noise 
control strategy for smoother user experience, making the 
privacy method more practical in real life [6]. Experiments 
prove our method works well in privacy protection and 
service quality. It offers references for later location privacy 
research. 

2. Relevant Theoretical Foundations 

2.1. Differential Privacy Technology 
Differential privacy protects user privacy in data collection 

and analysis. It adds controllable noise to query outputs to 
eliminate feature differences caused by individual data, 
balancing calculation error and privacy constraints[2]. 

The parameter ε quantifies the strength of privacy 
constraints. Smaller ε leads to stricter privacy limits and 
larger deviation between calculation results and true values. 
Larger ε makes outputs closer to real data with weaker 
privacy constraints[7]. 

Sensitivity is a standard parameter of differential privacy, 
which calculates the maximum difference of query outputs 
after modifying any single original data record.—that is, ∆ 𝑓 
= maxA,A’ ||f(A) - f(A')||1, Dataset A and A' differ by only one 
sample record [7]. 

The Laplace mechanism is widely adopted in practical 
calculation for differential privacy. Random numbers 
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following Laplace distribution are added to query outputs, 
and the range of these random numbers is determined by 
global sensitivity and privacy budget ε [5]. 

2.2. k-Metric Sensitivity 
k-metric sensitivity is an improved sensitivity calculation 

method for geographic data. It replaces the single sample used 
in traditional sensitivity with k adjacent spatial points to fit 
the local spatial characteristics of geographic data[5]. 

Given dataset D, let Dk⊆D be its subset with k coordinate 
points. 

LSk(D) equals the maximum Euclidean distance of any two 
points in this subset, formulated as: 

LSk(D)=maxpi,pj∈Dkdist(pi,pj) 
 
where dist(⋅,⋅) stands for Euclidean distance between two 

points[7]. 
For geographic differential privacy algorithms, k-metric 

sensitivity determines the magnitude of added noise and 
serves as the basic parameter of location privacy calculation. 

The PTR trajectory publishing framework adjusts noise 
values based on this parameter to balance privacy constraints 
and coordinate calculation errors[1]. 

Existing algorithms produce obvious jumps in noise values 
with minor changes of k, without continuous noise adjustment. 

2.3. Limitations of the Existing Mechanisms 
Existing privacy algorithms based on k-metric sensitivity 

can protect location information, yet perform poorly when k 
takes critical values. 

Minor coordinate changes near the k threshold will switch 
the algorithm between two fixed noise levels, causing obvious 
fluctuations of coordinate output error[5,6]. Such abrupt 
changes of noise lead to large gaps of coordinate errors among 
repeated queries. Existing algorithms assume uniform 
geographic data distribution, while real data is unevenly 
distributed, which aggravates unbalanced noise allocation 
under critical parameters[5]. 

Thus a computational method that continuously adjusts 
noise according to k-metric sensitivity is required to reduce 
the difference of coordinate errors between multiple queries. 

3. Design of a Noise Optimization 
Mechanism Based on Adaptive 
Adjustment of k-Metric Sensitivity 

3.1. Design Concept 
Traditional k-metric sensitivity privacy methods only have 

two fixed noise levels near thresholds. A small change in k 
will make the system jump between low noise and heavy 
noise, leading to unstable location results.This paper uses 
smooth functions and fuzzy logic controllers. Noise values 
change step by step with k-metric sensitivity.We give up this 
two-mode switch and use continuous adjustment to prevent 
big jumps of location results from tiny k changes.When k-
metric sensitivity is near the critical threshold, smooth 
functions and fuzzy logic controllers adjust noise levels based 
on real-time sensitivity values to keep steady output results. 

This method stops sudden changes near thresholds. It 
improves user experience while maintaining differential 
privacy protection [5,6]. 

3.2. Smooth Function Design 
The smooth function we designed builds a non-linear link 

between noise volume and k-metric sensitivity.Let k stand for 
the current value of k-metric sensitivity, LSk(D) be its 
function value, and η be the noise volume.The formula of the 
smooth function is shown below: 

 𝛈 ൌ 𝐟൫𝑳𝑺𝒌ሺ𝑫ሻ൯ ൌ
𝒂

𝟏ା𝒆ష𝒃൫𝑳𝑺𝒌ሺ𝑫ሻష𝒄൯ ൅ 𝒅          (1) 

 
Parameter a limits the maximum noise output of the 

function. Parameter b adjusts the change rate in the transition 
region. Parameter c stands for the central position of the curve, 
and parameter d is the minimum noise output. Tuning these 
parameters properly enables the noise amplitude to increase 
monotonically with k.When k approaches the critical 
threshold, the noise amplitude changes continuously and 
gently. When k deviates from the threshold, the output 
converges rapidly to a fixed range.Experiments verify that 
this smooth function adapts to dynamic k-metric sensitivity in 
diverse scenarios. It eliminates abrupt shifts of location 
results and guarantees consistent user experience [5,6]. 

3.3. Fuzzy Logic Controller Design 
The design of fuzzy logic controllers includes three steps: 

fuzzification, rule establishment and defuzzification. 
Fuzzification divides the input k-metric sensitivity LSk(D) 
into three intervals: low, medium and high, and uses 
piecewise functions to quantify the degree of input values 
belonging to each interval. 

Rule establishment builds multiple judgment rules based 
on domain theory and experimental data to set noise 
adjustment schemes under different input combinations. For 
example: if LSk(D) is low and privacy budget ε is high, a 
small noise amplitude will be adopted.Defuzzification 
converts fuzzy calculation results into a definite noise value 
via the centroid method or weighted average method.With 
this complete process, the fuzzy logic controller can adjust 
noise values automatically according to real-time k-metric 
sensitivity. It meets differential privacy limits while 
stabilizing system output and improving user experience [5,6]. 

4. Experimental Design and Analysis 

4.1. Experimental Setup 
We test our method with the public Geolife geographic 

trajectory dataset [8]. This dataset stores users’ movement 
tracks, and each sample contains time and location features. 
To get reliable experimental results, we preprocess raw data: 
delete abnormal points and outlier samples, then split data 
into groups for different tests. All tests run on a workstation 
with Intel i7 CPU and 32GB memory. We use Python 3.8, 
along with NumPy, Pandas and Matplotlib for calculation and 
plotting. The DPDP toolkit supports differential privacy 
functions [9]. This hardware and software system processes 
trajectory data efficiently and allows flexible adjustment of 
privacy algorithms. It can fully test the performance of our 
adaptive noise optimization method based on k-metric 
sensitivity. 

4.2. Experimental Indicators 
To fully evaluate the algorithm performance, three core 

metrics are defined: privacy protection level, output 
fluctuation range, overall service score. 
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1. Privacy protection level is measured by the consumption 
of differential privacy parameter ε. Smaller ε means stronger 
privacy protection. 

2. Output fluctuation range is represented by the variance 
of location outputs in continuous queries. Lower variance 
indicates smaller differences among output results [5,6]. 

3. The overall service score is calculated by the QoE 
function. This function combines positioning accuracy and 
privacy performance, with output ranging from 0 to 1. Values 
closer to 1 stand for better overall performance. 

Normalized root mean square error (NRMSE) is added as 
an auxiliary metric to measure the deviation between noisy 
positioning results and real coordinates. 

Combining all metrics can comprehensively evaluate the 
algorithm’s practical performance from multiple dimensions. 

4.3. Comparative Experiment 
This paper compares the proposed k-metric sensitivity 

adaptive noise optimization mechanism with the traditional 
PTR framework to verify its performance advantages. We 
conduct experiments under three typical scenarios: static 
scenario with fixed user coordinates, low-speed mobile 
scenario and high-speed mobile scenario. 

We adjust the k-metric sensitivity value in each scenario 
and quantitatively compare the privacy performance and 
positioning output stability of the two methods. The 
experimental results show that in static scenarios, the two 
methods achieve similar privacy performance, while the 
proposed method presents smaller positioning deviation and 
more stable outputs. In dynamic scenarios, especially high-
speed mobile scenarios, the proposed method achieves better 
overall performance, with the QoE index increased by an 
average of 15% compared with the PTR framework [5,6]. 

4.4. Analysis of Experimental Results 
Statistical analysis of all experimental groups shows that 

this adaptive noise adjustment algorithm runs stably under 
different parameter combinations. 

When the k-metric sensitivity is low, the algorithm adds 
little noise to keep high positioning accuracy while satisfying 
differential privacy constraints. When the k-metric sensitivity 
is high, the algorithm automatically increases noise amplitude 
to reduce the risk of location leakage. 

The statistical results of privacy budget consumption under 
different k values prove that this algorithm consumes less ε 
than the traditional PTR framework, and the performance gap 
widens as k increases [8]. 

The statistics of error and comprehensive score of all 
control groups show that under dynamic scenarios, the 
NRMSE of this algorithm drops by 20% on average, and the 
QoE index rises by 12% to 18% [9]. 

Experimental data show that the proposed algorithm 
reduces the fluctuation of positioning error and improves 
output stability. 

Different from the step noise switching of traditional 
methods, the smooth function and fuzzy logic controller 
enable noise to vary continuously with parameters. Under 
critical parameter conditions, the algorithm avoids sharp 
changes of positioning error and maintains stable outputs. 

5. Conclusion and Outlook 

5.1. Study Summary 
This paper proposes a geographic privacy noise calculation 

scheme with adaptive k-metric sensitivity adjustment. 
Traditional algorithms only set two fixed noise values on 
either side of thresholds. Minor parameter changes will force 
noise to switch directly from one fixed value to another. This 
paper adjusts the rule of noise variation to satisfy differential 
privacy limits and stable positioning outputs simultaneously. 

Combining smooth functions and fuzzy logic controllers 
enables continuous variation of noise amplitude with k-metric 
sensitivity. Unlike traditional algorithms with only two fixed 
noise levels, the proposed scheme supports arbitrary 
intermediate values without abrupt noise changes and 
achieves better applicability on real trajectory data. This 
method controls positioning error and location leakage risk 
simultaneously, balances data usability and security to 
support the operation of geographic data sharing technology. 

Compared with traditional algorithms, coordinates output 
from repeated queries has smaller deviations, which 
maintains stable outputs while protecting location 
information. The framework proposed in this paper expands 
the implementation forms of differential privacy for location 
data, and provides an operable privacy calculation scheme for 
real trajectory processing scenarios. 

5.2. Research Gaps and Future Prospects 
The proposed algorithm achieves expected performance in 

tests, yet several aspects need improvement. The algorithm is 
mainly designed for static location data and lacks sufficient 
adaptability to continuous moving scenarios. All experiments 
rely on public trajectory datasets. Although basic 
performance is verified, its behavior in complex real-world 
environments needs further testing. Besides, the trade-off 
between privacy protection strength and positioning accuracy 
can be further improved. 

Future research will improve performance based on the 
existing framework. The noise adjustment logic will be 
refined for high-speed and frequently changing parameters to 
raise the adaptability of the model to diverse dynamic 
conditions. Updated parameter iteration rules will support 
dynamic matching between privacy constraints and 
positioning accuracy to cut output errors under extreme 
conditions. More comparative tests will be carried out on real 
trajectory samples collected from practical services to 
improve the general performance of the algorithm in practical 
application scenarios. 
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