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Abstract: Abnormal behaviors in the Internet of Vehicles often manifest as sudden changes in communication behavior,
abnormal fluctuations in communication volume, and other irregular variations. These anomalies may be signs of a cyberattack,
such as attackers attempting to disrupt normal commu-nication between vehicles by severing connections, establishing
unauthorized communication links, or sending a massive amount of data packets to exhaust resources or isolate specific nodes.
Traditional association rule methods struggle to handle the complex spatio-temporal characteristics, large-scale datasets, and the
dynamic communication behavior among vehicle nodes that change over temporal and spatial. This study introduces spatio-
temporal features to capture the communication behavior of vehicles as they vary across temporal and spatial, proposes an
association rule mining algorithm based on spatio-temporal graphs, which deeply combines the spatio-temporal features of the
Internet of Vehicles, such as location, time, communication behavior, and communication volume, to precisely track and analyze
changes in vehicle node communication with the goal of identifying anomalous behavior nodes. Utilizing spatio-temporal graph-
based association rule mining technology reveals nodes with anomalous behaviors characterized by frequent communication and
dramatic increases in communication volume. The algorithm is designed in two steps: discovering frequent rules and verifying
the credibility of these rules. Thanks to the adoption of connection and elimination strategies, this algorithm demonstrates the
efficiency and accuracy in rule mining sought after in the field. Compared to traditional methods, our proposed mining algorithm
shows significant improvements in mining time and the accuracy of the number of rules mined, especially displaying a
remarkable advantage in handling the complex spatio-temporal characteristics of the Internet of Vehicles.
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the IoV context, temporal characteristics reflect changes in

1. Introduction vehicle behavior over time. For instance, by analyz- ing the

Anomalous behaviors in the Internet of Vehicles (IoV) [1] communication behavior of vehicles (referring to the
can be considered from the perspective of network commu- frequency of information transmission and communica- tion
nication abnormalities, which are mainly reflected in sudden ~ volume) at different times, one can identify anomalous
changes in communication behavior, abnormal increases and communication behaviors among nodes. Spatial features [3]
decreases in communication volume, or abnormal fluctua- focus on the movement of .Vehi§1es in location space. By
tions in communication content. Sudden changes in commu- analyzing the spatial ) relatlon.sl.np between vehicles, the
nication behavior may indicate that attackers are attempting to coverage and connection stability of the network can be
disrupt the normal communication flow between vehicles to understood. Therefore, the dynamic characteristics [4] of the
carry out further attacks or interference. For example, loV are (fomprehensi\{ely analyzed by combining temporal
attackers might sever the disconnect a vehicle from the and spatial characteristics. For example, spatio-temporal
network or establish an illegal communication link between Features can help identify the network communication be-
vehicles. Abnormal increases or decreases in traffic are often havigr among vehicles at specific l'ocations and times. Nodes
a sign that network resources are being maliciously consumed (Vehlcles) and edges (commumcatlons. betweep vehicles) in a
or intercepted. Attackers may deplete the pro- cessing spatio-temporal graph [5, 6] are assigned timestamps and
capabilities of targeted vehicles or infrastructure by sending a geographical locations, enabling the representation of how
large communication volume of meaningless data packets, or vehlc.les. move over terppgral and spatlgl. For example,
they might reduce the communication volume arriving at con51derlpg the communications among vehlcles.A, B, and C,
specific nodes, thereby isolating the target node. Abnormal a dynamic spatio-temporal [7] graph could include the
fluctuations in communication content may im- ply data following information: 1) At time point tl, vehicle A is at
tampering or the risk of information leakage [2]. geographical locat.ion Ll,. sending a message volume Ql_ to

Attackers may modify data packets in transmission to send vehicle B; 2) At time point (2, vehicle B is atgeographical
false information or steal sensitive data. These anomalous location L2, communicating with vehicle C, assuming the
behaviors are primarily due to network attack methods, message volume is Q2. This dynamic spatio-temporal graph
making the accurate identification and timely response to not only records the geographical location and time points of
these anomalous vehicle nodes crucial. the vehicle, but also includes the dimensions of com-

Spatio-temporal graphs, as a variant of graph data struc- munication behavior and communication volume, which can
tures, has become a key tool for understanding and analyzing be used to analyze dynamic changes in inter-vehicle
the dynamics of the Internet of Vehicles system by intro- communication, such as frequent communications, changes in
ducing the dimensions of temporal and spatial to capture communication volume, etc. Through this changing trend is
the changes of nodes and edges over time and location. In used to dig out abnormal nodes.
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Sudden changes in communication frequency may sug-
gest frequent disconnections and reconnections of a spe-
cific vehicle node, primarily caused by Denial of Service
(DoS) attacks [8] or failures [9] in network equipment.
Without apparent demand changes, a significant increase in
communication volume might indicate signs of a flooding
attack. Normal IoV communication content should reflect the
real-time status and control information of vehicles. If
communication content shows illogical fluctuations, such as
abrupt changes in location information, it may signal that
vehicle nodes have been tampered with or information has
been maliciously altered. By constructing dynamic spatio-
temporal graphs, these abnormal behaviors can be analyzed
more intricately. Dynamic spatio-temporal graphs enable the
comprehensive consideration of a vehicle’s location, time,
communication behavior, and communication volume, thus
providing a multidimensional perspective for observing and
analyzing anomalous behaviors in the IoV.

Temporal association rule mining[10] is a complex task,
especially when the spatio-temporal attribute [11] character-
istics of vertices in a graph sequence need to beconsidered.
At present, there have been studies to solve this problem by
defining temporal association rules of graphs and proposing
corresponding mining methods, but most of these studies
focus on single-attribute graph sequences. Although these
methods are effective to a certain extent, they still face
challenges in handling spatio-temporal feature attributes and
large-scale data sets. In view of this, this paper proposes an
analysis method that aims to define spatio-temporal graph
association rules suitable for the Internet of Vehicles envi-
ronment, and an abnormal behavior mining algorithm de-
signed for spatio-temporal characteristic attributes. Through
this method, not only can deep-level spatio-temporal rules be
discovered from multi-dimensional data, but also dy- namic
changes in the communication mode of the Internet of
Vehicles can be dealt with. The main contributions are
summarized as follows:

1) This paper integrates dynamic spatio-temporal graphs
with the spatio-temporal characteristics of the IoV en-
vironment to precisely track the communication behav- iors of
vehicle nodes at different times and locations, along with their
changes. The core of this method is that it can comprehensively
capture key information such as the vehicle’s location, time,
communication mode, and communication volume, thereby
providing a com- prehensive analysis perspective for
abnormal behavior node mining.

2) This paper proposes a spatio-temporal graph asso-
ciation rule mining algorithm. By defining spatio- temporal
graph association rules, this algorithm is capable of mining
deep associations within multidi- mensional data, particularly
considering the spatio- temporal attribute characteristics of
vehicle communi- cation in the IoV environment. It further
delves into specific spatio-temporal features of vehicle
communi- cation, such as communication frequency and
commu- nication volume, providing a richer and more
detailed informational dimension for anomaly detection.

3) Following an evaluation of the performance and ef-
ficiency of the dynamic spatio-temporal graph analy- sis
method and spatio-temporal graph association rule mining
algorithm proposed in this study, two datasets (NSL-KDD
and SPMDD) were chosen as the basis for experiments. This
experimental design aims to thor- oughly verify the
effectiveness and mining efficiency of our previously
proposed algorithm in practical appli- cations. The core focus
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of the experiments is on com- paring the execution times of
our research algorithm with other centralized data mining
algorithms, while also observing their performance in
generating frequent rule numbers and how they are affected
by different minimum support thresholds.

The structural arrangement of this article is as follows: In
Section 2, we comprehensively review the cutting-edge
research and related academic literature in the field of associ-
ation rule mining, aiming to lay a solid theoretical foundation
and methodological framework for this research. The fol-
lowing section three introduces in detail the spatio-temporal
graph association rule mining method (ST-GARs) devel-
oped in this study, including the overall architecture of the
algorithm and the key technical points to implement the
method. Section 4 demonstrates the excellent performance of
our proposed algorithm through experiments performed on
two different data sets, thereby proving the effectiveness and
application value of the algorithm. Finally, Section 5
concludes this study and the future work.

2. Related Work

2.1. Association Rule

Agrawal et al. [12]first proposed the concept of associ-
ation rule mining, pioneering the application of association
rules in commercial databases. Association rule mining [13—
15] is a key technique in data mining, aimed at discovering
interesting relationships between variables in large datasets. It
helps researchers understand the potential associations in data
by identifying frequently occurring patterns, asso- ciations,
or causal structures. With the growing need for time series
data analysis, temporal association rule mining emerged [16].
Compared with traditional association rules, temporal
association rules consider the time factor in the mining
process and can identify data patterns that change over
time[17]. This is especially important for systems where the
state of data changes rapidly over time. For example, Ozdenet
al. [18] proposed sequence patterns and association rules
considering the time dimension, adding dynamic con- text to
the data for more refined analysis. Nasr M[19]et al.
introduced Classification Association Rules (CARs), further
segmenting the domain of association rule mining. Liu et al.
[20] proposed an algorithm for mining association rules in
sparse time series data common in industrial systems. Zhan et
al.[21] proposed a new definition of tense correlation. Wang
et al. [22] proposed a novel framework for mining temporal
association rules, discovering rule sets through frequent rule
trees. Although the proposed methods are useful, they do not
reflect spatial attribute information.

In the realm of mobile edge computing , DONG et al. [23]
have introduced a novel task offloading method based on the
framework of prospect theory. Their study leverages
behavioral economic principles to optimize decision-making
in task offloading, effectively enhancing computational ef-
ficiency and reducing energy consumption. This research
demonstrates the application of behavioral economics in
managing computational tasks, aiming for improved system
performance. Zhang et al. [24] have developed a new method
for vehicle cooperative communication, integrating fuzzy
logic with signal game strategies. This approach utilizes
fuzzy logic to handle uncertain and incomplete information,
while signal game strategies aid in making optimal deci-
sions within complex communication environments. The
introduction of this method offers a fresh perspective and



technological pathway for addressing communication issues in
the IoV. Furthering innovations in IoV. Wang et al. [25] have
explored a novel edge caching approach using multi- agent
deep reinforcement learning. This method employs deep
learning technologies to autonomously learn optimal caching
strategies, significantly increasing data processing speeds and
reducing latency, thereby providing robust tech- nical support
for data management in intelligent transporta- tion systems.
Additionally. LI et al. [26] have proposed an energy-balanced
routing method for wireless sensor net- works, centered on a
forward-aware factor. This method considers the energy
consumption during data transmission and the lifespan of the
network, optimizing routing choices to balance energy usage
and extend the network’s overall longevity.

Temporal association rules can be used to analyze the
patterns of change in vehicle behavior and communication
over time, such as predicting traffic flow changes within spe-
cific time periods or identifying the types of traffic accidents
most likely to occur during certain times. However, the [oV
scenario poses additional challenges to temporal association
rules. First of all, the Internet of Vehicles generates a huge
amount of data with diverse data dimensions, including time,
location, communication mode and communication volume,
etc., which brings huge challenges to data processing and rule
mining. Despite the great potential of temporal asso- ciation
rules in the IoV, existing research still falls short in dealing
with the high dimensionality and dynamics of IoV data.
Current methods often rely on simplified data models or
assumptions, which may lead to insufficient accuracy and
efficiency when applied in actual IoV environments.
Moreover, most existing algorithms fail to fully utilize the
spatio-temporal characteristics of IoV data, limiting their
application in dynamic environments.

2.2. The Application of Graph Models in
Dynamic Networks

As the use of graph data becomes increasingly com- mon,
researchers have developed a keen interest in mining static
graph data. Many algorithms have been proposed for mining

interesting graph patterns[27-29], such as frequent subgraphs.

Moreover, a dynamic graph, or a sequence of graphs,
incorporates time information. Patterns for mining tasks in
dynamic graphs have been defined. The summa- rization and
condensed representation of dynamic graphs have been
studied. To reduce the complexity of dynamic graphs. A
dynamic graph, or a graphsequence, takes the time information
into account. Patterns are defined for dynamic graphs for
mining tasks[30]. Dynamic graph summarization [31]and
condensed representations of changes in dynamic graphshave
[32] been investigated in order to reduce the complexity of the
graph. Halder et al[33]. proposed a single pass supergraph
based periodic pattern mining SPPMiner technique to identify
periodic patterns in dynamic networks. These patterns are of
great use. However, patterns in dy- namic graphs do not
involve the attributes of vertices, hence they cannot describe
temporal associations in multi-attribute graph sequences.

The temporal graph data structure[34] plays a central role in
the analysis of IoV data due to its powerful capability to
represent relationships. Graph pattern analysis can reveal
complex interactions between nodes (such as vehicles, sen-
sors). Techniques like frequent subgraph mining, extensively
applied in the analysis of static networks, are now facing new
challenges in dynamic networks, especially in highly dy-
namic environments like the IoV.The dynamism of the IoV is
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reflected in the rapid changes of network topology and the real-
time updating of node states. Traditional graph model mining
methods cannot effectively deal with this dynamism. In recent
years, researchers have proposed various graph model mining
algorithms suitable for dynamic networks. For instance,Wu
[35] introduced a frequent subgraph mining method for
dynamic networks that considers changes in the graph model
over time. Additionally, graph pattern analysis for spatio-
temporal networks has also gained attention. For example,
Wang and colleagues[36] introduction of Graph Pattern
Association Rules (GPARs) has made substantial progress in
the analysis of socialnetworks.

iy

Extract spatial features of vehicle nodes through time series

Construct spatio—temporal graph sequences g, =1{G,[{€T}

Figure 1. Construct spatio-temporal graph

3. Spatio-temporal Graph Association
Rules Mining Algorithm (ST-GARs)

3.1. Spatio-temporal Graph Association Rule
Mining
3.1.1. Spatio-temporal Graph Association Rule Mining

Table 1. Notations used in this paper

Notation meaning

G, spatio-temporal graph

£, spatio-temporal graph sequence

Vv vehicle node set

E edge set

T time delay

At time interval

R, spatio-temporal association rule set
Ag message sending volume threshold
X prerequisite event

Y subsequent events

U total number of events

Sup(X = Y) support

Conf(X = Y) confidence

4., v, to v, information sent during a period
G spatio-temporal graph in timea

z, Items of the space-time diagram G
Q communication volume

F Frequency of communication

I communication volume threshold
Ag communication frequency threshold




The spatio-temporal graph model is a complex network
model that two dimensions of time and space to the traditional
graph model, and used to represent and analyze entities and
their relationships over time and space. This model is
particularly suitable for describing entities whose locations
and connection statuses change over time and space. In the
Spatio-temporal graph model, nodes represent entities, edges
represent relationships between entities, and each node and
edge are associated with one or more timestamps, indicating
the existence of an entity's state or relationship at specific
times.

In the IoV environment, spatio-temporal graphs not only
reflect the dynamic connectivity relationships between
vehicles but also integrate the two key dimensions of time and
space. Therefore, this paper proposes the following more
accurate definition:

Definition 1 (Spatio-temporal Graph): A Spatio-temporal

G,=(V,ET,S) , where

V' ={v,,v,,..v,} represents the set of nodes corresponding

graph is a quadruple

to vehicles or devices, each node representing a unique
vehicle or device. £ =V XV represents the set of directed
edges between nodes, indicating the communication behavior
between vehicles. T is the time dimension, corresponding
to timestamps of activities for each edge or node. S is the
space dimension, representing the geographic location of each
node at specific times.

Definition 2 (Spatio-temporal Graph Sequence): A Spatio-
temporal graph sequence is a series of Spatio-temporal graphs
arranged in chronological order, where Gst =WV,E,T,S)

is the Spatio-temporal graph at time tt, and TT is the set of
time points within the entire observation period. The Spatio-
temporal graph sequence serializes the dynamic changes of
Spatio-temporal graphs, providing a temporal perspective for
analysis.

Definition 3 (Spatio-Temporal Graph Association Rule):

A Spatio-temporal graph association rule indicates that under
the condition of a given time delay 60, if event AA occurs,
then event BB is also likely to occur at time 80.

Considering the Spatio-temporal graph association rules in
the context of vehicle-to-vehicle communication in the
Internet of Vehicles (IoV), especially focusing on the change
in the volume of information sent over a certain period, we
need to further refine and expand Definition 3. Such rules can
not only capture the patterns of communication behavior
between vehicles but also consider the quantitative
characteristics of communication, such as increases or

Conf(X - Y)=Sup(XUY)/Sup(X)=P(Y | X)=

Therefore, if we want to calculate the confidence and
support of changes in the sending volume of two nodes in
different time periods, we need to collect the frequency of
these events and occur in the space-time graph sequence, and
how often they occur together. Once you have this data, you
can calculate it using the formula above. In practice, this often
involves extracting this data from telematics communication
logs and then applying the above formula to evaluate the
strength of the rules.
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decreases in the volume of information sent.

Quantitative Spatio-temporal graph association rules
defined in this way can not only capture the Spatio-temporal
patterns of vehicle communication behavior but also quantify
the trends in communication activities, thus providing a solid
foundation for network anomaly mining tasks in the IoV.

As shown in Figure 1, the quantified spatio-temporal graph
association rules defined in this way can not only capture the
spatio-temporal patterns of vehicle communication behaviors,
but also quantify the changing trends of communication
behavior and build a Spatio-temporal graph model of the
Internet of Vehicles, thus providing sufficient premise for the
network anomaly mining task of the Internet of Vehicles.

3.1.2. Metrics for Spatio-temporal Association Rule
Mining

(1) Spatio-temporal association rules have two attributes:
frequency and credibility. The frequency of a rule indicates
how frequently the rule appears, while the credibility
indicates the probability of the conclusion appearing at the
timestamp after the timestamp when the premise should
appear. However, if we mine all Spatio-temporal association
rules, we may get some infrequent or untrustworthy rules.
Therefore, we need to distinguish between frequent and
credible rules, which are considered important. To this end,
two saliency measures for evaluating the importance of rules
are presented. Support measures frequency, while confidence
measures trustworthiness.

Definition 4 (Support and Confidence of Space-Time
Association Rules): Suppose we have a time-space
association rule, where: A represents the premise of the rule,
which can be a condition in time or space; B represents the
conclusion of the rule, which can be time or space Spatial

conditions, Af representing timestamps.

Define event A: vehicle Vv, sends ¢ amount of

information to vehicle v ), at time f;

Define event B: a message g +Aq sent by vehicle v,
to vehicle v, at time ¢+ Af. Based on these definitions,

support is defined as:

Sup(X > Y)=Sup(XUY)=P(XUY)=

ANB|Aq
—Uu (1

At
Confidence (Conf (v, >v,)): Confidence measures the

credibility of the rule, that is, the probability that the
conclusion will appear if the premise appears. Confidence can
be expressed by the following formula:

AN BlAq o
A



(2) Support vector regression: The support vector ma-
chine is a pattern recognition method based on statistical
theory. SVR 1is the application of support vector in the
field of functional regression and can predict time series
through regression analysis[38]. Consider a set of data point
(X1 ¥1)s (X2, ¥2)s o ooy (Xpys Vi) in Which m(x;, ¥, € R0 =
1, ... m) is the total number of sample data. A linear regres-
sion function is formatted as:

f(x) =l ®X,)+ b 3)

The weight vector @ and the bias value b are estimated by
minimizing the following function:

m
min2llol2 +C Y & + &1

i=1

)

Monitoring point i‘

Cumulative deformation

Cumulative deformation

(wx; +b)—y, e+
¥ — (wx; + b) < e + &
£.& 20,620

s.t. (&)}

The optimization problem can be expressed as the nonlin-
ear regression function:

!
()= (@ = fK(x; x) +b. 6)

i=1

st0<a <C,0<p <C. (7

where @; and f; are Lagrange operators, K (x;, x) = (®(x;), ®(x))
is the kernel function.

Monitoring point A

a(l)+q*Ar

AR A

lime

T, Time

(a) Determination of relational time windows

Monitoring point 5

Cumulative deformation
\

Cumulative deformation

'

Monitoring point g
Bill+g®ir

[EATT ‘__.--'"‘_
et

-
Time

T Time

{b) Mining the spatic-tempaoral association rules
Figure 2. Diagram of spatio-temporal association rule mining: (a) Determination of relational time windows; (b) Mining the spatio-temporal
association rules

3.2. Network Communication Feature

Extraction
Quantitative

Rl X=Y |fq indicate that under the conditions of a

spatio-temporal association rules:

given time delay 7 and information change threshold

Aq , if the event X occurs, the event Y may also occur. Here

X and Y are events defined on the attributes of nodes or edges
respectively, and 7 is the time interval, and Aq is the
change threshold of the amount of information sent.

In the context of the IoV, event X can represent the
communication activities of a group of vehicles at time t, and
event Y represents the communication activities of this group
of vehicles at time #+ 7. The information volume change
threshold  Ag of the change
communication activity between X and Y, which can be an

absolute quantity change or a relative proportion change. For
example, if we define the event X as vehicle A sending a

is an indicator in
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certain amount of data to vehicle B at time t, and the event Y
is vehicle A sending more data to vehicle B at time, then it is
the increment of the amount of data sent between the two
communications. If this pattern occurs frequently during the
observation period, then this quantitative Spatio-temporal
association rule indicates that there is a trend in vehicle B's
communication pattern to increase the amount of information
sent over time. Specific to the analysis of communication
traffic between vehicles, the indicators can be further

accurately quantified Agq.

Information volume change threshold Ag :For vehicle
communication between two time points t and f+7 ,
Ag=gq,,.-q, ,where q, and ¢,,, represent the amount
of information sent at time tand #+ 7 respectively.

This article mainly considers abnormal points from two
communication characteristics, namely communication
frequency and communication volume. Communication
frequency F' and traffic volume ) are closely related to

abnormal behavior. For example, if the communication



frequency of a pair of vehicles suddenly increases in a short
period of time, and the communication volume is abnormally
large, this may imply an information flooding attack or data
tampering behavior. This anomaly is detected by setting a
threshold sum, that is, when F > f or O >Aq , we

believe this may be unusual behavior. This paper determines
these thresholds by statistically analyzing past
communication data. Assuming that we have historical data
of communication times between vehicles over a period of
time, we can set thresholds f and Ag by calculating the

statistical properties of these data.

The threshold of communication frequency can be
determined by calculating the mean and standard deviation of
historical communication frequency. The threshold can then
be set to the mean plus times @ the standard deviation,
where @ is a coefficient chosen to adjust the stringency of
the threshold:

f=u+oo,
Here, the value of can be adjusted according to actual needs.

In practice, it is often used to identify outliers that deviate
significantly from the normal range.

Similarly, the traffic threshold Ag can be calculated by

analyzing historical traffic data. First, calculate the mean and
standard deviation of historical traffic. The threshold can then

be set to the mean plus @ times the standard deviation:
Ag=p,+w-o,

Such calculations assume that abnormal communication
behavior causes communication frequency or traffic volume
to be significantly higher than normal. By setting the above
thresholds, the system can automatically detect and alert
potential abnormal behaviors that exceed the thresholds.

By simplifying the Internet of Vehicles communication
logs in the data set into the instance set shown in Table 2, and
calculating the thresholds of communication frequency and
communication volume based on this set, as well as the

support and confidence between nodes based on these
thresholds.

Table 2. Communication log example
Event ID Send ID Received ID Timestamp frg(;ﬁlelg;y Comm volume
A 2 v, A 12 250kb
B 2 Vs t, 15 300kb
C v, 2 L, 10 180kb
D v, Vs t, 8 400kb
E 2 v, L5 11 220kb
F Vs 2 te 4 240kb
Table 2 showcases a simplified example of a ; =
minconf = conf (Ry,) +k Gcmz/'(Rs'f)

communication log within a dataset. Based on the formulas
provided, the average communication frequency is calculated

to be u B =10; the standard deviation of communication
frequency is U =3.42. Assuming a threshold multiplier of

=1, the communication frequency threshold is determined
to be 13.42. Similarly, the total communication volume is
calculated to be 265; the standard deviation of communication
volume is 70; thus, the threshold for communication volume
is set at 335. Following these thresholds, we can identify
communication anomalies in events B (15 > 13.42) and D
(400 > 335) as they exceed the set thresholds for both
communication frequency and volume. For the calculations
of support and confidence, given our defined specific spatio-
temporal association rule for event D, where rule X represents
vehicle A sending a communication to vehicle B at time T,
and considering only 6 events in the example, with 2
exceeding the threshold (anomalies B and D), therefore

sup(R.))=sup(v, > v,)=2/6=1/3 , the

communications from Vv, to V,, only one event meets the

within

criteria, while there are a total of two communications (events

B and D). Hence, the calculation is
conf (R;,)=conf (v, > v,)=1/2.
MinsUp =t oy + k0
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In conclusion, leveraging the computed thresholds for
communication frequency and volume in the context of
mining spatio-temporal association rules at nodes involves
identifying frequent rules. This necessitates determining
whether a rule is among those intended for mining. Therefore,
a minimum support threshold minsup and a minimum

confidence threshold minconf must be defined to

categorize the computed rule set. A rule falls within the
desired rule set, placed in the frequent rule set, when both the
minimum support and minimum confidence criteria are met

R . The calculation methods for minimum support and
minimum confidence are illustrated as follows:

3.2.1. Mining Frequent Itemsets with Spatio-Temporal
Graph Association Rules
Figure 4 shows the specific flow chart of the proposed
algorithm. Its input 1is: a spatio-temporal graph

g, =1{G. |teT}, where G, =(V,E,), the minimum
support minsup ,minimum confidence minconf , time
constraints t, the communication volume Ag between

nodes and the communication frequency f between nodes .

The next step is to obtain frequent rules by generating
candidate rule sets and then verifying their frequency by

scanning g, ={G. |t €T} . The common method for

generating candidate rules is to produce frequent item vectors



and then link each vector to form candidate rules. However,
this method generates many candidate rules, resulting in low
efficiency. The algorithm continuously and iteratively mines
frequent rules, that is, it mines candidate (k-1)-rules based on
the set of frequent k-rules, and verifies the frequency of
candidate k-rules to obtain frequent k-rules. The iteration

E=iR,} -

Generated frequent I-rules
through scanning &,

Connect frequent (k-1)-rules to generate
new candidate k-rules

Eliminate infrequent rules from the
candidate k-rules to generate a set of
candidate frequent (k-1}-rules

Verifving Frequent Rule Confidence

Output the set of frequent
temporal association rules.

stops when no new frequent k-rules appear. To reduce the
number of candidate k-rules and improve algorithm efficiency,
this paper introduces a method of connection and correlation
measurement as shown in the figure. Through the given inputs,
it details the two steps of the proposed algorithm: discovering
frequent rules and verifying the credibility of frequent rules.

Finding frequent rules

v

— k4]

']

Is it possible to find
new frequent k-rules?

|

Verify the support and
confidence of the rules to
ensure their quality

[

-

Figure 3. Algorithm flowchart

This stage involves generating candidate rules, followed by
scanning the dataset D and calculating abnormal behavior
events based on the communication frequency and volume
among vehicles in the dataset. From these abnormal behavior
events, frequent rules between vehicle nodes are calculated to
identify outliers. The most significant time expenditure in this
process occurs in scanning D to calculate support, hence the
goal is to minimize the number of generated candidate rules.
The conventional method of generating candidate rules
includes first generating frequent itemset vectors, then linking
every two frequent itemset vectors to form a candidate rule,
but this method generates a large number of candidate rules,
leading to low efficiency. The proposed algorithm mines
frequent rules in an incremental and iterative manner, i.e., it
mines candidate k-rules based on the existing frequent (k-1)-
rule set and identifies frequent k-rules by verifying the
frequency of these candidate k-rules. The iterative process
ends when no new frequent k-rules are discovered. To reduce
the number of candidate k-rules and improve algorithm
efficiency, we specifically designed two new strategies:
connection and pruning.

Firstly, we construct an item Z for each edge in
g, ={G, [teT} . Given an edge e, =(v,,v,) , its
constructed item behavior is
Z,=[(v,,v)), f,Aq)le,, € E,] . where Aq is the
communication volume threshold within this spatio-temporal
graph sequence, and f is the frequent communication

threshold of the spatio-temporal graph sequence. From each
item Za two rule relationships, Z — %) and %) -7,

where (J represents a null graph, these rules signify the
association of the existence or non-existence of an edge for a
single node. Secondly, by scanning the spatio-temporal graph
g, ={G!, |t € T}, we calculate the support of each 1-rule.

Support refers to the frequency of occurrence of the edge
corresponding to the rule node. We compare the calculated
support with the minimum support threshold, filtering out
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frequent 1-rules that meet the criteria. Next, we generate
candidate k-rules from any frequent (k-1)-rules. We connect
two frequent (k-1)-rules using a connection method,
producing a potential frequent k-rule. The iteration stops
when no frequent k-rules appear. Ultimately, all frequent rules
are identified.

The specific steps for implementing the algorithm can be
divided into two parts: connection and pruning:

(1) Connection: In data mining algorithms, especially for
mining rules from spatio-temporal graphs, the connection
step plays a crucial role.
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Figure 4. Connection process

The algorithm proposed in this paper utilizes this step to
construct potential frequent k-rules. This process is based on
the combination of two frequent (k-1)-rules, aiming to
significantly reduce the search space and improve the
efficiency of rule mining. Before detailing the connection
process, it is essential to define the structure of a rule. A k-
rule can be seen as a sequence composed of k items, where



each item represents an attribute of an edge or vertex in the
graph. In connecting two frequent (k-1)-rules to generate a
new k-rule, we focus on the last item of the rules, which acts
as a "bridge" in the connection process.

Specifically, the connection operation considers two
frequent (k-1)-rules, and combines them into a new k item
candidate rule only if these two rules have the same preceding
(k-2) items, and their last items are different. This method
ensures that the newly generated rules are logically coherent
and avoids the generation of duplicate and irrelevant rules,
thereby improving the overall efficiency of the algorithm.
Furthermore, considering the dynamic nature of nodes in the
spatio-temporal graph, i.e., vertices may transmit different
amounts of information at different times Ag, this algorithm

specially considers this dynamic feature.

The connection process can be described as follows: Given
two frequent (k-1)-rules, r and s, if the first (k-2) items of r
are the same as the first (k-2) items of s, but their last items
are different, then the first (k-2) items of r can be combined
with the last item of r and s, forming a new k-rule. The validity
of this new rule will be determined by subsequent support and
confidence tests. The specific steps are as follows:

Step 1: Evaluate whether two sub-rules are consistent. For
any rule in the frequent (k-1)-rules, s and r, if the sub-rule
obtained by removing the last item of s is the same as the sub-
rule obtained by removing the last item of r, proceed to step
two.

Step 2: Rule connection. If the subsequent part of r is not
empty, and the last item of r meets the compatibility
conditions with the subsequent part of s, then the last item of
s is added to the subsequent part of r to form a new rule.
Conversely, if the subsequent part of s is empty, but the last
item of s meets the compatibility conditions with the premise
part of r, then the last item of s is added to the premise part of
1 to produce a new rule.

(2) Pruning: As another key procedure in Step 1 of the
proposed algorithm, the pruning procedure deletes infrequent
k-rules from the k-rules gained after joining and generates the
candidate k-rules. The pruning procedure deletes infrequent
rules based on the idea that, according to Corollary 1, if any
sub-rule of a k-rule s is infrequent, then s is infrequent. The
procedure is that for each k-rule s gained after joining, if any
(k-1)-rule (which is a (k-1)-rule) of s is not in r, then delete s.
The remained k-rules are the candidate k-rules.

3.2.2. Verifying Frequent Rule Confidence

In the final phase of the analysis process, our goal is to
ensure that the mined frequent rules are not only frequent but
also highly credible. To achieve this, we need to verify the
confidence of each obtained frequent rule to assess their
practical application value. In this process, arule minconf
is considered important and meaningful, and non-trivial only
if its confidence level is not less than the predetermined
minimum confidence threshold minconf . The confidence

of the obtained frequent rules is verified to be not less than
minconf . Only the non-trivial rules with a confidence level

not less than minconf are considered important non-trivial

rules. This step not only enhances the practicality and
interpretability of the rules but also helps avoid generating too
many irrelevant or misleading rules, thereby improving the
overall efficiency and quality of the analysis.
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Algorithm 1 Spatio-Temporal Graph Association Rule Al-
gorithm

Input: G_’w,r,mmsup.mmconf,F,Q

Output: X,RLr

I f.a

2: if Q > g then

3: Xg = X

4: elseif F > f then
5: xp— X

6: forx e X do

7: {1-} = Ry_,e
8: k=2

9: Calculate the reward of the relay node by calculating
its revenue R!

10:  sup(R)

11: conf(R)

12:  if sup(R) > minsup then

13: add sup(R) to R,

14: end if

15: end for

16: forx € X do

17: if conf(R) < mincon f then
18: delete conf(R) from Ri_ ;
19: end if

20:  end for

21:End

description for model deployment data collection. The se-
lection of this dataset is due to its authenticity and diversity,
which assists in validating the robustness and applicability of
spatio-temporal graph association rule algorithms in real
deployment scenarios.

4. Experimental Results

In the relevant chapters of this study, we designed a series of
experiments to evaluate the performance of the proposed
algorithm spatio-temporal graph association rule mining (ST-
GARs). Specifically, in Section 4.1, we introduced the
datasets used in the experiments and the configuration of the
testing environment. Subsequently, in Section 4.2, we con-
ducted a comparative analysis of the performance of the ST-
GARs method with several classical data mining methods
including traditional association rule mining methods [39]
(ARs), frequent itemset mining methods [36](T-FS-tree), and
the SOC algorithm on two real datasets. The focus of this
comparison includes the algorithm’s runtime, the number of
highly associated nodes it can mine, and the number of
generated association rules. Through these metrics, we aim to
comprehensively evaluate the efficiency and effectiveness of
the ST-GARs method in practical applications, especially in
handling large-scale IoV data, compared to traditional
methods’ advantages and potential.

4.1. Datasets and Environment

NSL-KDD dataset: NSL-KDD [40]is a revised version of
the renowned KDD’99 dataset, composed of four sub- sets:
KDD Test+, KDD Test-21, KDD Traint, and KDD
Train+ 20%. Among them, KDD Test-21 and KDD Train+ 20%
are subsets of KDD Traint and KDD Test+. Each record
includes 43 features, with 41 features representing the traffic
input itself, while the last two features denote the label
(normal or attack) and score (severity of the traffic input).

The dataset encompasses four different types of attacks:
Denial of Service (DoS), Probing, User to Root (U2R), and



Remote to Local (R2L). This provides a diversified
experimental scenario that aids in assessing the performance of
algorithms under various attack types.

Safety Pilot Model Deployment Data (SPMDD) dataset:
This dataset was collected during the Safety Experiment
Model Deployment, containing Basic Safety Messages (BSM),
vehicle trajectories, and various vehicle information inter-
action data. These data primarily originate from onboard and
roadside devices, offering a detailed environmental
Subsequently, we analyzed the performance of these al-
gorithms in terms of runtime and the impact of parameters.
All experiments were conducted in Python 3.9 on a personal
computer equipped with a 2.50 GHz Intel Core CPU and
4.0GB RAM. Each algorithm was run 20 times to calculate
the average results.

4.2. Performance Evaluation

we used a three-dimensional scatter plot, as shown in
Figure 5, to visually demonstrate the relationship between the
confidence, support and correlation between nodes of
association rules. It aims to conduct an intuitive visual
analysis of data mining results in the Internet of Vehicles.

From the observation in Figure 5, it can be seen that
most of the rules showing high confidence and support also
show significant node correlation. This phenomenon reveals a
key trend in the Internet of Vehicles communication data:
frequent and highly credible. Interaction patterns of degrees
are often closely related to close connections between nodes.
Such phenomena further confirm the effectiveness of the
spatio-temporal graph association rule method in identifying
abnormal behaviors. Specifically, in the analyzed data sets,
those rules with higher support and confidence often do not
conform to normal traffic flow patterns or regular commu-
nication behaviors among vehicles. Nodes corresponding to
these rules often show significant inter-correlation in the
spatial dimension. Therefore, this three-dimensional scatter
plot provides us with a powerful analysis tool, which can not
only intuitively show the trend of correlation degree
corresponding to the rules in the Internet of Vehicles data.

T'hree-dimensional experimental comparison chart of association rules 5

Correlation

Correlation

Figure 5. Visual analysis chart of correlation between Internet of
Vehicles communication behavior

Experiment 1: In this experiment, we adopted a method of
incremental dataset updates (updating 20% of the data each
time) to compare the execution times of four methodologies:
ST-GARs, ARs, T-FS-tree, and SOC. As demonstrated by the
experimental results shown in Figure 6, the ST-GARs method
exhibited the shortest runtime across two datasets as the
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communication volume of data increased. Notably, upon the
dataset being updated to 100%, the execution time of ST-
GARs reduced by nearly 50% compared to the traditional
ARs algorithm. Moreover, as observed in Figure 6, the
interval of required runtime displayed a trend of gradual
reduction with the increase in data communication volume,
indicating a progressive improvement in mining efficiency of
ST-GARs over time. These findings distinctly highlight the
significant time efficiency advantage of ST-GARs in
processing large-scale vehicular network data, effectively
enhancing the overall efficiency of mining.
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Figure 6. Compare the running times of different algorithms as the
dataset is updated

Experiment 2: For this experiment, we compared the
relationship between the number of highly relevant nodes and
rules generated by different algorithms and the set minimum
support threshold. The experimental results are shown in
Figures 6 and 7 respectively. These results clearly show that
compared with other algorithms, the ST-GARs algorithm
proposed in this study can derive a larger number of high-
correlation node set rules, especially when minsup=0.5,
reaching an optimal state. The number of highly relevant node
sets and rules mined by ST-GARs still exceeds that of other
algorithms. This finding shows that the ST-GARs algorithm
has significant advantages in min- ing capabilities, especially
in revealing potential abnormal behavior information in the
dataset.

Experiment 3: For this experiment, with the data size
fixed, the execution time of different algorithms was com-
pared by changing the value of from 0.2 to 0.7, where
minsup=0.5. Theresultsare shownin Figure §and 9. As we can
see, in terms of time performance indicators, as the minimum
support threshold increases, the running time of each



algorithm first increases and then decreases. When
minsup=0.5, several algorithms achieve the best state. Under
the same minimum support threshold, ST-GARs performs
better than other algorithms on both data sets. The closer the
minimum support threshold is to 0.5, the higher the mining
efficiency of ST-GAR is. In addition, this result also hints at
the advantages of the ST-GARs algorithm in processing large-
scale data. As the data set grows, algorithms that can
effectively reduce the number of database scans will be
more likely to maintain high performance. Therefore, the ST-
GARs algorithm not only performs well on small-scale data
sets, but is also very suitable for processing large and complex
Internet of Vehicles data. In the future, we plan to further
optimize the algorithm to adapt to a more dynamic and
changeable Internet of Vehicles environment, while also
considering the application potential of the algorithm in
other fields, such as intelligent transportation systems and
smart city management. Through continuous optimization
and expansion, we believe that the ST-GARs algorithm can
play a greater role in the field of spatio-temporal graph
association rule mining.
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Figure 7. Comparison of the number of highly associated nodes
mined from different datasets
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4.3. Discussion

Yuand colleagues [41] introduced a new Quantum- Genetic
based OLSR protocol for Mobile Ad hoc Networks. This new
protocol combines the advantages of quantum computing
with the searching capabilities of genetic algo- rithms, aiming
to enhance the efficiency of routing and net- work
performance. GE et al. [16] proposed a new multi-hop
clustering algorithm for Vehicular Ad Hoc Networks. This
algorithm enhances data transmission and processing capa-
bilities in vehicle networks by optimizing network structure
and communication efficiency, thereby better addressing the
communication demands in highly dynamic traffic en-
vironments. Zhang and others explored [42] a new UAV-
assisted task offloading system, which employs the Dung
Beetle Optimization Algorithm and deep reinforcement
learning techniques. This system is designed to improve
task offloading efficiency in edge computing environments,
utilizing UAVs to optimize data processing and resource
allocation decisions. Zhang and his team [43] introduced a
new method for estimating missing data, using FNN- based
tensor heterogeneous ensemble learning. This method
specifically addresses data missing issues in the Internet of
Vehicles (IoV), improving data integrity and enhancing the
accuracy of data processing and analysis through advanced
machine learning technologies.

In the field of communication and data management in the
IoV, traditional spatio-temporal graph association rule mining
is used to identify anomalous nodes, primarily rely- ing on
historical data and the correlation of time and space to detect



abnormal patterns. Firstly, the Quantum-Genetic based OLSR
protocol, which combines quantum computing with genetic
algorithms, optimizes routing choices, enhanc- ing the
network’s  self-organizing capabilities and efficiency,
particularly effective in dynamically changing network envi-
ronments. The multi-hop clustering algorithm improves the
stability and efficiency of data transmission by optimizing
communication links between vehicles, which is crucial for
identifying anomalous nodes in the high-speed IoV environ-
ment. The UAV-assisted task offloading system, utilizing the
Dung Beetle Optimization Algorithm and deep reinforce-
ment learning, achieves resource optimization in complex
edge computing scenarios, enhancing the flexibility and
response speed of task processing. Lastly, the FNN-based
tensor heterogeneous ensemble learning method focuses on
addressing data missing issues, improving data integrity, thus
making anomaly detection more accurate and reli-
able.Compared to spatio-temporal graph association rules,
these methods demonstrate higher efficiency and accuracy in
handling the dynamism and complexity of IoV data, better
adapting to the rapid development and security needs ofthe
IoV environment.
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Figure 9. Comparison of the execution times of different
algorithms on datasets

5. Conclusion and Future Work

This study introduces a novel spatio-temporal graph asso-
ciation rule mining algorithm tailored for analyzing vehicle
communication behaviors in dynamic vehicle network en-
vironments. The algorithm excels at identifying nodes that
frequently send or receive large volumes of data, aiding in the

102

detection of information flooding, data leaks, or denial of
service attacks. It operates in two main phases: initially
identifying frequent temporal association rules, and subse-
quently verifying their credibility through innovative con-
nectivity and correlation metrics. This approach has proven
more efficient and accurate than existing methods in mining
significant temporal association rules within vehicle net-
works.

Experimental tests on the NSL-KDD and SPMDD data sets
demonstrate the superior effectiveness and efficiency of our
algorithm in uncovering hidden temporal correlations in
network communication behaviors among vehicles in the IoV.
The results indicate a notable improvement in network
security and the stability of the oV system.

Future enhancements will focus on scaling the algorithm
for larger and more complex IoV settings, extending its ap-
plication to other networked environments like smart cities
and industrial IoT, and improving its real-time capabilities to
better adapt to dynamic conditions. These advancements are
aimed at bolstering the overall security and reliability of the
IoV through deeper analysis of communication dynamics and
potential cybersecurity threats.
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