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Abstract: With the rapid development of smart grid, power information network faces increasingly severe security threats. In
smart grid, real-time security situation awareness is of great significance for preventing potential attacks. Most of the existing
security situation assessment methods are based on rules or statistical analysis, lacking the deep understanding of time series
data and the ability to dynamically adjust. This paper proposes a time series deep reinforcement learning (TDRL) algorithm to
dynamically evaluate the security situation of power network. The TDRL algorithm constructs a reinforcement learning
framework, regards the security state of power information network as the environment state, defines attack and defense
strategies as actions, and combines historical data of security events for learning and optimization. Through training, the model
can predict the changes in security situation in real time, and adjust according to the actual risks to improve the anti-attack
capability of the power grid. The experimental part uses a real smart grid data set for simulation. The model performs better than
the traditional rule-based evaluation method in multiple attack scenarios. In the comparison experiment, the TDRL algorithm
has significantly improved in accuracy, detection rate and F1 value, with an accuracy rate of more than 95% and a false alarm
rate of less than 5%.

Keywords: Smart Grid; Power Information Network; Security Situation Awareness; Deep Reinforcement Learning; Time
Series Modeling; Dynamic Evaluation.

1. Introducti based on Deep Reinforcement Learning, which can evaluate
y ntroduction and alert potential security risks in a timely manner by

Along with the rapid development of IT and ICT, observing the different safety indicators of the energy

Intelligent Grid has become a key support to transform the information network [5]. The model not only can monitor the
world's energy system. Intelligent Grid is a kind of advanced operation state of the power network dynamically, but also
electric power system, which is the integration of modern make optimization on the basis of history data and real time
information, communication and automatic control. Not only data.

can it be used in real time to monitor power generation, . . .
transmission, distribution and consumption, but also to 2. Analys1s of Smart Grid Securlty
optimize the configuration of power source by means of data Issues

analysis and intelligent scheduling. It is superior in power

scheduling, fault recovery, load prediction, energy 2.1. Smart Grid Architecture and Information

management, and so on, which makes the power system more Network Security Challenges
efficient, green and sustainable [1]. But with the fast Smart grid is an important part of the modern power system.
development of Smart Grid, the complexity and vulnerability It integrates information technology, communication
of power information network are also increasing. Not only technology and automation control technology to achieve a
does the Intelligent Grid connect a lot of electrical devices, high degree of intelligence in the production, transmission,
but it also includes an enormous communication net and IT distribution and consumption of electricity [6]. The basic
system [2]. The collaborative work of these systems enables architecture of smart grid can be divided into four main links:
the power network to adjust load, detect faults and optimize ~ power generation, transmission, distribution and consumption.
scheduling in real time, but also exposes it to a series of  These links work together to ensure the efficient transmission
security threats such as hacker attacks, virus transmission and and use of electricity. In this system, the exchange of
equipment failure [3]. Especially today when cyber attack information flow is the core of the smooth operation of each
technologies are becoming increasingly sophisticated, link. For example, from power plants to consumers,
traditional static security protection methods are often unable information such as power dispatch, load forecasting, and
to cope with the ever-changing and complex security equipment monitoring need to flow in real time, and various
challenges in smart grids. Since the security of smart grids is sensors, control devices and data centers are connected
directly related to the stability and security of the country's through a wide range of communication networks. In this
power supply, once attacked or faulty, it may bring huge highly interconnected environment, the security of the power
economic losses and social impacts [4]. Therefore, how to information network is particularly important [7]. The
evaluate and respond to the security situation of power interconnection of equipment in each link makes the control
information networks in real time and dynamically has and monitoring of the system more sophisticated and flexible,
become a major issue that needs to be solved urgently. but it also increases potential safety hazards. In smart grids,
The aim of this thesis is to put forward an evaluation model the operation of the power system is closely related to
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information transmission, and security issues in any link may
lead to the paralysis of the entire system. For example, an
interruption at the transmission end may cause regional power
outages, and a failure at the distribution end may cause
equipment damage and even affect the stability of the entire
power supply chain [8]. Therefore, the information flow in
smart grids is not only a support for the operation of the power
system, but also a vulnerable link for safe operation.

2.2. Main Security Threats Facing Power
Information Networks

With the rapid development of smart grids, the types of
security threats facing power information networks are
becoming increasingly complex and serious [9]. The main
threats include external hacker attacks, malware, internal data
leakage, and hardware failure.

Hacker attacks are one of the biggest security threats facing
the current power information network. With the digital
transformation of the power system, the smart grid system is
increasingly dependent on external networks, and the attack
surface of external networks is also increasing accordingly
[10]. Hackers can manipulate system equipment, modify
dispatch commands, and even cause large-scale power
outages by maliciously invading the information system of
the smart grid. In recent years, cyber attacks on the power
industry have occurred frequently. Attackers can not only
paralyze the system through traditional denial of service
attacks (DDoS), but also conduct long-term covert intrusions
through complex zero-day vulnerabilities and advanced
persistent threats (APT).

Malware, such as ransomware and worm viruses, has
become another major security risk in the power information
network [11]. This type of malicious program can lurk in the
operating environment of the power system and undermine
the stability and security of the system. Malware can pose a
serious threat to the normal operation of the power system by
encrypting system files, tampering with data, tampering with
control commands, etc. Especially in smart grids, once
malware is infiltrated and spread to devices, it may cause
large-scale system downtime or equipment damage.

In the operation of smart grids, internal personnel have
higher data access rights, which makes data leakage an issue
that cannot be ignored [12]. If employees of power companies
or operators are negligent in authority management, it may
lead to the leakage of sensitive data or directly tamper with
system data. This internal threat is usually more difficult to
detect because attackers can disguise themselves as legitimate
users to operate, which may have a far-reaching impact on the
operation and management of the power system in serious
cases.

In addition to external network attacks, hardware failure is
also an important security threat facing smart grids. Hardware
equipment in the power system, especially some important
monitoring equipment and sensors, are at risk of failure due
to aging or natural failure [13]. Hardware failure may affect
the normal operation of the power information network and
even cause power supply interruptions in some areas. In
addition, since smart grids rely on a large number of sensors
and automated control systems, the failure of these devices
may lead to interruption of information collection or control
failure, thus making the system lose the ability to respond to
emergencies.
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Design of Dynamic Model of Power
Information Network Security
Situation

3.1. Model Framework

In order to realize the security situation awareness of the
power information network, it is necessary to first define a
state space that can express the current network state.
Assuming that the state space is S, the state S(t) attime t
can be expressed as a comprehensive description of the
working state of each device in the network, communication
flow, external interference and other factors [14]. The state is
defined as a high-dimensional vector:

$(®) = [5:(8),52(8), o, 5m®] ()

Where S;(t) represents the i eigenvalue at time ¢,
which may include the operating status of the device,
communication delay, traffic load, etc. In the model based on
deep reinforcement learning, the system's intelligent agent
needs to respond to various security threats by choosing
different actions [15]. The definition of the action space A
can be expressed as a series of possible security protection
strategies, including strengthening firewall rules, adjusting
network traffic distribution, scheduling equipment work, etc.
The reward mechanism in reinforcement learning determines
the feedback that the agent receives after taking a certain
action. In order to enable the agent to learn and optimize
behavioral strategies through rewards, the reward function
R(t) is designed as an indicator to measure changes in
security situation, which can reflect the performance of the
system in responding to attacks. The specific reward function
can be defined as:

R(t) = —(4; - ALoss (t) + 4, - ARisk (t)) (2)

ALoss (t)represents the degree of loss of the network at
time t, ARisk (t) represents the risk increment caused by

the security incident, and A; and A, are weight
coefficients used to adjust the impact of loss and risk on
rewards. Through reinforcement learning training, the agent
will continuously optimize its security protection strategy
[16]. The strategy optimization process is achieved by
maximizing the long-term reward function, that is, the action
at each moment is selected through the strategy 7T. The
optimization process is carried out through the following
formula:

*(s) = arg maxE[Y_, y'R(t) | s, =s] (3)
T

Among them, Y is the discount factor, which indicates the

importance of future rewards, and T is the number of time
steps.

3.2. Design of TDRL Algorithm

Assume that the state of the agent at time t is S(t), and
after selecting action a(t), the state of the network is
transferred to S(t + 1)and the reward 7 (t) is obtained.

According to the basic theory of reinforcement learning, the
goal of the agent is to maximize the cumulative reward:

— T —
J(m) = E[Xi=o ¥ () | so = 5] “4)
Y is a discount factor, which indicates the importance of
future rewards. To optimize this goal, the TDRL algorithm

uses a deep Q0 network (DQN) to approximate the Q value
function.



4. Experiments and Simulations

4.1. Experimental Environment

This experiment is based on a simulated smart grid
environment. MATLAB and Python are selected as the main
development platforms, and the deep learning frameworks
TensorFlow and PyTorch are combined for model training
and simulation. In terms of hardware configuration, the
experiment uses NVIDIA RTX 3090 GPU to accelerate the
deep learning training process, and is equipped with 32GB
memory and high-performance processors to ensure efficient
calculations [17]. In order to simulate the operating
environment of the smart grid, a network topology containing
thousands of devices and sensors is adopted, and multiple
time series data sets are constructed by collecting dynamic
data of these devices. These data sets include network traffic,
device operating status, attack event records, etc.

4.2. Experimental Methods

The evaluation under normal conditions is to test the TDRL
model's ability to assess the security situation of the power
information network in the absence of an attack. Denial of
Service (DDoS) attack simulates the impact of large-scale
DDoS attacks on smart grids, and tests the TDRL model's
ability to identify and respond to such attacks. Data tampering
attack simulates the attacker's ability to affect the dispatching
command of the power grid by tampering with the
transmission data, and examines the TDRL model's ability to
detect and protect against data tampering. Hybrid attack is to
combine multiple attacks (such as DDoS attack and data
tampering at the same time) to evaluate the performance of
TDRL model in complex attack environment. For each attack

scenario, TDRL model will perceive the security situation of
the system in real time and take corresponding protective
measures. In the experiment, this paper compares the TDRL
model with traditional rule-based methods, statistical
methods, and other machine learning models (such as
decision trees, support vector machines, etc.).

4.3. Comparative Experiment

This paper compares the performance of TDRL model with
traditional rule-based models, statistical models and common
machine learning models. The specific comparison results are
as follows: The rule-based model relies on preset rules and
thresholds and is suitable for some known attack scenarios,
but has poor adaptability to unknown attacks and is prone to
high false alarm rates. The statistical-based model detects
anomalies by statistically analyzing network traffic,
equipment operation status and other features. However, due
to the complexity of smart grid systems, statistical methods
often cannot effectively cope with the variability of attack
patterns in dynamic environments. Machine learning models
(such as decision trees, SVMs, etc.) learn attack patterns
through training data, but when facing real-time data, there
are still certain adaptability problems, and the computational
efficiency is low under large-scale data.

4.4. Experimental Results

Table 1 shows that the TDRL model performs well in terms
of accuracy, recall, F1 value, etc., especially in terms of false
alarm rate and missed alarm rate. The TDRL model is
significantly better than the traditional method, indicating that
it can better adapt to different attack modes and reduce
unnecessary alarms.

Table 1. Performance comparison of different models under normal conditions

model type Accuracy (%) Recall rate (%) F1 value False alarm rate (%) Missing reporting rate (%)
TDRL 98.5 97.8 98.1 2.3 1.5
Rule-based model 85.4 81.2 83.1 10.5 7.2
Statistics-based model 89.7 86.1 87.8 9.3 6.8
Decision tree (DT) 91.3 87.4 89.3 8.2 5.5

Table 2 shows the performance of the TDRL model under
different attack scenarios. In DDoS attacks and data
tampering attacks, the accuracy and recall of the TDRL model

show strong detection capabilities. Especially in mixed attack
scenarios, the TDRL model can still maintain a high F1 value,
proving its robustness in complex attack modes.

Table 2. Performance comparison of TDRL models under different attack scenarios

attack type Accuracy (%) Recall rate (%) F1 value False(;l;i rm rate Mlssmg(z/ep;ortmg rate
0 0
DDoS attack 94.8 91.3 93 4.1 5.3
Data tampering attack 96.2 94.1 95.1 3.2 4.4
Hybrid attack 93.5 90 91.7 5 6.1
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Figure 1 shows the accuracy comparison between TDRL accuracy in all attack types, especially in the face of mixed
model and baseline model in different attack scenarios. It can attacks, the accuracy of the TDRL model is almost above 95%.
be seen that the TDRL model has significantly higher
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Fig 2. Comparison of recall rates between the TDRL model and the baseline model

Figure 2 shows the recall performance of the TDRL model 94.1%, respectively, which are much higher than the baseline
and the baseline model. The recall rates of the TDRL model model. This shows that the TDRL model can more effectively
in DDoS attacks and data tampering attacks are 91.3% and identify attack events and avoid underreporting.
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Fig 3. Comparison of false alarm rates between TDRL model and baseline model

Figure 3 reflects the false alarm rates of different models. especially in DDoS attack and hybrid attack scenarios, where
In all attack scenarios, the false alarm rate of the TDRL model the false alarm rate is less than 5%, indicating that the TDRL
is significantly lower than that of the baseline model, model performs well in reducing unnecessary alarms.
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Fig 4. False alarm rate comparison between TDRL model and baseline model
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Figure 4 shows the false alarm rate comparison between
TDRL model and baseline model. The false alarm rate of the
TDRL model is less than 6% in all attack scenarios, especially
in data tampering attacks, the false alarm rate drops to 4.4%,
showing the superiority of the TDRL model in accurately
identifying attack events.

The TDRL model performs well in both accuracy and recall,
especially in complex attack scenarios, and can effectively
detect and protect against attack events, maintaining a high
performance level. The false alarm rate and false alarm rate
of the TDRL model are significantly lower than those of
traditional methods, especially in DDoS attacks and data
tampering attacks, which makes the model more reliable in
practical applications. Whether facing a single attack mode or
a complex hybrid attack, the TDRL model can adapt to
different security threats, proving its powerful ability in the
security situation assessment of power information networks.

5. Conclusion

This paper presents a dynamic model for the safety of
power network based on TDRL, which can be used to predict
and evaluate the safety of smart grids. The comparison
between the experiment and the simulation shows that the
TDRL algorithm can better forecast the security threat in the
power information network, especially in the case of
complicated attack. The experiment results show that the
TDRL algorithm is superior to the conventional one in the
precision, detecting rate and F1. The precision is above 95%,
and the false alarm rate is below 5%. In addition, the model
proposed in this paper can update the security situation
assessment results in real time, so that the power grid can
respond in time and reduce potential risks when facing
changing security threats. Although this study has achieved
certain results in the security protection of smart grids, there
are still some challenges. For example, deep reinforcement
learning algorithms require a large amount of training data
and computing resources, and may need further optimization
in actual deployment to adapt to large-scale power grid
environments. In the future, combining advanced algorithms
and technologies in more fields (such as big data analysis,
edge computing, etc.) will further enhance the security
situation awareness capabilities of power information
networks.
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