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"Helping People Get Cheated" to "Anti-Fraud Star”

-- Reflections on ideological and political education from the perspective of campus Internet fraud
cases
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Abstract: In recent years, there have been frequent cases of telecom network fraud. Because cunning crooks have long
extended their claws to the pure campus. "Post-00" college students grow up in the Internet era and like to participate in online
activities and online part-time jobs. In order to prevent college students from falling into the crisis of telecommunications network
fraud, although colleges and universities have repeatedly reminded them of security education, the effectiveness of education
still needs to be improved. Among them, the fake identity fraud encountered by Xiao Chen is a typical high-incidence telecom
network fraud case. By analyzing the causes of cases, the case handling process of ideological and political workers is expounded,
and the case reflection and enlightenment are summarized, which provides effective reference ideas for the prevention and control
of campus online fraud.
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a medium of information, but it also gradually becomes a
platform for life. However, due to his lack of social

1. Introduction

Xiao Chen, a boy, who is a "post-00s" college student. In experience, risk awareness and prevention ability in the face
October 2020, Xiao Chen received a message from a familiar Qf complex network environment, eventually Xiao Chen fell
netizen with the game software in QQ, the other party said into the trap set by scammers [1].

that his friend urgently needed money in the hospital. But due
to the limited WeChat quota, he could not transfer money, and
hoped to transfer to Xiao Chen by Alipay first, and then ask

2.2. The effect of traditional security education
of telecom network fraud is not ideal

him to transfer to his friends through a bank card. Just when Despite the repeated reminders in security education at
Xiao Chen hesitated, the other party sent a screenshot of colleges and universities, the effectiveness of education still
Alipay successfully transferring 1,000 yuan, and sent a video needs to be improved to prevent college students from falling
of his injured friend, urging Xiao Chen to hurry up to transfer. into telecom network fraud. Xiao Chen had attended the
However, as Xiao Chen successfully transferred, he found security education lecture held by the school before he fell
that the net friend sent a message in QQ space saying that his into a trap, which shows that traditional preaching cannot
QQ number was stolen. Until this time did Xiao Chen realize exactly penetrate into the hearts of post-00s college students.
E::IL .he was deceived and immediately called the police for 2.3. Lack of home network risk management
In recent years, telecom network fraud cases frequently, education

which are closely related to the cunning cheaters who have According to Xiao Chen's feedback during the
long been claws into the pure campus. According to the conversation, his parents focused on traditional Chinese
analysis of the 2021 Wenzhou teachers and students moral education, such as returning lost money and being
telecommunications network fraud cases, college students ready to help others, but did not carry out network risk
accounted for 15.8%, and the types of fraud ranked from the management education. Xiao Chen even doubted his quality
highest to the bottom are game equipment, fake identities, of helping others after being duped. It can be seen that the
recharge rebate, part-time brushing and shopping lack of home network risk management education is also a
consumption. The fake identity fraud encountered by Xiao significant factor in the high incidence of cases of telecom
Chen ranked second, which is a typical high-incidence network fraud on campus.

telecom network fraud case.

: 3. Case process

2. Case analysis )
) ] ] 3.1. Patience to heal the soul

2.1. Helpful but lacking social experience, he Via talking with Xiao Chen as soon as possible, the

fell victim to "identity impersonation" deception process was understood in detail and the cheaters'
scams "ingenuity" in this type of deception was summarized.
Through cognitive behavioral therapy [2], Xiao Chen was led

and prefer to participate in online activities and part-time jobs. to correctly understand the root of the problem of being
In the case of Xiao Chen being cheated, the friend he turned cheated on and help him out of the psychological haze of
to for help was the virtual friend who he had never met in the being cheated on. Then, in response to the high incidence of
game software. This shows that the Internet is no longer just Internet fraud cases, in all classes of the school was

Post-00s college students are growing up in the Internet era
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investigated one by one, which makes more like Xiao Chen
in the telecom network fraud case victims of the students to
get timely care.

3.2. Warm companionship and regain self-
confidence

The basic work included hiring league branch secretary and
publicity commissary of the class as anti-fraud liaison officers,
organizing league and school backbone to set up a propaganda
team of "You and I are of the same mind, anti-fraud
colleagues" to go to bed for publicity. What's more, Chen and
other cheated students were invited to script their own
cheating experience and help shoot a series of micro-videos
of network fraud cases. The micro video "online shopping
information leakage - impersonating customer service fraud"
was honored to be a part of the "Learning Power".
Successfully, Xiao Chen gradually regained his confidence in
the anti-fraud voluntary propaganda.

3.3. Meticulous care and self-improvement

In the anti-fraud volunteer publicity again and again, Xiao
Chen's wounded soul was gradually healed. He recognized
that helping others is the right thing to do, but the problem
lies with the criminals involved in online fraud. Therefore,
only by calling on more students to constantly improve the
awareness of anti-fraud, in order to fundamentally eliminate
telecom network fraud. So he combined his professional
knowledge and worked with his classmates to independently
develop the "No Fraud on Campus" mini program to serve the
anti-fraud awareness of new students, which was widely
reported by many media, such as “Zhejiang Workers' Daily”
and “Qianjiang Evening News”.

4. Conclusion

General Secretary Xi Jinping emphasized that "To do a
good job in ideological and political work in colleges and
universities, we must adapt to events, advance with the times,
and adapt to the situation." When students are hurt by telecom
network fraud, the top priority is to guide students to take
advantage of the situation with love to care for the healthy
growth of students.

(1) Adapt to events and help students get out of the haze

What we should do is to pay attention to the psychological
state of the deceived students in a timely manner and conduct
psychological counseling. To enhance the ability [3] of youth
to prevent telecom fraud, we can strengthen their ideological
education and psychological quality training. Ideological and
political education in colleges and universities needs the
concerted efforts of "counselors, parents and peers". In
combination with the IT Culture Festival, we held the online
anti-fraud short video solicitation contest to design new forms
like "anti-fraud milk tea" that young people like, and regularly
pushed online fraud cases on the department's wechat public
account and set up a safety grid in dormitories, encourage
dorm leaders to observe attentively and conduct timely
counseling for possible Internet fraud hidden dangers. By
writing a parents' notice to remind parents to control students'
living expenses scientifically and reasonably and to cultivate
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students' awareness of risk management. Thus, to prevent
telecom network fraud, we must communicate well with
parents and realize home-school linkage.

(2) Keeping pace with the times and rekindling students'
volunteer spirit

Ideological and political workers in colleges and
universities should keep up with the pace of the times and
enhance the affinity and pertinence of ideological and
political education, and accurately grasp the behavioral habits
and psychological preferences of "post-00" college students.
Guiding the deceived students to help shoot anti-fraud micro-
videos based on their deception experience and seeking
publicity methods that college students prefer to see in the era
of integrated media which can make deceived students
identify scammers in volunteer service and rekindle their self-
confidence.

(3) Adapt to the situation and achieve dreams with the help
of professionalism

We call on each class director, full-time teachers through
the theme class meeting, curriculum ideological and political
education links, using close face-to-face form, the Internet
fraud case analysis to every student. At the same time, will
test the true small program and other small anti-fraud program
in the class meeting to demonstrate to each student. So the
students in the transfer can further confirm the identity of the
other party to prevent falling into fraud trap.

Students need to go through ups and downs to grow up. To
turn danger into opportunity, crises into opportunities require
ideological and political workers in colleges and universities
to have dialectical thinking, develop new abilities based on
the situation, and guide cheated students to develop anti-fraud
mini-programs based on their professional knowledge. This
not only enables the cheated students to innovate in their
professional learning, but also helps the freshmen to
investigate their anti-fraud awareness, laying a foundation for
the establishment of a systematic education mechanism for
college students to prevent network risks.
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