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Abstract: Neural networks are increasingly integral to scientific modeling and a wide range of real-world applications. 

However, standard neural networks often lack reliable certainty and confidence, and can be poorly calibrated, leading to 

nondeterministic results. To address these challenges, researchers have focused on understanding and quantifying uncertainty in 

neural network predictions. This work offers a comprehensive discussion of uncertainty estimation in neural networks, discussing 

recent advances, current challenges, and future research opportunities. This work explains key sources of uncertainty, challenges 

from model uncertainty and irreducible data uncertainty. We explore various methods for modeling these uncertainties, such as 

deterministic neural networks, Bayesian neural networks (BNNs), ensembles, and test-time data augmentation approaches. 

Additionally, the paper provides practical examples from fields like medical data analysis, robotics, and autonomous driving, 

illustrating the challenges and requirements associated with uncertainty in real-world applications. We also examine the 

limitations of current uncertainty quantification methods in safety-critical applications, and provide an outlook on future 

developments aimed at broader adoption of these methods in diverse domains. This paper serves as a valuable resource for both 

newcomers and those experienced in the field of uncertainty estimation in neural networks. 
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1. Introduction 

Over the past decade, deep neural networks (DNNs) have 

made significant strides, leading to their adoption across 

diverse research fields, particularly in the modeling and 

understanding of complex systems such as language model[1, 

2], medical image analysis, robotics[3] and topology 

optimization[4]. For the security-critical tasks, the neutral 

networks have been used in pathological assessments in 

Hepatic steatosis[5-10],  which influences transplant 

outcomes while the reliability of data source remains to be 

improved[11]. Despite their appeal in high-risk areas like 

medical imaging and autonomous vehicle control[12], DNNs 

remain underutilized in safety-critical real-world applications. 

This limited deployment is primarily due to: 

Challenges in providing reliable uncertainty estimates for 

decisions[13]. 

Vulnerability to adversarial attacks, which exposes them to 

potential sabotage. 

A lack of expressiveness and transparency in their 

inference models[14]. 

Inability to distinguish between in-domain and out-of-

domain data. 

These limitations often stem from uncertainties inherent in 

the data or gaps in the neural network's knowledge. 

Developing reliable uncertainty estimates is crucial, as these 

can help identify uncertain predictions, allowing them to be 

either disregarded or escalated to human experts. Uncertainty 

estimation is essential not only for safe decision-making in 

high-risk domains but also in fields with heterogeneous data 

sources and limited labeled data, such as sensing mm-Wave 

wireless signal[15-19] and  traffic user equilibrium[12, 20] 

and autonomous driving[12, 21, 22]. Moreover, it plays a 

critical role in areas like active learning and reinforcement 

learning, where managing uncertainty is a fundamental aspect 

of the learning process. In recent popular transformer model 

plus its variants like detection Transformer[23] and Domain-

Switch Learning[24], this uncertainty plays a great role in 

cross-attention and self-attention layers with various decode 

model that needs to be precisely estimated in feature 

extractor[25] and real-world applications like person re-

identification[26-29], recognition of human actions[30-34], 

sentiment analysis[35, 36] , large language model[37, 38] and 

physics-informed reinforcement learning[39]. 

In recent years, there has been growing interest in 

estimating uncertainty in DNNs. The most common approach 

involves separately modeling two types of uncertainty: model 

uncertainty, which arises from the model itself, and data 

uncertainty (aleatoric uncertainty), which is inherent in the 

data. While model uncertainty can be reduced by improving 

the learning process, data uncertainty is irreducible. Key 

methods for modeling these uncertainties include Bayesian 

inference, ensemble techniques, test-time augmentation, and 

single deterministic networks with explicit components for 

representing both model and data uncertainty[40]. However, 

estimating predictive uncertainty alone is insufficient for safe 

decision-making; ensuring that these estimates are reliable is 

equally important. Consequently, the calibration properties of 

DNNs have been extensively studied, and re-calibration 

methods have been developed to enhance the reliability of 

uncertainty estimates. 

Several studies have provided introductions and overviews 

of uncertainty in statistical modeling, though these works 

often lack a specific focus on neural network applications. For 

instance, researchers have introduced general frameworks 

and conceptual descriptions of Bayesian neural networks 

(BNNs)[41], along with updated overviews of Bayesian 

methods for uncertainty quantification in neural networks, 

particularly in recommender systems, topic modeling, and 

control systems. Evaluations of uncertainty quantification 

methods in deep learning have also been presented, 

comparing techniques such as SoftMax output ensemble 
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networks, BNNs, and autoencoders on datasets like 

MNIST[40]. These studies highlight the practical challenges 

and considerations for applying uncertainty quantification 

methods in real-world, mission- and safety-critical 

applications. 

Our aim is to guide the reader through the entire process—

from identifying sources of uncertainty to understanding 

where uncertainty estimations are crucial. Additionally, we 

highlight the limitations of current methodologies and discuss 

future challenges. This paper offers a broad introduction and 

comparison of various approaches and foundational concepts, 

serving as a valuable resource for those familiar with deep 

learning who wish to integrate uncertainty estimation into 

their models, as well as for those already knowledgeable in 

the field. 

2. Neural Networks with 
Nondeterministic Sources 

A neural network is a non-linear function 𝑓𝜃 

parameterized by model parameters 𝜃  (i.e. the network 

weights) that maps from a measurable input set A to a 

measurable output set B: 

𝑓𝜃: 𝐴 → 𝐵 𝑜𝑟 𝑓𝜃(𝐴) = 𝐵 (1) 

We consider four distinct steps from raw environmental 

information to a neural network's prediction with quantified 

uncertainties, namely: 

Data Acquisition Process: The occurrence of some 

information in the environment (e.g., a bird’s singing) and a 

measured observation of this information (e.g., an audio 

recording). 

DNN Building Process: The design and training of a 

neural network. 

Applied Inference Model: The model applied for 

inference. 

Prediction’s Uncertainty Model: The modeling of 

uncertainties caused by the neural network and/or the data. 

Above highlights the nondeterministic features related to 

these steps and explain uncertainties are propagated through 

the process. Finally, a model for the uncertainty of a neural 

network’s prediction and discuss the main types of 

uncertainty considered in neural networks is introduced. The 

goal is to provide an accountable understanding of 

uncertainties in neural networks. For simplicity, the 

mathematical properties relevant to understanding the 

approaches and applying the methodology in different fields 

will be the focus for future research. 

3. Challenges in Design and Training 

The design of a DNN involves the explicit modeling of the 

neural network and its stochastic training process. The 

assumptions about the problem structure induced by the 

design and training of the neural network are referred to as 

inductive bias[42]. We summarize all decisions of the 

modeler regarding the network’s structure and training 

process in a structure configuration s. The defined network 

structure introduces a third factor of uncertainty in neural 

network predictions. For a given network structure s and a 

training dataset D, the training of a neural network is a stochastic 

process, and therefore, the resulting neural network fϴ is based on 

a random variable. 

The process is stochastic due to random decisions, such as 

the order of the data, random initialization, or random 

regularization (e.g., augmentation or dropout). The loss 

landscape of a neural network is highly non-linear, and the 

randomness in the training process generally leads to different 

local optima, resulting in different models. Parameters such 

as batch size, learning rate, and the number of training epochs 

also affect the training, resulting in different models. 

Depending on the underlying task, these models can 

significantly differ in their predictions for individual samples, 

even leading to differences in overall model performance. 

This sensitivity to the training process introduces a fourth 

factor for uncertainties in neural network predictions. The 

inference describes the prediction of an output for a new data 

sample by the neural network. At this time, the network is trained 

for a specific task. Thus, samples that are not inputs for this task 

cause errors and are therefore also a source of uncertainty. 

In general, the distribution is unknown and can only be 

estimated based on the given data in D. For this estimation, 

neural networks form a very powerful tool for many tasks and 

applications. Neural networks form a powerful tool for many 

tasks and applications, but the prediction of a neural network 

is subject to both model-dependent and input data-dependent 

errors as illustrated in Figure1. Consequently, the predictive 

uncertainty associated with y∗ is typically separated into data 

uncertainty (also known as statistical or aleatoric uncertainty) 

and model uncertainty. Depending on the approach, 

additional explicit modeling of distributional uncertainty may 

be used to account for uncertainty caused by examples from 

regions not covered by the training data. 

 
Figure 1 Visualization of the data, the model, and the distributional 

uncertainty for classification and regression models[34]. 

4. How to evaluation and address 
Nondeterministic Features 

As described in Section 2, several factors may cause model 

and data uncertainty, affecting a DNN’s predictions. This 

variety of sources of uncertainty makes the complete 

exclusion of uncertainties in a neural network nearly 

impossible for most applications. Particularly in practical 

applications using real-world data, the training data is only a 

subset of all possible input data, which means that a mismatch 

between the DNN domain and the unknown actual data 

domain is often unavoidable. However, it is also impossible 

to compute an exact representation of a DNN prediction's 

uncertainty since the different uncertainties cannot be 

modeled accurately and are often even unknown. Therefore, 

methods for estimating uncertainty in DNN predictions are a 

popular and vital field of research. 

The data uncertainty component is typically represented in 

the prediction (e.g., in the SoftMax output of a classification 

network or in the explicit prediction of a standard deviation 

in a regression network)[43]. In contrast, several different 

approaches that model the model uncertainty and seek to 

separate it from the data uncertainty have been introduced to 

obtain an accurate representation of the data uncertainty. 

Methods for estimating uncertainty can generally be split into 

four different types based on the number (single or multiple) 

and the nature (deterministic or stochastic) of the DNNs used: 
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Single Deterministic Methods: These methods provide 

predictions based on a single forward pass within a 

deterministic network. The uncertainty quantification is either 

derived using additional (external) methods or directly 

predicted by the network[44]. 

Bayesian Methods: These cover all kinds of stochastic 

DNNs, where two forward passes of the same sample 

generally lead to different results. 

Ensemble Methods: These combine predictions from 

several different deterministic networks during inference. 

Test-Time Augmentation Methods: These methods 

provide predictions based on a single deterministic network 

but augment the input data at test-time to generate several 

predictions that are used to evaluate the certainty of the 

prediction. 

Many internal uncertainty quantification approaches 

follow the idea of predicting the parameters of a distribution 

over the predictions rather than a direct pointwise maximum-

a-posteriori estimation. The loss function of such networks 

often takes the expected divergence between the true and 

predicted distributions into account. The distribution over the 

outputs can be interpreted as a quantification of the model 

uncertainty, attempting to emulate the behavior of Bayesian 

modeling of the network parameters. The prediction is then 

given as the expected value of the predicted distribution. 

For regression tasks, Oala[45] introduced an uncertainty 

score based on the lower and upper bound output of an 

interval neural network. This network has the same structure 

as the underlying deterministic neural network and is 

initialized with the deterministic network’s weights. Unlike 

Gaussian representations of uncertainty (given by a standard 

deviation), this approach can produce non-symmetric values 

of uncertainty and is more robust in the presence of noise. A 

simultaneous quantile regression loss function was 

introduced to generate well-calibrated prediction intervals for 

data uncertainty. Model uncertainty is quantified based on a 

mapping from the training data to zero using Orthonormal 

Certificates, ensuring that out-of-distribution samples, where 

the model is uncertain, are mapped to non-zero values and can 

thus be recognized. 

Compared to other principles, single deterministic methods 

are computationally efficient in training and evaluation. Only 

one network needs to be trained, and the approaches can often 

be applied to pre-trained networks. Depending on the 

approach, only a single or at most two forward passes are 

required for evaluation. The underlying networks may contain 

more complex loss functions, which can slow down the 

training process, or external components that need to be 

trained and evaluated additionally. However, this is generally 

more efficient than the number of predictions required for 

ensemble-based methods, Bayesian methods, and test-time 

data augmentation methods. A drawback of single 

deterministic neural network approaches is their reliance on a 

single opinion, which can make them sensitive to the 

underlying network architecture, training procedure, and 

training data as shown in Figure1. 

Various methods for modeling and predicting different 

types of uncertainty in neural networks will be presented. To 

assess these approaches, specific measures must be applied to 

the derived uncertainties. In the following section, we outline 

different methods for quantifying the predicted types of 

uncertainty. It is important to note that the accuracy and 

reliability of these uncertainties are not inherently guaranteed. 

Evaluating the quality of uncertainty estimates poses several 

challenges: 

Method Dependency: The quality of uncertainty 

estimation is highly dependent on the underlying method used. 

Different approximations of Bayesian inference, for example, 

can lead to varying levels of accuracy in uncertainty estimates. 

Absence of Ground Truth: There is a notable lack of 

ground truth uncertainty estimates, making it difficult to 

validate predictions. Defining ground truth uncertainty is 

itself a complex task. For example, if ground truth is defined 

based on human subjectivity, questions such as "How many 

subjects are needed?" and "How should these subjects be 

selected?" must be addressed. 

Lack of Unified Metrics: There is no standardized 

quantitative evaluation metric across machine learning tasks. 

Uncertainty is defined differently depending on the task, such 

as classification, segmentation, or regression. For instance, 

prediction intervals or standard deviations are typically used 

to represent uncertainty in regression tasks, while measures 

like entropy are employed to capture uncertainty in 

classification and segmentation tasks. 

 
Figure2. Predictions received from a LeNet network trained on 

MNIST’s handwritten digits from 0 to 9 and evaluated on different 
rotations of test samples[34]. 

Post-processing (or post-hoc) methods are applied after the 

training process and are designed to learn a re-calibration function. 

In this approach, a subset of the training data is held out during the 

training process and used as a calibration set. The re-calibration 

function is then applied to the network’s outputs (e.g., the logit 

vector) to improve calibration based on the held-out calibration set. 

Zhang et al. [46] identified three key requirements that post-hoc 

calibration methods should meet: 

Preserve Accuracy: The method should not compromise the 

predictor’s performance. 

Data Efficiency: Only a small fraction of the training dataset 

should be required for calibration. 

Correct Re-Calibration Mapping: The method should be able 

to approximate the correct re-calibration map, provided there is 

sufficient data for calibration. 

However, they also noted that no existing approach fully 

satisfies all three requirements. 

For classification tasks, one of the simplest but effective post-hoc 

calibration techniques are temperature scaling. This involves 

optimizing the temperature T > 0 of the SoftMax function to achieve 

better calibration in below equation (2). 

 

  (2) 

 

This distinction is evident as these methods quantify model 
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and data uncertainty separately, focusing on reducing model 

uncertainty in predictions. In addition to approaches that 

enhance calibration by addressing model uncertainty, a 

significant and expanding body of literature has explored 

methods specifically aimed at reducing calibration errors. 

5. Conclusion and outlook 

Despite significant advances in uncertainty quantification 

in neural networks over recent years, their adoption in 

practical mission- and safety-critical applications remains 

limited. While DNNs have become the main standard for 

solving numerous computer vision and medical image 

processing tasks, most existing models are not capable of 

appropriately quantifying the uncertainty inherent in their 

inferences, particularly in real-world applications. This is 

primarily because baseline models are often developed using 

standard datasets, such as ImageNet, or well-known 

regression datasets specific to particular use cases, and are 

therefore not readily applicable to complex real-world 

environments, such as low-resolution satellite data or other 

data sources affected by noise. 

Although many researchers from other fields apply 

uncertainty quantification, a broad and structured evaluation 

of existing methods based on different real-world applications 

is not yet available. Existing methods for evaluating estimated 

uncertainty are better suited for comparing uncertainty 

quantification methods based on measurable quantities, such 

as calibration or performance on out-of-distribution (OOD) 

detection. However, a clear, standardized protocol of tests for 

uncertainty quantification methods is still lacking. This 

absence makes it difficult for researchers from other domains 

to identify state-of-the-art methods relevant to their field and 

complicates the direct comparison of the latest approaches. 

Moreover, the limited acceptance and adoption of currently 

existing methods for uncertainty quantification further 

highlight this issue. 

Existing measures for evaluating estimated uncertainty, 

such as the expected calibration error, are based on the entire 

testing dataset. This means that, similar to classification tasks 

on unbalanced datasets, the uncertainty associated with single 

samples or small groups of samples may be biased towards 

the performance on the rest of the dataset. However, for 

practical applications, assessing the reliability of predicted 

confidence on a pointwise basis could offer more possibilities 

than aggregated reliability based on some testing data, 

independent of the current situation. This pointwise 

evaluation is particularly important for mission- and safety-

critical applications. Current methods are empirically 

evaluated, with their performance underlined by reasonable 

and explainable values of uncertainty. Ground truth 

uncertainty, however, is generally unavailable for validation. 

Even though existing methods are calibrated on given datasets, 

these results cannot simply be transferred to other datasets, as 

shifts in data distribution must be considered, and many fields 

can only cover a small portion of the actual data environment. 

Preparing a large amount of training data is challenging and 

expensive, so synthetic data is often used to train models. For 

this, artificial uncertainties in labels and data should be 

considered to gain a better understanding of uncertainty 

quantification performance. The gap between real and 

synthetic data, or estimated and real uncertainty, further limits 

the adoption of current methods for uncertainty quantification. 

Existing methods for neural network uncertainty 

quantification provide predictions of certainty without any 

indication of what causes the uncertainties. Although these 

certainty values often appear reasonable to a human observer, 

it is unclear whether the uncertainties are actually based on 

the same observations the human observer made. Without 

understanding the reasons and motivations behind single 

uncertainty estimations, it is much harder to guarantee 

performance when transferring from one dataset to another or 

when dealing with domain shifts. In safety-critical real-life 

applications, the lack of explainability makes it significantly 

harder to apply available methods. Besides the explainability 

of neural network decisions, existing methods for uncertainty 

quantification are not well understood at a higher level.  

For instance, explaining the behavior of single 

deterministic approaches, ensembles, or Bayesian methods is 

a current research direction that remains difficult to fully 

grasp[47]. However, understanding how these methods 

operate and capture uncertainty is crucial for identifying 

pathways for refinement and detecting and characterizing 

uncertainty failures and shortcomings. 
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