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Abstract. Federated learning (FL) enables privacy-preserving machine learning across 
decentralized clients without sharing raw data. However, it faces significant challenges, particularly 
from label-flipping (LF) attacks, where malicious clients mislabel data, compromising model 
performance. This paper proposes a robust aggregation method that mitigates the impact of LF 
attacks by combining validation-based weighting with update consistency. This method adaptively 
adjusts client weights based on their validation accuracy and the consistency of their model updates 
across rounds. Unlike traditional approaches, which rely on costly computation or access to trusted 
validation sets, this lightweight method requires no access to local data or extensive computation, 
making it suitable for real-world applications. Experimental results using the Fashion-MNIST dataset 
show that the proposed method effectively maintains competitive accuracy under LF attacks, 
outperforming standard aggregation methods such as FedAvg and Trimmed Mean. This strategy 
offers a practical, scalable solution for FL in adversarial settings, providing robust defense against 
label-flipping attacks without compromising the system's efficiency. 
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1. Introduction 

As privacy concerns continue to rise, Federated Learning (FL) has become a promising solution 

for training machine learning models across decentralized clients without the need to share raw data. 

This decentralized approach offers significant advantages in terms of data confidentiality, as each 

client maintains control over its own data. However, the privacy and security of FL are still vulnerable 

to various adversarial attacks, particularly label-flipping (LF) attacks, which can compromise the 

integrity of the training process. 

In a label-flipping attack, malicious clients intentionally mislabel the data they send to the server, 

thereby poisoning the global model during the aggregation process. This type of attack is particularly 

dangerous because it can subtly degrade the model's performance without altering the structure of the 

data or the model itself, making it difficult to detect. Due to the trust-based nature of FL, where clients 

are trusted to update models based on their local datasets, label-flipping attacks exploit this 

vulnerability, leading to significant performance degradation, especially when the attack is 

synchronized across multiple rounds [1]. 

The inherent challenge in defending against LF attacks lies in the decentralized nature of FL and 

the absence of centralized data, which makes it difficult to monitor and validate each client’s updates. 

Traditional methods for handling such attacks often rely on expensive computations or assume the 

existence of trusted validation sets, which are not feasible in real-world, resource-constrained edge 

environments [2]. Consequently, there is a growing need for efficient and lightweight defenses that 

can detect and mitigate the impact of label-flipping attacks using only observable training dynamics, 

without requiring access to raw client data or extensive computational resources. 

This paper proposes a novel aggregation method for FL that addresses label-flipping attacks by 

integrating a validation-based weighting mechanism with update consistency. This method adapts to 

adversarial behaviors by dynamically adjusting the weights of client updates based on their validation 

accuracy and the stability of their model updates across communication rounds. Unlike traditional 

aggregation methods such as FedAvg, which are vulnerable to LF attacks, this approach does not rely 

on costly computation or trusted validation data. Instead, it leverages the consistency of client updates 
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and the performance of local models on a small validation set to robustly aggregate the model, 

reducing the influence of malicious updates [2,3]. 

The experimental results, conducted using the Fashion-MNIST dataset, demonstrate that the 

proposed approach significantly enhances the robustness of FL models against LF attacks. The 

method achieves competitive accuracy, outperforming traditional aggregation techniques like 

FedAvg and Trimmed Mean, while maintaining the efficiency needed for real-world deployment. 

This study highlights the potential of validation-based client weighting as a practical and scalable 

defense mechanism for federated learning under adversarial conditions. 

2. Relevant Theories 

2.1. Federated learning basics (FedAvg) 

Federated Learning (FL) enables multiple clients to collaboratively train a machine learning model 

without sharing raw data, ensuring data privacy and minimizing communication overhead. The 

foundational algorithm, Federated Averaging (FedAvg), combines local Stochastic Gradient Descent 

(SGD) with server-side model aggregation. Each client performs several local updates and then sends 

model parameters, rather than gradients or data, to a central server for weighted averaging [1]. 

Despite its privacy benefits, FedAvg is sensitive to non-IID data distributions across clients and 

lacks robustness to adversarial manipulations. The standard aggregation method—arithmetic mean—

is particularly vulnerable to model updates injected by malicious participants [2-3]. These limitations 

have driven the need for more robust and adaptive aggregation strategies [4]. 

2.2. Label-flipping attacks and data-poisoning 

Label-flipping (LF) attacks represent a prevalent form of data poisoning in FL. In such attacks, 

adversarial clients intentionally mislabel training data (e.g., flipping class A to class B), thereby 

corrupting the global model during the aggregation process [5]. Due to the decentralized nature of 

FL, detecting these subtle manipulations is highly challenging [6]. Adversaries can exploit the trust-

based model updates to degrade model accuracy, particularly when the attack is synchronized across 

multiple rounds [7]. 

Unlike backdoor attacks, which rely on trigger patterns, LF attacks operate without altering model 

architecture or metadata, making them stealthy and difficult to identify. Recent studies demonstrate 

that even a small portion of malicious clients can significantly affect model convergence and decision 

boundaries [8-9]. Defenses against LF attacks, therefore, must be both lightweight and proactive to 

remain practical in resource-constrained environments [10]. 

2.3. Existing robust aggregation and lightweight defenses 

To counter data poisoning and LF attacks, numerous robust aggregation schemes have been 

proposed. Among them, Robust Federated Aggregation (RFA) leverages geometric median-based 

aggregation to tolerate a fraction of corrupted updates [11]. Unlike the arithmetic mean, the geometric 

median is less sensitive to outliers, making it effective in the presence of adversarial clients. RFA 

demonstrates convergence guarantees under bounded heterogeneity and is scalable due to its efficient 

implementation using Weiszfeld-type algorithms [12]. 

Other methods such as Krum, Trimmed Mean, and Multi-Krum adopt statistical filtering 

approaches to exclude anomalous updates [13-14]. However, many of these defenses either introduce 

significant computational costs or require assumptions about client behavior and data distribution, 

which limit their applicability [15]. 

More recently, lightweight mechanisms combining data quality scoring, client similarity 

verification, and update filtering have gained attention. These approaches prioritize adaptability and 

efficiency, aligning better with real-world FL deployments where computational resources are limited 

[16-18]. However, the trade-off between robustness and model performance remains an open 

challenge [19-20]. 
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3. Methodology 

3.1. Threat Model & Assumptions 

The considered federated learning setup involves a central server coordinating multiple clients that 

independently perform local training. Within this population, a fraction of clients behaves maliciously 

by conducting label-flipping (LF) attacks [21-22]. These adversarial participants adhere to the 

protocol in terms of computation and communication but deliberately manipulate class labels in their 

local data prior to training, introducing poisoned updates into the aggregation process. 

No distinguishing information is assumed to exist between benign and malicious clients in terms 

of update format, frequency, or reported parameters. All client-side training occurs on non-IID data, 

which further complicates the attribution of anomalous behaviour [23-24]. The server operates under 

limited observability—lacking access to raw data, client-side metadata, or any form of external 

verification. No assumptions are made regarding the number or consistency of adversarial participants, 

and all aggregation decisions must rely solely on patterns inferred from model updates. 

The adversarial objective is untargeted disruption of model convergence rather than precise 

misclassification. Label flipping may follow a fixed corruption ratio per class or vary across training 

rounds. Due to heterogeneous data distributions and absence of trusted coordination mechanisms, 

effective defense must be computationally efficient and adaptable to diverse attack patterns without 

requiring extensive overhead. 

No assumptions are made about the identity, number, or consistency of the attackers. Similarly, 

clients do not share their loss values, data statistics, or metadata. As a result, any defense mechanism 

must operate under limited observability and must remain efficient enough to be deployable on low-

resource devices. 

3.2. Client Weighting Strategy 

To reduce the impact of potentially malicious updates while avoiding assumptions about client 

behavior, a validation-based weighting mechanism is employed during aggregation. Each local model 

is evaluated on a preselected clean validation set, and the resulting accuracy is used to determine its 

weight in the global update. 

At each communication round, all received local models are evaluated using the same trusted 

validation data. The resulting accuracy scores function as indicators of model quality. Higher weights 

are assigned to updates that achieve stronger validation performance, while those associated with 

substantial accuracy degradation are down-weighted. 

The resulting strategy enables adaptive trust modulation during training, adjusting client 

contributions in a continuous manner. Unlike hard-threshold filtering or statistical anomaly detection, 

influence is scaled rather than eliminated. As a result, no prior specification of attacker quantity or 

behavior is required, improving robustness under uncertain conditions. 

The validation set remains small and fixed throughout training to maintain low computational cost. 

As no access to training data or client internals is required, the scheme remains compatible with 

privacy-preserving and scalable federated learning frameworks. 

3.3. Defense-Aware Aggregation 

To limit the effect of poisoned updates without sacrificing the advantages of distributed 

optimization, an aggregation rule is designed that incorporates indicators of both client reliability and 

update consistency. Based on the previous weighting scheme, the final model is updated by 

computing a weighted average of local parameters, with weights jointly influenced by validation 

accuracy and inter-round update stability. 

The core idea is to combine two complementary indicators. First, validation-based weights—

obtained as described in Section 3.2—capture each client’s contribution to generalization. Second, 

update consistency is assessed by measuring the deviation between a client’s current and previous 
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updates. Update directions that fluctuate significantly across rounds are penalized, since such 

deviations may correspond to adversarial behavior or local instability. 

Formally, given client i's local model 𝑤𝑖
𝑡  at round t, the aggregated global model 𝑤𝑡  is 

computed as: 

𝑤𝑡 =  ∑ 𝛼𝑖
𝑡𝑁

𝑖=1  ⋅ 𝑤𝑖
𝑡                             (1) 

Where 𝑎𝑖
𝑡 is the normalized aggregation weight, jointly determined by: 

𝛼𝑖
𝑡 ∝

𝐴𝑖
𝑡

1 + 𝜆⋅|𝑤𝑖
𝑡− 𝑤

𝑖
(𝑡−1)

|
                   (2) 

Here, 𝐴𝑖
𝑡 denotes validation accuracy, |𝑤𝑖

𝑡 −  𝑤𝑖
(𝑡−1)

| captures inter-round model drift, and λ 

is a hyperparameter controlling the penalty strength. 

The dual-factor approach enables trust adjustment in a continuous manner. Updates with low 

validation accuracy and unstable behavior receive lower weights, while benign fluctuations are 

preserved to retain diversity. Importantly, no raw data is required, and the entire scheme preserves 

the privacy-preserving nature of federated learning. 

3.4. Algorithm Summary 

Within the framework, aggregation weights are adaptively updated to diminish the effect of label-

flipping (LF) attacks in the training process. At the start of each training round, the server distributes 

the current global model to all participating clients. Each client then performs local training using 

stochastic gradient descent (SGD) on its own dataset and evaluates the updated model on a local 

validation subset to obtain an accuracy score. 

After collecting the model updates and validation results from the clients, the server assigns a 

weight to each participant based on two key factors: the reported validation accuracy and the 

consistency of the update. Consistency is measured based on the deviation between successive local 

model updates. Higher influence is assigned to updates with strong validation performance and 

minimal shift from the previous round. 

The final global model is computed as a weighted average of all client models, where weights are 

normalized to sum to one. Repetition of this process across training rounds allows dynamic 

adjustment of contributions based on behavioral indicators, without relying on pre-defined trust 

assumptions. 

By integrating accuracy-based evaluation and update distance into the aggregation process, this 

algorithm aims to suppress the influence of poisoned updates without introducing significant 

computational or communication overhead.  

The procedure is illustrated in Fig 1. 

 

Fig 1. The calculation algorithm (Picture credit: Original). 
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4. Experiments and Results 

4.1. Experimental Setup 

To evaluate the effectiveness of the proposed defense strategy against label-flipping (LF) attacks 

in federated machine learning, a series of experiments were conducted under a simulated environment. 

The experiments were implemented using PyTorch on a standard laptop environment. The public 

Fashion-MNIST dataset was used for evaluation due to its wide adoption and compatibility with 

image classification tasks. 

The federated setup consisted of 10 clients, among which 3 were randomly designated as 

adversarial clients performing LF attacks. Each client received a non-IID data partition, simulating 

real-world decentralized data distributions. The training process lasted for 100 communication rounds, 

with each client performing 5 local epochs per round. A learning rate of 0.01 and a batch size of 32 

were used throughout the training. 

To reflect the proposed defense mechanism, each client maintained a local validation subset (10% 

of its training data) used solely to compute validation accuracy. This accuracy, along with the model 

update distance from the previous round, was used to compute a weighted aggregation coefficient. 

For benchmarking, two baseline aggregation strategies were compared: standard FedAvg and 

Trimmed Mean. All models were trained from scratch using the same initial parameters for fair 

comparison. 

4.2. Performance under Label-Flipping Attacks 

The experimental findings indicate distinguishable robustness levels across different aggregation 

strategies when exposed to LF attacks as shown in Fig 2, Fig 3 and Fig 4. In the standard FedAvg 

configuration, the global model exhibited a substantial decline in accuracy when exposed to poisoned 

updates, indicating its sensitivity to malicious inputs. 

 

Fig 2. Performance under Label-Flipping Attacks under label flip: 1->6 (Picture credit: Original). 

 

Fig 3. Performance under Label-Flipping Attacks under label flip: 2->7 (Picture credit: Original). 
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Fig 4. Performance under Label-Flipping Attacks under label flip: 4->9 (Picture credit: Original). 

In contrast, the proposed adaptive aggregation approach maintained higher model performance 

across multiple rounds of attack. Evaluated on the Fashion-MNIST dataset, average accuracy under 

various attack settings ranged from 0.74 to 0.78, surpassing the FedAvg baseline by 2%–8%. This 

suggests that the integration of validation accuracy and update stability helps suppress adversarial 

influence during training. 

Compared to existing robust schemes like Trimmed Mean, the proposed method demonstrated 

notable performance gains, particularly under severe label noise where Trimmed Mean’s accuracy 

dropped to ~0.64, while the proposed method-maintained accuracy above 0.74. Notably, it requires 

no prior knowledge about the number or behavior of malicious clients, making it suitable for practical 

deployments in uncertain environments. 

4.3. Comparison with Existing Defenses 

To assess the performance of the proposed defense, it was compared against two widely adopted 

baseline aggregation approaches: FedAvg and Trimmed Mean. The experiments were carried out 

under identical conditions, including the same data splits, label-flipping ratios, and local training 

settings. 

FedAvg showed a marked decline in model accuracy when facing label-flipping attacks, dropping 

to around 0.71 (4→9) and 0.75 (2→7) after 100 rounds. Trimmed Mean, designed to mitigate the 

influence of anomalous updates by filtering outliers, offered somewhat better resilience but still 

showed clear signs of performance deterioration, eventually converging at about 0.64 (4→9) and 0.70 

(2→7) accuracy. 

Across all evaluated scenarios, more favorable results were obtained by the adaptive aggregation 

strategy. The average accuracy remained 2%–3% higher than FedAvg, and outperformed Trimmed 

Mean by approximately 5%–10%. Performance variance across rounds was also reduced, indicating 

greater consistency and enhanced robustness under adversarial conditions. 

Overall, these findings highlight the practical benefit of incorporating validation accuracy and 

model stability into the aggregation process, particularly when operating in adversarial federated 

settings. 

4.4. Convergence and Stability 

To assess the practical effectiveness of the proposed adaptive aggregation framework, this section 

compares its performance against two representative baseline methods commonly adopted in 

federated learning: FedAvg and Trimmed Mean. All experiments were conducted under identical 

configurations, including data partitioning strategy, local training hyperparameters, and the injection 

rate of label-flipping adversaries. 

Under moderate to high label-flipping rates, the FedAvg algorithm showed substantial 

vulnerability. Its aggregation mechanism, based on the arithmetic mean, resulted in rapid degradation 

of global model accuracy, with performance dropping to ~0.71 after 100 communication rounds. 
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Although the Trimmed Mean approach was more resilient—due to its ability to remove extreme 

model updates—it still experienced non-negligible accuracy loss, ultimately stabilizing around 0.64–

0.70, depending on the attack. 

Greater stability and robustness were observed for the adaptive method across varying attack 

intensities. The final model accuracy remained consistently higher than both baselines, with an 

observed improvement of approximately 3% over FedAvg and 7–10% over Trimmed Mean. 

Suppression of poisoned updates was further supported by reduced variance over repeated training 

runs, attributed to the adaptive weighting mechanism. 

These results suggest that integrating validation performance and model consistency into the 

aggregation process offers a more nuanced defense against data poisoning. Especially under 

adversarial conditions, such a strategy leads to more reliable and generalizable model performance 

without introducing substantial overhead. 

5. Discussion 

The empirical results obtained in this study demonstrate that the proposed defense strategy can 

offer modest improvements in mitigating label-flipping (LF) attacks. Compared with standard 

FedAvg and Trimmed Mean, the validation-drift weighted aggregation strategy achieved slightly 

higher test accuracy and more stable convergence under various attack scenarios. 

However, the performance gain over FedAvg was relatively limited—typically within a range of 

1% to 3%. This suggests that while incorporating client-side validation accuracy and inter-round 

model drift helps filter out malicious updates, these signals may not be strong or distinct enough to 

consistently isolate poisoned behavior, especially under high label noise or when benign clients also 

exhibit unstable updates due to data heterogeneity. 

One possible reason for the modest improvements lies in the similarity between malicious and 

benign update patterns in a non-IID environment. In many rounds, adversarial updates did not differ 

drastically in magnitude or direction compared to those from honest clients, making it difficult for 

the weighting mechanism to assign sufficiently penalizing weights. Moreover, the reliance on 

Euclidean distance as a drift signal may oversimplify complex variations in decision boundaries, 

especially in deeper network layers. 

Another contributing factor is the limited capacity of the validation sets. Since each client’s local 

validation data was derived from a small subset (20%) of its already non-IID training data, the 

resulting accuracy scores may not generalize well to the global test set. This could lead to unreliable 

aggregation weights and potentially undermine the effectiveness of the weighting mechanism. 

Despite these limitations, the proposed method still showed consistent resilience across multiple 

attack types and offered smoother training curves compared to baseline methods. Its lightweight 

design, lack of dependence on client metadata, and plug-in compatibility with standard FL pipelines 

make it a viable defense option for real-world applications. 

In future work, improvements could be made by adopting more expressive consistency metrics 

(e.g., cosine similarity in representation space), adaptive weighting schedules, or integrating client 

history tracking over multiple rounds. Additionally, combining this method with anomaly-aware 

filtering strategies may further amplify robustness while retaining the method’s efficiency. 

6. Conclusion 

This study presents a lightweight and privacy-preserving defense method for federated learning 

under label-flipping attacks. By integrating client-side validation accuracy and update consistency 

into the aggregation process, the proposed strategy seeks to reduce the influence of poisoned updates 

without relying on raw data or introducing excessive computation. 

Experimental evaluations on the Fashion-MNIST dataset under three distinct attack configurations 

— (1→6), (2→7), and (4→9)—indicate that the method achieves slightly higher accuracy and 
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improved training stability compared to FedAvg and Trimmed Mean. However, the improvements 

over FedAvg were relatively minor in most cases, highlighting both the potential and the limitations 

of relying solely on statistical signals like validation performance and update drift for detecting 

adversarial behavior. 

Despite the modest gains, the method demonstrates practical advantages: it is efficient, compatible 

with existing FL pipelines, and requires no prior assumptions about the number or identity of 

malicious clients. These traits make it a suitable defense option in scenarios where computational 

resources are constrained, and global data validation is infeasible. 

Future improvements could focus on refining the weighting signals, expanding validation diversity, 

or combining this approach with more selective filtering mechanisms to enhance discrimination 

between benign and adversarial updates. Ultimately, this work contributes toward the development 

of robust and deployable defenses for federated learning in adversarial environments. 
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